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Trust Relationships
Andy Jones

School of Computing,
University of Glamorgan
Pontypridd, CF37 1DL, Wales
Ajones10@glam.ac.uk

ABSTRACT
The issue of trust and trust relationships between organisations, individuals and systems has risen in importance
as we have increasingly embraced the electronic environment. Unfortunately, at the same time, the basis on
which we have historically considered trust has been eroded. The aim of this paper is to consider a range of
issues that have affected trust relationships and to put forward issues for consideration with a view to improving
our ability to form trust relationships in the future.

Keywords: Information warfare, Trust, PKI, Trusted Third Party, national information infrastructure
protection, information security.
WHAT DO WE MEAN WHEN WE REFER TO TRUST?
Lewicki and Bunker(1996)1 identify three different types of trust: calculus based trust, knowledge
based trust, and identification based trust. Calculus based trust is identified as a deterrence based trust
in which the basis of trust is that the parties will behave in a consistent manner with the assurance of
this being based on their fear of the consequences if they fail to do so. Perhaps one example of this
was the relationship between the USA and the Soviet Union during the cold war when it was clear that
any unexpected behaviour by either party could break the stalemate of Mutually Assured Destruction
(MAD) that was created by the nuclear standoff and invoke severe penalties.
The next form of trust is known as knowledge based trust. This form of trust relies on the parties
involved having a good enough knowledge of each other that they should be able to anticipate the
likely actions of each other. This type of relationship can only develop over a period of time as the
parties get to know each other better. It is not the type of relationship that can be imposed and be
effective.
The third type of trust relationship is that of identification based trust. This is not based on any type of
mechanism for the identification of the other party, but rather for the identification of one party with
the desires and objectives of the other party. In this type of relationship, the trust is generated by the
bonding to a common cause and an appreciation of the shared aspirations.
Whilst each of these forms of trust has merit and will work in some circumstances, there does not
appear to be one model that will fit all eventualities, yet we continue to strive to achieve just that when
we look at information systems.
ENHANCING TRUST
In the current environment, there would seem to be little to offer in the way of hope that we can do
anything to enhance trust through social change or the implementation of currently available technical
solutions.
We are in a situation where, in an ideal world, the citizen would be able to trust the government that
they (hopefully) have had some say in electing to carry out the wishes of the people. Unfortunately, in
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a number of the major democratic countries, there would appear to be little trust in the leadership.. In
the UK we have seen considerable pressure on the Prime Minister and the Cabinet as a result of the
decision to go to war in Iraq on ‘intelligence’ that would now appear to be controversial, with claims
that it had been ‘sexed up’ and the subsequent death of an expert in the issue of weapons of mass
destruction’ and the resultant ‘Hutton Enquiry’2. In the USA, as a result of the apparent exposure by a
source within the Whitehouse of a CIA operative3, who coincidentally is married to the man who went
to Niger to investigate, and refute the evidence that was put forward as a significant factor in the
invasion of Iraq. In Australia, a former senior intelligence officer, Mr. Andrew Wilkie4, has publicly
stated that the intelligence that was put forward to support their involvement was also exaggerated.
Speaking to an inquiry called by the Australian Senate, Mr. Wilkie said that information contained in
intelligence reports had been distorted by the Prime Minister.
This might seem a somewhat glib introduction, but when you start to question the basic elements and
find that the very infrastructure that you need to rely on there is a fundamental problem. If the citizen
does not have trust in the government that sets the standards and controls the laws of the country, how
can either the individual or an organisation have faith that the system is reliable and effective?
Trust, in reality, is a social construct that is based on emotion not fact. Whilst we adopt the construct
for our very positive/negative environment of computing, in reality, it will be a subjective judgement
by a human that sets up the infrastructure on which we operate. We rely on the concept of trust when
we grant an individual privileges on our systems and we rely on trust relationships between systems to
provide what we think is an acceptable level of security to our environment when the measures that
are being used to protect it are outside our control.
Why do we have to have trust? The reality is that we need to interact with other organisations, groups
and individuals and in order to do this, in an environment that we cannot totally control, we have, at
some point to give trust and to gain the trust of others.
THE RELATIONSHIP BETWEEN TRUST AND POWER.
Inevitably, in any trust relationship, there will be a desire of one or both parties to be the dominant
organisation. For example in a trust relationship between a government and a commercial company,
the government will probably be in a position to and have the desire to control the relationship. After
all that is part of what governments do. In the described trust pairing, that would probably be
acceptable as the commercial organisation will understand the requirement and be structured to accept
it without any major problems. The scenario is however very different when you look at organisations
that might be considered peers. If for instance there are two government departments that require a
trust relationship in order to work effectively with each other, how will the relationship be managed?
Take the example of the US military, where the different departments Army Navy Air Force and
Space Command all need to operate in conjunction with each other and support each other
operationally, yet are pitted against each other for funding. The result is that each department has
developed its own capabilities in a number of areas – Information operations for one, and they do not
co-operate with each other easily for best effect and the most economic use of resources. If,
hypothetically, the Army and the Navy needed to form a trust relationship, which one would take
primacy? Would that be acceptable to the other party?
A long time ago, when I was responsible for the security of Information Systems for the UK Ministry
of Defence, my boss at that time had a saying that he used often and which has always stuck with me,
because it really summed up the situation so well. His saying was ‘Trust is nice but Control is better’
and reflects the attitude that pervades all areas of information security. People will talk about trust,
but will always prefer to control the relationship. It is worth remembering that one of the easiest ways
to gain unauthorised access to an information system is to use social engineering techniques to obtain
the information required to gain access. This type of attack is a direct attack on the trust relationships
that exists within an organisation to enable it to operate effectively.
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How do we improve trust? There have been a huge number of initiatives that have been started with
the intention of producing mechanisms that will allow one group to have trust in another. Perhaps the
most widely know is the PKI initiative, which uses the concept of a trusted third party (TTP) as a
neutral and impartial and trusted holder of the keys. Unfortunately, whilst the concept for this is
sound, there have been a number of problems that have surfaced. If we use a technical solution as a
universal panacea to the problem, it is required to meet all of the needs of a hugely diverse
community. For example a certificate that as issued by a bank might warrant the financial viability of
an organisation within a certain limit. This is very useful in the banking and commercial area, but
what use is this for a government department who wish to deal with a citizen? Without doubt we could
continue to expand the vocabulary of the certificate to include all of the requirements, but what would
this do to improve matters – we would now have universal certificates that were useable for everything
– but what would this have done to an individuals right to privacy – why should the government
department that he wishes to be authenticated to have access to information on his financial details?
Why should the company that he is doing business with have knowledge that he is in correspondence
with a government department?
The next issue, even assuming that the last was capable of being solved, is that of how up to date the
information on a certificate is. Also how accurate is it and with what proof? If all certificates are
universally accepted, then they must all adhere to the same degree of proof when validating facts. If
an individual has a certificate, how was their identity and status verified? Did they have to produce
documentary evidence of the facts that the certificate supports? Is this documentary evidence to the
same level as would be required in another country? Is the evidence time sensitive and is this reflected
in the life of the certificate? Here we are only talking about individuals and you can already start to
see that the collection and the proper maintenance of this type of information is going to be costly and
require a high level of resourcing. What organisations exist that can claim to be independent and
neutral and that can deploy the type of resources required to gather and manage this level of
information.
Within an organisation, who will be responsible for their certificates? How will they be managed and
what trust will other organisations be able to have in the fact that they have been managed properly. Is
the person within an organisation that has used a certificate, actually authorised to use it? It may seem
a stupid question, after all, that surely is the purpose of a certificate, but when you look at the
management of anything electronic, you start to understand that most organisations are not capable of
managing the most simple or most important of issues. Let us look at user accounts on organisation
systems. We all know that it should be one of the steps taken when an employee leaves an
organisation that their accounts are disabled and their privileges are revoked, but how often does this
actually happen and how quickly? In reality it may not happen at all and in most organisations, will be
at some significant time after the individual has departed (do you remove them when they resign or
when their employment actually terminates?) Can you remove the account from the system or do you
need to preserve the details of activity and correspondence in order to maintain your business?
As technologies develop the problem should be reduced, as the individual will have more effective
means of identification through the use of smart cards and biometrics, but do not hold your breath,
there is both customer resistance to a number of these techniques and an industry apathy. In the UK,
they have just announced that the use of smart cards for financial transactions will replace the current
magnetic strip system and that 20 percent of customers will have the new cards by the end of the year.
Interestingly, the technology is now fairly dated and could have been introduced for wide-scale use
several years ago. Why did it not get taken up? The level of losses that the financial houses were
suffering was within the limit that they could accept – remember, it is not their money that is being
lost, it is yours and mine – they just increase the interest charges that we, the customers pay to cover
the losses.
Common language. If we are to gain any headway in developing an environment that enables trust,
one of the fundamental issues that we must overcome is the ability to understand each other. What is
required is a common language. This will allow us to understand what the organisation with whom we
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are developing a relationship means when it makes statements regarding issues on which a trust
relationship will be developed. For example, when we allow a trust relationship to exist between
information systems to occur, and place trust that the other organisation has adequate security
implemented to provide the same level of security that we currently enjoy, how do we measure the
effectiveness of the steps that they have taken? How do you ensure that they continue to maintain that
level of security?
Currently, we smile at each other and provide platitudes. We may be able to point to some national or
organisational standards (that most organisations aspire to rather than achieve), but what do they
actually mean? Would it not be better to have a specific language in place to define what is actually
meant. What about a globally accepted set of levels of security that could be used to describe the
overall effect of the security measures that have been taken and the requirements for maintaining it.
How else will we be able to improve the trust that we need to generate between organisations in an
environment that is rapidly reconfiguring? In the context of the type of the unstable environment that
we will find in times of ‘cyber conflict’, how will we know who to trust and how will we know the
entity that we are in contact with is actually the one we thought it was?
The introduction of new technologies can go a long way in helping to enhance the establishment of
trust relationships that we can rely on but only if it is appropriate to the use that we want to put it to,
can be made acceptable to the user and is affordable. The Public Key Infrastructure (PKI) concept,
whilst having potential, has so far failed to gain common acceptance, as it does not easily translate into
the way we currently operate. Concepts such as Key Escrow and Trusted Third Parties (TTPs), while
normally referred to in the context of PKI could stand alone as mechanisms to enhance the
development of trust relationships, but only if the fundamental issues of cost and the acceptance of
independence of the TTP can be resolved on a global basis can be resolved.
One issue that we do not address well is that of inherited trust relationships. If we develop a trust
relationship between your entity and that which I represent, how do I know who else you have trust
relationships with and how do you know who I trust? Let us consider a scenario where we have a trust
relationship and you have a trust relationship with another organisation. They in turn have their own
relationships and one of these trust relationships is with a direct competitor of mine. Would I have
been made aware of this information? If so would it have affected my relationship with you?
One concept for viewing trust is the NICE model, which expands to the keywords:
x
x
x
x

Need,
Identification,
Competence and
Evidence.

These four keywords sum up the main elements that we need to generate in order for trust to exist.
The first, Need, reflects that we must need to have this relationship for it to be effective and to receive
the attention that will be required in order to maintain a trust relationship. The second, Identification,
reflects the need to be able to accurately and with confidence, identify the person or organisation that
is being communicated with. If we cannot guarantee that we can have confidence in the identification,
there is no basis for trust. This can be developed in a number of ways, for example through
biometrics, smart cards or even the best form of identification that exists – personal recognition. The
third, Competence, is an element that we do not normally express when we think of trust, but is highly
relevant. If we are confident of the competence of the other party and can convince them of our
competence, then there is a sound foundation for a trust relationship. At the moment we have no
effective way of measuring or communicating competence, whether it is gained as the result of
training or experience. The final element is evidence – how do we supply evidence of our credentials
in an electronic form that can be trusted and understood across a global environment. I do not pretend
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that these are simple issues, but of we are to enhance the trust that we can generate in relationships in
an electronic environment, they are issues that we must address and resolve.
If we accept that trust is a subjective, emotion based construct that we apply to a very ordered and
structured environment of information systems, there is one issue that we must address. If we accept
that the world is not perfect and that the basis on which all of our decisions are made is subjective,
then there will be occasions when the trust relationship breaks down. Given that if there were no
mechanism to rectify this, we would soon reach a point where, in an environment of inherited trust,
trust was impossible because a sufficient number of relationships had broken down. We must
therefore consider and develop a mechanism of repairing trust relationships where it is appropriate.
Depending on the type of trust relationship that existed – whether was Calculus based, knowledge
based or identification based, will affect the direction of any effort that is taken to undo the damage
caused by a broken trust relationship.
CONCLUSION
Whilst we have a number of protocols and processes that we use to develop trust relationships between
individuals and organisations, we have tried to use the one size fits all maxim to address all of our
problems. If we are to enhance the trust that we can generate between parties, we must go back to the
fundamentals of why we need these relationships and what type of trust we are going to base the
relationship on. We have to develop ways to deal, in a consistent manner with broken trust
relationships and finally, we need to manage each relationship that we have to ensure that it is
appropriate to the requirement and is still required in the current environment. We also need to start to
understand the implication of inherited trust relationships and find ways to express them and let our
partners understand their implications.
REFERENCES
Kramer & Tyler: Trust in Organisations: Frontiers of Theory and Research, Sage, 1996
The Hutton Enquiry, [online] http://www.the-hutton-inquiry.org.uk[accessed 10 Oct 2003.
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Big Cuckoos, Giant Eggs: The Home Computer as NIIP Threat.
Professor William J Caelli, AO

Head, School of Software Engineering and Data Communications
Queensland University of Technology
Brisbane, Queensland, Australia
ABSTRACT
The home and small business computer has become a major computing and data network node in a globalised
information infrastructure. Indeed the home computer itself now has the storage, computing power and
connectivity to rival supercomputers of only 15 years ago. As such it becomes a tool for potential attack on any
national information infrastructure (NII) as the threat scenario increases. The same system, with its markedly
increased complexity and security management requirements, is, however, under the control of an inexpert user
in the usual case. The potential then for such systems to become “vectors” for attack must be rated as high, i.e.
the “cuckoo” or attacker can readily place a “egg”, the attack system, into the “nest” of the home system for
immediate or later activation. The solution seems to lie in an understanding of the security requirements for
computer systems in this market as well as for provision of security services by the interconnecting agents, such
as Internet/ telecommunications service providers. Moreover, the role of government can no longer be ignored
and in order for any successful mitigation scheme to succeed, it is likely that legislation and regulation will be
needed. This, unfortunately, has not been the prevailing “mood” of politicians worldwide but there are signs of
change, particularly in the USA. (It may be noted that the terms “cuckoo” and “egg” come from a book1 by
Clifford Stoll, entitled “The Cuckoo’s Egg”, published in the late 1980s relating to the attack on US computer
systems by an overseas “hacker”.)

Keywords: Security of home and small business computers, security management, information
warfare, national information infrastructure protection, information security, public policy in
information technology
LARGE MACHINES, BROADBAND CONNECTION AND INEXPERT USERS – A
“DYNAMITE” RECIPE.
The home and small-to-medium enterprise (SME) or business computer has become equivalent to the
supercomputer of the 1970s and 1980s, and even the 1990s. An off-the-shelf commodity system
available at a retail store in late 2003 can commonly have 1 Gigabyte of main memory, 120 Gigabytes
of disk storage and a CPU, from usually one USA supplier, Intel Corp., clocking at around 2.5GHz.
Moreover, with a bundled Internet/ telecommunications package, the system may be permanently
connected by cable to the global telecommunications/Internet infrastructure at 4Mbit/sec or better and
be operational and available 24 hours a day, 7 days a week (24/7). This system, then, sits in the hands
and under the control of a person who has most likely had no formal training in information
technology and even less appreciation of the security concerns relevant to that system. The vendor
usually has not provided any security briefings as the product has been purchased in essentially a
“supermarket” mode.
In addition, the operating system, device driver set, “middleware” packages and applications installed
on that machine may have very few security features available to the user, even if he or she knew how
to activate and manage them. The software has itself become a commodity product likewise purchased
as such from a retail store. Given an almost total worldwide usage of a monopoly desktop computer
operating system, middleware (such as an Internet “browser”) and office productivity suite of software
products from one USA company, Microsoft Corporation of Seattle, Washington, the security threat
becomes obvious. The home and small business system becomes the “attack vector” against national
and international information infrastructures including critical infrastructure owners, large corporate
groups, Government and even national defence and law enforcement systems.
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This presents an unbelievably obvious opportunity to any individual or group wishing to mount an
attack on the National Information Infrastructure (NII) and a major challenge for those charged with
its defence. Moreover, governments worldwide have shown little to no interest at all in developing
legislation and regulations to govern this industry, in particular its manufacturers and suppliers. Some
standard have been developed for “information security Management (ISM”, such as international
standard IS 17799 but these apply mainly to the end-user or manager of an information system and
that person may have no control at all of the underlying system software and hardware that has been
purchased. In comparison to other industries this is very unusual, e.g. food and agriculture, motor
vehicles, air transport, and so on. In this regard, it is worthwhile noting that legislation has, in the past,
concentrated on the vendors of systems and services in particular “vertical” industries, for obvious
reasons. Simply put, in a contractual relationship between the consumer of IT systems and services
and the vendor, the consumer is at a marked knowledge and experience disadvantage.
NEW THREATS FROM INSIDE AND OUT.
The home/SME system now becomes the “nest” for sophisticated attack software and even hardware
implants; the “eggs” developed and installed under the control of the attacker, the “cuckoo”. An
insider, with overall system privileges, may insert rogue system software components into the basic
operating system as can an unwitting home user. Once that software is installed it inherits full system
privileges as it is usually placed in the “kernel” of the operating system, becoming capable of
bypassing all and every security feature in the system.
In this regard, it is now common for the home/SME user to purchase new add-on hardware and/or
software sub-systems, e.g. storage device, sound sub-system, etc. These may come with the
appropriate “device drivers” to be installed by the amateur user of the system with absolutely no
knowledge at all of the security status of such driver software or any allied support utility programs.
The vulnerability thus introduced includes, unfortunately, access to all cryptographic sub-systems that
may be used for critical user identification and digital signature mechanisms. This is clearly stated, for
example, in a Microsoft published book, “Inside Windows 2000”2 as follows:
“Although each Win32 process has its own private memory space, kernel-mode operating system
and device driver code share a single virtual address space…Windows 2000 doesn't provide any
protection to private read/write system memory being used by components running in kernel
mode. In other words, once in kernel mode, operating system and device driver code has
complete access to system space memory and can bypass Windows 2000 security to access
objects."
So, the “outsider”, with
simple
psychological
techniques can get the
“insider” to perform the
action needed to totally
compromise the computer
system and activate it as a
further attack vehicle.
There is a strong need for
further action on behalf of
manufacturers to address this
situation,
such
as
the
Microsoft sponsored NGSCB
(Next Generation Secure
Computing Base) activity and
the work of the TCG (Trusted
Computer Group) but these
Figure 1 - Trust Architecture for the PC
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efforts seem some long way off and appear to be not relevant to the current global installed base of
systems. Such a “trust architecture” is illustrated in Figure 1.
MANUFACTURERS AND SUPPLIERS.
In the 9 June 2003 edition of InformationWeek (USA) magazine, Foley3 reports on an internal email
message entitled “The Microsoft Business Plan” sent to all employees by Mr Steve Ballmer, the CEO
of Microsoft Inc. The theme of the message reportedly concentrated on “...operationalizing the
company’s priorities…”. These priorities were then listed, in order, as follows:
1. provision of integrated innovation,
2. delivery of superior customer responsiveness,
3. creation of the best platform for developers,
4. provision of high-value experiences and services,
5. generation of enthusiasm for the company’s products, and
6. making improvements in employee talent and productivity.
Nowhere was there any attention reportedly paid to vital concerns of security in information systems
products created and supplied by the company. Nor was there any consideration in this priority list of
the role that the company’s products play in the overall information infrastructure of a nation. In other
words, the view was exactly as would be normally expected from any CEO, namely a concentration on
the development of the company to the benefit of its shareholders and employees as well as its
customers. There is nothing wrong here, or is there?
The memo clearly indicates that as at the middle of 2003 the idea that national information
infrastructure protection (NIIP) must become a shared concern and responsibility of both the private
sector and government has not penetrated the senior levels of the world’s largest supplier of software
products so as to place it in the top priority for business direction. This occurs some two years after the
company’s founder, Mr William Gates III, declared that “trustworthy computing” had to be a major
direction for the company.
Home and Small Business Market
In this regard, there is simply no debate or attempts to refute the proposition that Microsoft
Corporation of the USA holds a monopoly over desktop computer system and office productivity
software in the home and small business information technology products and systems marketplace on
a global basis. As such, when considering the exposure of such systems to attack in an information
warfare context, attention must be paid to the security stance of that company via the products and
services it offers to the home and small business market.
Looking at Cars and Roads.
In considering the role of Government at all levels in the protection of the community and its interests
it is useful to look at the legislation and regulations that apply to the car industry and car drivers alike.
In essence, laws have been developed to safeguard society in many ways. Table 1, “Car Safety”,
illustrates the parameters that apply in manufacturing and selling cars, making them ready for the road
and then in actually driving them. The role of Government may be clearly seen from the following
statement from the Australian Federal Government Department of Transport and Regional Services
(DOTARS)4, as follows:
“Before a road vehicle can be registered for the first time in Australia it must comply with the
Federal Motor Vehicle Standards Act 1989. This applies to new and used imported vehicles
and locally manufactured vehicles. The Motor Vehicle Standards Act requires vehicles to meet
the national standards covering safety and emission requirements. The national standards are
currently the Australian Design Rules (ADRs). When a vehicle has been certified as meeting
the ADRs it can be fitted with a compliance plate. The fitment of a compliance plate is
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mandatory under the Motor Vehicles Standards Act, and it indicates to the registering
authority that the vehicle is eligible for registration.”
Table 1. “Car Safety”
Relevant Party

Legal requirement

Manifestation

Comments

Car manufacturer

Safety and design
standards for motor
vehicles
(Australian
Design Rules)

Compliance
plate
affixed to vehicle, via
process of “vehicle
certification”
under
Motor
Vehicle
Standards Act 19895

Verification to buyer
that car is as stated and
complies
with
mandatory safety and
manufacturing/design
standards

Car owner

Register car

Number plates affixed Simple and obvious
verification that car has
to vehicle
been “registered” and
passed at least original
safety and security
tests.

Car owner

Minimum of “third Insurance documents
party” insurance

Car driver

Licenced to drive a car

Driver and Passengers Fasten seat belts
in car

Protection of another
person in case of
accident

Driver’s
licence Person has been trained
document (card)
and assessed as being
competent to drive a
car
Seat belt fastened

Prevention of injury to
driver and passengers.

A similar table could also be established for the design and building of roads for such cars and other
vehicles as well as for other industries, e.g. health care, etc.
However, no such table exists in any form at all for the products and services of the information
technology industry, at least that part of it that may not be classified as being related to a
telecommunications carrier where some legislation does occur, such as appropriate
“Telecommunications” and “telecommunications Interception” Acts. Is this deliberate or a function of
time and the age of the IT industry itself? The answer appears to be a combination of both factors. In
an identical fashion, the ability of the driver (user) to control and manage a vehicle (PC) on the
highway (Internet) has been seen as the province of governments worldwide.
The “vehicle model” could be seen as a “best of breed” policy in relation to industry regulation, i.e.
industry creates and agrees upon appropriate safety and security standards and government places
those standards under legislative enforcement regime. An equivalent could readily be created for the
IT industry and, indeed, in some sense this started to occur in the 1980s with the so-called GOSIP
(Government Open Systems Interconnection Profile) model. Procurement of IT products and services
by Government, for example in Australia and in the USA, was conditional upon manufacturers
offering systems that complied with these standards. While the standards themselves “died” and
Governments went back to procurement on cost and useability bases more or less alone, the principle
was a good one worth re-examining in relation to security and safety in information systems.
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SYSTEM MANAGEMENT.
In commerce and in commercial government there has been an obvious reluctance on the part of
management to fully accept responsibility for overall information security management in any
organization. It is still perceived as a cost centre to be, like all business cost centres, minimised. This is
even more relevant when the threat to be considered may be regarded as not being directly connected
to the performance of the business or public sector activity but rather to the protection of society at
large, i.e. the “public good”.
If these sentiments are applied to the home and small business user, then the problem is magnified
enormously. Not only is there an unwillingness to spend on any additional hardware or software
required for added protection of the computer systems and network connection but there is often a
total lack of expertise in the structure, operation and function of the computer system itself. The small
business user IS the system manager. Application software, usually of the commodity variety, is
purchased, installed, managed and operated by the user mostly without any formal education or
training program in the technology or its usage. The security stance depends totally upon any security
features and their enforcement inherent in the system itself; hardware, system and application software
alike.
SYSTEM DEVELOPERS AND INTEGRATORS.
Is the ultimate end for the research and development related to so-called “software components” the
binary split of the software industry? It is possible to contemplate that in the future there may be two
forms of programmers, i.e.
x those who develop libraries of systems and application modules or “components”, and
x those who integrate them into operating systems and support services (system software) as
well as integrated application suites.
This presents new challenges in an information warfare (IW) context. In the past, for example, security
concerns have been raised about the ability of an application to perform illicit acts once loaded into a
computer system, either against the operating system and its structures or other applications or both.
However, as the operating system becomes a tool that is constructed from components from a number
of differing suppliers and works in a number of platforms from the mobile phone and PDA to a
desktop workstation and server, the application system may have to protect itself from the operating
system!
A current small example of this problem is posed by so-called “keyboard sniffers”. These software
modules are loaded into a PC’s operating system kernel by whatever psychological operations means
and then “sit there” to monitor and record all input activity to the system, e.g. keyboard entries and
mouse movements, for storage and/or transmission to another computer system usually on the Internet.
In this sense, an application can be deemed to have been “attacked” by the operating system.
Additionally, software component libraries may be constructed anywhere in the world that a business
finds the best from a cost point of view. Application and system programs are then constructed in the
user’s own country from those components that may be totally unknown and untrustworthy.
USERS
The question, as alluded to above, is one of responsibility. Just how responsible is the
computer/Internet user for their activities? Do the equipment and services that they use even have the
capabilities for that user to take up and react to any responsibility concern for overall system security?
At present (July 2003) the answer seems to be “no”. Even if home/SME users take up education and
training opportunities in the area of computer and Internet security there is a question as to whether or
not such awareness can prevent security breaches given the current state of the hardware and software
offered. Indeed, in a way, Microsoft’s “Next Generation Secure Computing Base (NGSCB”” program
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admits that such an effort by the end user is of limited value. If it were the way to go, i.e. user
education could eliminate or at least seriously limit security threats, then NGSCB would not be of any
great value and Microsoft would not need to pursue that activity.
CONCLUSIONS
Recent explosive growth in “spam” email messages, an availability threat in a security sense, as well
as marked increases in the reported incidents of “identity theft”, a privacy and integrity threat, have
attracted the attention of legislators around the world. The problem that now has to be accepted by
these legislators is one of taking up a position in relation to the IT industry itself, not just its
consumers and those involved in the management of its application. This then enters the contentious
issue of government regulation of industry at a time when, at least in Australia, minimal government
regulation over industry and attempts to use “market forces” is the politically accepted norm.
Elsewhere, this legacy of the last 25 years seems to be fading. For example, in New Zealand, the
problems related to the reliable provision of electrical power to the nation, a critical infrastructure,
have been acknowledged during a process of “privatisation”. A recent article6 in “The Independent”
newspaper there signals the change, as follows:
“The Electricity Commission announced by the government last week is a bold, innovative
and ambitious step towards solving many of the problems that have plagued, if not the
electricity industry, then at least its consumers. The announcement also signals a giant step
back from government’s previous ‘hand-off’ attitude.”
Essentially, moving away from industry “self-regulation”, obviously failed in this case, the New
Zealand government has accepted it rightful role in market governance, particularly where critical
infrastructure is involved.
The problem for politicians and regulators alike is that there is simply no evidence over the last 50
years that such “market forces” have played any role at all in increasing safety and security in any
industry, let alone the IT industry. Even where so-called regulatory authorities have existed their
staffing, their training, their funding and so on have all been very limited leading to inaction at the
best. A quotation from “The Australian” newspaper7 is relevant in this regard. Under the banner
headline of “US president’s man finds State Rail ‘riddled’ with safety failures” the following
statements were made:
“Robert Lauby, the former head of the Office of Railroad Safety for the US National
Transport safety Bureau and who reported directly to the US President, said that the rail body
had a weak safety culture, which he found ‘disturbing’…Mr Lauby said it was disturbing that
State Rail did nothing about fixing the dead-man emergency brakes after learning more than
10 years before the Waterfall accident that they were not fail-safe.”
The safety and security problems with the home/SME PC have been known for much longer than that.
The problem today is that that PC is now connected to a global, high-speed “information railroad” and
the PCs “drivers” have no training or expertise in safe “driving” of the systems under their control.
The answers lie, to some measure, in education and training but the question is one of just how
mandatory that should be. The immediate answer lies with regulation of the industry itself, from PC
manufacturers to Internet Service Providers (ISP) in line with most other industries. The PC has to
become safe to connect to the global Internet without itself becoming a “cuckoo’s nest” for large scale
attack on national information infrastructures. The immediate imperative is to determine the extent and
levels of such legislation and associated regulation but such action there simply has to be. The market
will not correct this gaping “hole” in national security.
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ABSTRACT
The major aim of this paper is to analyse some of the reasons for the loss of consumer trust in electronic business
systems and show ways of regaining this trust which is essential for a sustainable e-economy. The paper also
presents a model for developing a secure environment and discusses how this model can be used as basis for
system design.
Keywords: Trust in the digital economy; security as prerequisite for trusted systems; key requirements for
establishing trust.

INTRODUCTION
The first wave of e-Commerce was characterized by sometimes rather experimental systems. The
following gold rush period led to even more brittle implementations. Quick and dirty was the primary
approach to website design. As long as these sites served primarily as electronic business cards and
product catalogues, minor instabilities and security breaches, as embarrassing as they were, could quite
safely be ignored. Distributed denial of service and similar forms of attacks could slow down or
prevent access for a limited time, usually a day or two. The only serious effect was annoying
consumers, but as long as backups were available, the restoration of websites was a quite smooth and
efficient process. The only real trouble the attacks could cause was embarrassment through defacement
and inaccessibility.
With the arrival of electronic payment systems and internet banking systems, safety, security and
stability became key criteria. Successful attacks on pure marketing sites could easily scare customers
away from carrying out financial transactions via the Internet.
The uneasy feeling still remains with the vast majority of the general public. Comparatively minor
incidents receive major media coverage and lead to a further destabilization of the e-economy. The
loss of confidence is partly due to exaggerated claims with respect to the increased safety and security
provided by online transaction systems. The sometimes sloppy implementation of some systems has
enforced this negative trend.
Today the world of e-finance is exposed to one primary consumer concern, safety, reliability and
security, best reflected by the frequently asked questions “Why should I trust an Internet based
system?”, “Why should I trust your system?”, “Who guarantees the safety and security of this
system?”, “Why after all these reports in the media should I trust an Internet-based system with my
financial transactions?”, “What happens if a system error occurs or the system is broken into?”.
As negative an experience as the first wave of systems and the gold rush period might have been for
users, the situation is improving quickly. Core aspects of system design such as usability, integration
and security-related topics are becoming the focus of discussion in research and practice (for recent
rends see [Bauknecht, Tjoa, Quirchmayr 2002] and [Bauknecht, Tjoa, Quirchmayr 2003].
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KEY REQUIREMENTS FOR ESTABLISHING TRUST
Establishing trust [Rossen 2002]and consumer confidence would have been easy with the first wave of
systems. The abuse of consumer trust by exaggerated promises and sloppily implemented systems has
resulted in a badly deteriorated situation to work in. Unlike for example ATM - or phone based
systems, Internet based systems are only trusted by a small minority. Unless banking hours are
hopeless and ATM’s and branch offices are very inconveniently located, consumers do still prefer not
to use the Internet for their daily banking operations. Mail-order systems, unless run by brand names,
suffer from the same lack of consumer trust. With retail systems not (yet) being too popular either with
the exception of online bookshops and the travel industry, the question has to be asked what can be
done to improve the current situation.
The first step is to start from an honest basis, making it clear that in spite of the best possible measures
being taken, system errors and security breaches might still occur. The Internet is no safe haven; it is a
mirror of the real, non-virtual world with all the problems related to it.
Explaining to consumers over and over again that a certain system is 100% safe and secure will at the
occurrence of the first small incident immediately lead to a loss of confidence. The far better approach
is to implement all technically and economically reasonable measures to assure a maximum level of
safety, security and reliability and inform the consumer about this approach instead of claiming a 100%
solution. Together with a consumer friendly legislation this might change the prevailing negative
attitude. Lessons can be learned from the way in which credit card transactions, mobile phones and
ATM services are handled by providers.
Putting in place a sound legislative framework, as for example done by the European Union with
guidelines and directives on privacy protection and electronic commerce (see [EC Directive 2001, page
17] and [EU Directive 95/46/EC]), should be a key component of a strategy to provide a safe and
secure framework for a digital economy. It also comes as no surprise that the big names of past
decades, such as IBM, ORACLE, SIEMENS, HP and SAP, to name only a few, have always protected
their reputation of providing sound solutions to their customers. The interesting question is what these
companies got right that others did not. Refraining from making unrealistic promises and aiming at
delivering quality services is what they are perhaps best known for. During the gold rush period of the
end of the past decade they were often ignored by customers as too slow, too expensive and too
conservative. That quality does have its price was in many cases realized too late. The other major
difference is their focus on providing comprehensive solutions instead of only a web front-end. Their
customers were very rarely confronted with having produced just another island in an already complex
infrastructure. IT solutions were not regarded as purely technological issues. Processes were, in close
cooperation with customers, re-engineered and adapted to make full use of the new web-based
infrastructures put in place. The core difference was that information technology was considered as
business tool and the primary focus was to support staff to better serve their customers. This process
started with a proper analysis of consumer needs, resulting in security, safety and reliability being
included as core requirements right from the beginning of system design.
Very interesting recent research activities focussing on the support of trust through information
technology can be found in the proceedings of [Trustbus 02] and [Trustbus 03]. Recent journal articles
and conference and workshop proceedings like these also document an increasing interest in the
development of solutions to open questions in this field and show that questions previously ignored or
sloppily skipped are now taken very seriously.
REGAINING CONSUMER TRUST
One way of regaining consumer trust is to work from a sound basis. An almost always successful
combination is a brand name deploying a solid system infrastructure. Beginning with a comprehensive
analysis of key stakeholder requirements (cf. [Lane, MS & Koronios, A 2000] and [Lane, MS &
Koronios, A 2001]), also when upgrading existing systems, taking the necessary time for it and
properly documenting the results of the requirements analysis phase are virtues that have been known
in the fields of computer science and information systems for decades. It seems that in e-commerce
development they were only adhered to by very few top quality companies. Tracking these
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requirements and making sure that they are met in the final implementation must be the second logical
step. Once customers find out that systems actually do what they are supposed to do, are safe, secure
and reliable, the most important basis of trust has been established. “Word of mouth” will from there
on be one of the most influential marketing instruments. Well designed airline web sites, safe and
secure internet banking sites and of course sites such as Amazon.com are excellent examples.
Another very promising way is to build on system infrastructures that are already known for their
safety, security and reliability. Mobile service providers and telecommunications operators, and here
especially GSM providers, have a long tradition of offering such an environment. That is probably why
mobile billing systems have, due to their high security standards and their ease of use, quickly
overtaken other forms of electronic payment. With hybrid products integrating the functionalities of
mobile phones and PDA’s this alternative receives an additional boost (smart phones). Pioneering
service providers such as T-Mobile can serve as example [T-Mobile MDA]. Once these services are
fully integrated with mobile offices, consumer demand is bound to go up steeply. In an ideal case we
will see mobile payment systems that are based on internationally accepted standards and therefore
fully compatible. Early attempts such as SET have already shown the way. It will however take a while
until credit card companies, banks and telecommunication providers develop these standards. Banking
and financial transactions are definitely important in a digital economy; the role of a bank will be
redefined with some banks already positioning themselves as infrastructure providers, often in close
cooperation with telecommunications operators. Together they will be able to provide the trustworthy
combination of brand names consumers are looking for. Provided that the technological and
organisational approaches are sound, chances are very high that financial transactions via hybrid
systems (smart phones) will be a commercial success. The still broadening base of actual and potential
customers (cf. GSM penetration) and improved services via GPRS and the first UMTS infrastructures
and the fact that GSM is an internationally accepted standard are indicators of a very promising future
market. Some mobile e-commerce applications are already very popular, primarily those where limited
amounts are involved and where convenience is the primary factor. Ticket purchases for public
transport and all sorts of cultural and sports activities are leading the field. It can be expected that
services built around new information sites designed for access by smart phones will soon follow this
trend. Tourism information systems and orientation support (where is the nearest bank, petrol station,
etc.) have introduced a new way of thinking and also a new trust in systems. From here it is only a
comparatively small step to everyday financial transactions. There already are scenarios that envisage a
replacement of credit ATM and cards by mobile phones for certain activities. Paying for purchases
made in a supermarket or in a petrol station with a mobile phone via a Bluetooth connection does
definitely increase the level of convenience. As long as this way of payment is considered as safe,
consumer acceptance levels can be expected to be high.
INTEGRATED SECURITY - CORNERSTONE OF CONSUMER TRUST
As discussed in [Quirchmayr & Slay 2001] and [Slay et al. 2002], security is an organizational, cultural
and social issue as much as a technological challenge. Security design has to start at the level of the
business process or even before. Derived from the requirements identified in the process design phase,
a secure information infrastructure can be prescribed. Following the model described in [McNurlin &
Sprague 2002] the design phase could look as follows:

17

Gerald Quirchmayr

Business Goals

Secure Business
Process Design

Supports

Secure Business
Information Architecture

Prescribes

Secure Data Architecture

Secure IT System Architecture

Secure IT Infrastructure

Figure 1: A secure environment derived from business processes

The original vision driving the Boeing IS 2010 study [McNurlin & Sprague 2002] could be replaced by
“A secure, safe and reliable customer centric system”. Security in this approach is part of the business
goals which makes it a core prescribed requirement for the following design phases. This top down
approach requires a lot of discipline especially regarding the tracking of requirements from phase to
phase. The involvement of key stake holders in all phases of system design, development and
implementation therefore is essential.
In order to achieve this goal of a more holistic approach to security and safety, security and safety have
to become part of the corporate culture. Where they already are part of the corporate culture, such as in
a banking environment, IT security is only an extension of an already established culture. The
drawback is that security can under certain circumstances be overdone and become a burden for staff
and customers, leading to a rejection and so called “workarounds”. It is therefore essential to take a
balanced approach following the old wisdom that “Good security is security that does what it is
supposed to do without being felt.” This is of course much easier said than done, because design for
such an environment will be costly and the additional infrastructure needed to keep the same level of
system performance as would be available without security technology in place requires considerable
investment. This leads back to the business question of how much a secure IT infrastructure is worth.
The answer is “At least as much as the direct cost of a security breach, comprising the cost of repair,
loss of income during system downtime and loss of customers due to a loss of trust.” This does in most
cases lead to a favourable outcome for the investment in security, the exception being real gamblers
who deliberately take the risk of identified possible attacks not taking place. In a highly competitive
economy this attitude is fatal, considering that attackers will always go for the easier target. The larger
the number of secured systems grows, the greater the need not to be an easy target for a potential
attacker becomes. A holistic view of security leads to a comprehensive coverage of an enterprise
instead of thinking in isolated measures. Organisations such as CERT [www.cert.org] have for a
considerable time been promoting an integrated model, starting with a threat analysis on which a risk
avoidance and mitigation strategy can be based (cf. [CERT OCTAVE). The protection of core
information assets is the focus of attention. It is important that these core assets are correctly identified
through an analysis of the business processes driving the enterprise. Core processes and their correct
execution are in return themselves becoming assets that need to be protected. There are several risk
analysis methods fulfilling the task, the best known being OCATVE developed by CERT.
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Technology is abundant and solutions are being developed. There is a wide variety of approaches to
assuring trust through establishing a supporting technological basis (for a very recent representative
collection cf. [Trustbus 03]). The trustworthiness of single systems is only the beginning. Consumers
accessing websites also want to be sure that the business partners cooperating with these sites are
trustworthy. Public key infrastructures are the traditional way of introducing trust and securing
communications. Models of trust, such as the one presented in the keynote address of EC-Web 03
[Bauknecht, Tjoa, Quirchmayr 2003] are paving the way for further promising developments. The
central requirement still is to get the organisational model behind these “networks of trust” right.
Organisation, technology and the legal foundations will, when applied together, create the safe and
reliable environment necessary for the development of consumer trust. The model described in figure 1
can easily be expanded to covering distributed environments and virtual networks of contributing
partners. Growing internationalisation and globalisation will lead to new challenges, especially
regarding the legal frameworks which, with very few exceptions, are based on a territorial / national
concept.
As discussed in [Quirchmayr & Slay 2001], secure business processes are a way of introducing security
at a high level and creating the ability to derive the security requirements processes for lower
architectural levels. The correct propagation of the requirements needs a requirements tracking
mechanism. A structural model of how security can be incorporated in business processes, as
developed in [Quirchmayr & Slay 2001] is shown below. A description of the ADONIS notation used
for representing business processes can be found on the website of BOC [BOC].

Task B

Security Toolbox
Task A

Module 1 Module 2
Module 3 Module 4

Begin

Task C

Task E
End

Use

Task D
Use

Module 5 Module 6

Repository Approach
Task B
Task A

Task C

Task E

Begin
Communicate

End

Task D

Communicate

Security Process
Framework Approach
Figure 2: Integrating security in business processes [Quirchmayr & Slay 2001]

The framework approach is more appealing. However, in practice the repository approach, especially
when considering distributed environments, might be much easier to implement (cf. [Slay et al. 2002]).
Security repositories can be developed in different ways, the consistent approach being to represent the
modules as tasks and in the case of higher complexity as sub-processes.
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CONCLUSION
Consumer trust is one of the cornerstones of the success of electronic business systems. The first wave
of business to consumer systems has led to a loss of consumer confidence by hastily written systems,
sometimes full of errors and by making promises far in excess of what could ever be expected to be
delivered. Time to market seems to have been the prevailing guiding principle in a large number of
projects. It therefore is high time to refocus the development of systems on quality, aspects of which
undoubtedly are security, safety and reliability, and real user needs. At a time “when the hype goes
bust” it is necessary to reflect on what went wrong and how the repetition of past errors can be avoided.
The next generation of electronic business systems will hopefully benefit from the lessons learned and
will contribute to establishing the infrastructure necessary to build a secure, safe, and reliable - and
ultimately a sustainable e-economy.
Limiting security to the technological aspects is, as many examples have shown, insufficient. That is
why this paper as well as previous work by the author and other researchers has suggested a more
comprehensive approach. Starting at the level of corporate goals and business processes does at least
guarantee that the establishment of a safe and secure environment is considered as corporate and
business priority and is not left to the technologist. It is therefore again a sound combination of
cultural, managerial and technological solutions that will lead to achieving the goal.
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ABSTRACT
We now live in an Information Age, which has been called an era of networks. The tremendous advances in
computing technology and media capabilities have forever changed the way that the United States government
conducts information campaigns. Therefore the management of information has now become more important to
the future of America, and this paper will discuss how information as an element of power is changing the way
that the federal bureaucracy can be organized to develop the current and perhaps future information operations
capabilities.
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INTRODUCTION
“The next World War: Computers are the Weapons, and the Front Line
is Everywhere…”
James Adams (1998, p.3)
We now live in the Information Age, which has been called 'an era of networks' (Copeland, 2000;
Arquilla and Ronfeldt, 1996, 2000). Loudly proclaimed by many throughout the world, it must be
asked if anything has really changed with respect to power and politics in this post-Cold War era. To
answer that question, it is necessary to not only explain how the management of information has
become important to the future of the United States national security, but perhaps more crucially, how
this element of power is changing the way that the American government can be organized to conduct
influence campaigns. These effects can be seen in the current and perhaps future development of new
security policy and organizations.
Hence in this document, the following hypothesis will be examined - What must the United States
federal bureaucracy accomplish from a policy, personnel and organizational effort, to better utilize
information as an element of power to meet the threats of the future?
WHAT HAS CHANGED?
The Information Age will be a great era of manipulated images. Nations, groups and individuals will
attempt to manage the message that you see, and they will often conduct their information campaigns
in a similar manner – whether they are ‘selling’ a soft drink or a global threat. The whole idea is to
influence the ‘wetware’ of the consumer or the public, to get them to believe in a product or cause. Is
it no wonder then that the first Under-Secretary of State for Public Diplomacy and Public Affairs in
the Bush Administration was a former advertising executive, or that the number one private strategic
communications firm, conducting official sanctioned information campaigns for the United States, is
run by a former campaign manager for Jimmy Carter (Silverstein, 2001). It is all the same in this
world, where image is everything. How a nation or group is viewed is far more important than the
actual reality. Therefore this paper was written to understand this changing nature of power, namely
the management of information. Designed to meet not only a perceived gap in the theoretical
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construct of international strategy in the information age, the research developed here was also
conducted to give an update to the changes with respect to the power of information.
The challenge then is to analyse how these major changes in the elements of power have affected the
broad theoretical constructs of American national security policy. Instead of trying to align with one
of the major traditional theories of international relations, the author has instead chosen to update the
arguments of a relatively new information strategy entitled Noopolitik (Arquilla and Ronfeldt, 1999).
The key points that were brought out in this book include the concepts of networks fighting networks,
ubitiquous access and connectivity, as well as truth and guarded openness. Because information has
shifted the medium of business and warfare, there has been a corresponding shift in power as well.
Often this fact is hard to grasp, but there are a number of key personnel within the federal bureaucracy
who recognize this fundamental change, and these were the ‘actors’ that were interviewed for this
paper by the author. They understand that from a theoretical basis, the power of information does not
fall into a standard category such as international relations, organizational theory or systems
engineering, but instead uses information to bridge a multitude of disciplines. That is why this paper
utilises a variety of sources and methods from different academic methods, in order to try to explain
and model the changes that are occurring within these government organizations.
A major thrust of this thesis is thus to analyse how the major changes in the elements of power have
affected the broad architectural constructs of the American government in these three areas mentioned
above. Instead of trying to align with one of the major traditional theories of international relations,
the author has instead chosen to update the arguments as mentioned previously of a relatively new
information strategy entitled Noopolitik (Arquilla and Ronfeldt, 1999). This is because the other
theoretical constructs do not adequately cover the changes that have occurred in the Information Age.
For example, none of the traditional international relations theories such as Realism, Neo-Realism,
Liberal Internationalism, Complex Interdependence Theory, Social Constructivism or Collective
Security have been able to adequately model the complex changes that are occurring in the
information Age. In fact Myriam Dunn tried to use a form of Realism (Structural) in her thesis,
Information Age Conflicts, to argue that the traditional theoretical constructs of international relations
were inadequate for describing the changing political environment (Dunn, 2002). Likewise
organizational theory does not fit as well, because there is so much more to IO than just horizontally
integrating the federal bureaucracy. This is because normally methodology is normally a cross
between technique and philosophy, containing elements of both ‘what’ and ‘how’ (Checkland, 1981,
p. 4). Therefore, this research is intended to produce not only an update to the theory of Noopolitik,
but also to develop a concept that can better model for the better utilization of information operations
by the United States government in this new era. For as Arquilla and Ronfeldt (1999, p. 3) noted in
their book:
“A strategist interested in soft power as a basis for information strategy must pull
these pieces together - they are rarely presented or analysed as a coherent whole …there is an
imbalance in current efforts to frame an American information strategy”
In any analysis of a system involving humans, the situation can be a rather nebulous problem. As
Checkland writes (1981, p 12), “…eventual action is likely to be the introduction of more modest
change… of which he defines three kinds: structural, procedural and attitudinal.” These three areas
match up exactly with the methodology chosen by the author in his survey questions. Therefore this
paper attempts to define that change, based upon differences between the conceptual models and
reality. However this change will not be easy, because it must meet both the criteria of systemically
desirable and culturally feasible, especially in conjunction with the United States government.
Therefore the use of IO by the federal bureaucracy has begun to address these new issues. For as
mentioned earlier, information is changing the way in which the United States conducts business
around the world. This includes military deterrence and peace-keeping operations, foreign policy and
also world-wide economic development. The power of information is being recognized for what it
really is and governments and organizations around the world are beginning to address the issues
involved with using information. While the theory may not be recognized by the academic world yet,
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it has become fully implemented elsewhere within the power structure of the United States. That is
why the author chose to utilise Noopolitik as the theoretical construct for this thesis, because it
emphasises the key aspects and importance of IO.
For what an information campaign really evolves to, is to win the hearts and minds of the population,
both foreign and domestic, just as the government attempted to do in previous conflicts such as World
War I, World War II and Vietnam. So this idea of a new era should be looked at in evolutionary
terms, and to understand that yes we are in the middle of a revolution in the conduct of not only
warfare and foreign policy, but everyday life as well. There are a tremendous number of impacts that
can be attributed to the rise of information technology, but to name just a few that were cited earlier in
this thesis:
x The Death of Distance
x Increased Capacity vs Information Overload
x Increasing Velocity and Complexity of Information
x Information Availability feeds information demand
What this of course means is that a comprehensive use of IO then was probably never meant for large
bureaucracies, especially one like the federal government. The power of information tends to work
better in organizations that are flatter or more horizontally integrated, which are better able to react
and respond to the vagaries of changes. Most of this is because informational power revolves around
trust and in order to generate that trust you need to know your interagency counterpart. However the
bottom line is that to be useful, information must be understood for what it truly is – a weapon, and if
not used correctly, it can backfire just like any other kinetic device in your inventory.
RESEARCH METHODOLOGY
“There is a war out there, old friend - a World War. And it’s not about who’s
got
the most bullets, it’s about who controls the information. What we see and hear, how we work, what
we think. It’s all about the information.”
Cosmo (Robinson, 1992)
The research was conducted primarily through active interviews using Soft Systems Methodology
(SSM). This theory was chosen because this process of change within the United States government is
very unstable, and the author determined that SSM was therefore the best theoretical construct to
adequately describe Information Operations in the United States government. SSM is formally
considered a seven-stage process of enquiry, but can also be accomplished in a less lineal progression.
It is best suited in situations where organizational stakeholders can determine what is the best way
forward. However in this the case, with regard to the United States government and the officials
involved with these information age issues, it was decided by the author that this was the best way to
move ahead with respect to IO. From this combination between Noopolitik and SSM, the author
developed the following research questions to ask his participating interviewees:
1. Worldview: What is your background? What are your beliefs with respect to information and
power?
2. Policy: Does the United States have an information strategy? If so, what is it and what does it do?
If not, does it need one? If so, what ought it do?
3. Organization: Is the federal bureaucracy organized correctly to use the power of information? If
so, why? If not, how should the government be modelled?
4. Personnel: Do we have the right people, in the right positions, with the correct training and
clearances within the interagency activities to harness the power of information? If not, what should
be changed?

25

Leigh Armistead

With respect to information operations within the federal bureaucracy, the two key areas that are being
examined in this research include computer network operations and perception management, each of
which will be analysed from a policy, organizational and personnel perspective. To do this, the
concept of this paper will be to fill out the details of the three sections focused on in the hypothesis, by
using the set of answers developed from the interviewees, which will give the author a wide-ranging
set of data points. These questions were derived from the work done by Robert Flood and Michael
Jackson (1991), in their book Creative Problem Solving: Total Systems Intervention, as well as the
earlier seminal publications by Checkland, Davies, Howell, Sholes and Ulrich (Checkland, 1981;
Checkland and Davies, 1985; Checkland and Howell, 1993; Checkland and Shoals, 1989/1990; Ulrich,
1994). From these interviews, the information gained from this methodology, will be used to build a
series of models that will answer the research question. The goal of these models, is to not only have a
criteria that effectively links the survey questions, but also one that ensures valid feedback for this
thesis research.
SOFT SYSTEMS METHODOLOGY
Enclosed is diagram of the SSM process. This is the original approach developed by Peter Checkland
in 1981, and while it was later updated, the author prefers to use this earlier format for the dissertation
(Checkland and Shoals, 1990). SSM is organized way of tackling messy situations in the real world,
and based on systems thinking, however it is very flexible and broad in scope (Checkland and Shoals,
1990, p. 1). Normally considered a seven-stage process of enquiry, SSM is often best suited in
situations where organizational stakeholders meet together to determine in a consensual manner what
is the best way forward. But it does not automatically require people to be in the same location nor
users to follow a formal process, but instead the actors should interact to produce a solution. In fact,
both Checkland and Shoals (1990, p. 39) state that “…the formal expression of SSM does not mean
that it has to be used rigidly. It is there to help in the face of real-life’s richness, not constrain.” In this
case, since the interviewees are spread all over the world, the author has attempted to build a ‘rich
picture’ of the problem situation by questioning over 40 interviewees independently and using this
standard set of four areas of questions listed above. This is somewhat different than the normal SSM
theory, where the participants are normally co-located, but author feels that adequate information will
be gained from this process. The belief is that from these interviews, and using the SSM
methodology, the author can build a new theoretical solution based upon the concepts of Noopolitik.
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To date, the methodology for this problem has been one of active research. The author interviewed
more than 40+ personnel during the summer and fall of 2003 with the aforementioned survey
questions. This group primarily consisted of people who will be called 'actors', of which some of these
personnel are known to the author, from the original information operations background research.
They are either involved with strategic communications, perception management, cyber security,
critical infrastructure protection or homeland security efforts of the United States government at the
present time, or were recently employed in that capacity in the past. In addition, these people have
ranged the gamut from academics and Department of Defence officers, to State Department and
National Security Council directors, legislative assistants, Congressionally appointed staffers and
bureaucratic officials. They also work at all different levels, with some of them being very high-level
government personnel, that are not always very easily accessible. However the bottom line is that all
of the personnel interviewed had valuable insight on the conduct of IO in some aspects within the
federal bureaucracy. Whether they were Americans or citizens of another nation, inside the
government, or an academic, to a person, each one was able to give the author critical information for
use in this thesis.
SUMMARY
The use of information to affect public opinion has a long and varied history within world politics.
Often it was the government or leadership elite that could control that information, thereby exercising
power over their people. Yet the tremendous advances in technology in the computer and
telecommunications fields since the end of the Cold War have forever shattered their monopoly of
control over information. In addition, the merging of these formally separate areas has given the
power to use information to a much greater audience. This in turn has forced the government to work
harder to control the dissemination and ultimately the use information as an element of power.
Yet in reality the government can no longer control information. This is because it does not own the
sources or nor the means of delivery of information to our modern society. Which of course begs the
question, if one cannot control information, can you really control power? There are many other
organizations outside the government that now have a much greater influence on the flow of
information, and it is now the government more often than not that is on the defensive. Since it cannot
control the information, it must therefore react, and because the government is a bureaucracy, it cannot
act fast enough to stay on the offensive.
As the convergence of print, television and digital communication media continues, so
does the concentration of media industry ownership and the fragmentation of audiences. The
mainstream media have increasingly come to be seen by audiences, civic groups, lobbies and
the government as a power elite in its own right. Digital communications and the Internet
have provided a forum for networking and organizing new global social movements,
potentially dangerous disaffected groups and the medium of choice for critical views for
whom the political system offers no alternatives (Riegert, p. 87).
Interestingly enough, in Cyberspace, nation states look like teenagers and vice-versa, aka Solar
Sunrise. The other ihe irony of the information age is that it gives new importance to the uninformed ie garbage in equals garbage out on the Internet.
To conclude, this research project will use SSM to define a problem, determine the resources need to
undertake a comprehensive study and initiate the timeline to begin that process. The use of SSM is
believed to be a helpful tool for conceptualising a theoretical model. Key points have been identified
and milestones are set to ensure steady progress. To date, the author believes that he is on track and
should complete the interview process and paper on time. Taken together, this dissertation paper
appears to be progressing along as planned.
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ABSTRACT
All nations undertake a variety of activities to protect their citizens from the threat posed by terrorism. In the last
decade, the requirements of effective counter-terrorism (CT) policy have become more demanding as the result of the
changing nature of global terrorism, and the challenges posed by the requirement to protect vulnerable critical
national infrastructures (CNI). Since the events of 11 September 2001, of these policies has taken on an
unprecedented importance. But the approaches taken by different nations regarding national CT and critical
infrastructure protection (CIP) policies have varied considerably. In this paper, the authors will examine the
approaches to CT and CIP policies adopted by two nations – the United States and Australia – both before and after
11 September 2001. The paper concludes by proposing explanations for the different approaches in CT and CIP
policies adopted by the United States and Australia.

Keywords: Australia, counter-terrorism, critical infrastructure protection, United States
INTRODUCTION
Over the last few years, there has been much written on the potential threat posed by ‘cyber-terrorism’:
the targeting of computer networks and related infrastructures by individuals or groups for terrorist
purposes. But much of this literature has been sensationalist, has focused narrowly on technical computer
security issues, and has failed to link the discussion of ‘cyber-terrorism’ with the broader issues relating to
either terrorism or policy responses to it (Lewis 2002; Conway 2003; Devost 2003). Yet is it precisely
because of the inter-dependence between the changing nature of global terrorism, and the increasing
vulnerability of CNI, that cyber-terrorism becomes a plausible threat (Homer-Dixon 2002). This paper
examines the CT and CIP policies of the US and Australia, both before and after 11 September 2001, in
light of the changing nature of global terrorism. The paper concludes by offering some explanations for
the differences in approaches to CT and CIP policies adopted by each state.
US COUNTER-TERRORISM AND CRITICAL INFRASTRUCTURE PROTECTION POLICIES
PRIOR TO 11 SEPTEMBER 2001
During the Cold War, United States national security policy was focused on minimising the possibility of
strategic nuclear attack by the Soviet Union. There was a general understanding of the nature of the threat
posed by the Soviet Union, and most of the international security efforts of the US (and the West in
general) were directed at countering it. But with the collapse of the Soviet Union in 1991 - and with it the
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bi-polar world order - the strategic certainty provided by this structured threat disappeared. The spectre
of global nuclear war was replaced by a range of diffuse and unstructured threats and challenges (Millett
2003). The reality of the new security environment was brought home to the US with the bombing of the
World Trade Center in February 1993. A little over two years later, the scene was replayed when
domestic terrorism struck at the nation’s heartland on the morning of 19 April 1995 at the Alfred P.
Murrah Federal Building in Oklahoma City.
These events raised awareness of the threat posed by terrorism to the US, but tangible policy outcomes
took a little longer to emerge. The first key Clinton Administration response to the evolving terrorist
threat was to promulgate Presidential Decision Directive (PDD) 39 – US Policy on Counter-Terrorism,
dated 21 June 1995 (Whitehouse 1995). PDD-39 articulated a four-point strategy that sought to reduce
vulnerability to terrorist acts, to deter terrorism, to respond to terrorist acts when they occur, and measures
to deny terrorists access to weapons of mass destruction (WMD) (ibid.). The four-point strategy
integrated both domestic and international measures to combat terrorism. PDD-39 was novel in that it
specifically identified the vulnerability of CNI and potential terrorist employment of WMD as issues for
concern (ibid.). But in general, PD-39 generally lacked sufficient bureaucratic teeth to achieve
meaningful outcomes.
But a clear outcome of PDD-39 was to raise the profile of CIP policy. US policy CIP was not a novelty
per se. But previously CIP policy had tended to be overshadowed by other elements of US national
security policy (Cordesman & Cordesman 2002: 1-2). And the increasing inter-connectedness of CNI
had created a range of dependencies and vulnerabilities that were historically unprecedented (ibid.: 2).
PDD-39 directed the Attorney-General to establish a committee to review and report upon the
vulnerability of CNI to terrorism (Whitehouse 1995; Vatis 1998). In turn, this committee – the Critical
Infrastructure Working Group (CIWG) – noted that CNI was vulnerable not only to attack by physical
means, but conceivably also by computer-based means (ibid.). As the result of the lack of knowledge of
the cyber threat, the CIWG recommended that a presidential commission be established to more fully
investigate this matter.
The CIWG’s recommendation led to the establishment of the Presidential Commission on Critical
Infrastructure Protection (PCCIP) on 15 July 1996 by Executive Order (EO) 13010 (Whitehouse 1996).
Whilst the PCCIP was primarily a response to PDD-39, in an informal sense it also consolidated a range
of uncoordinated CIP policy development activities occurring across government (NCS 1993; IITF 1995;
SAIC 1995; DSB 1996; Moynihan 1997; Rattray 2001: 339-340). EO 13010 also directed the
establishment of an interim Infrastructure Protection Task Force (IPTF) within the Department of Justice
(DOJ), chaired by the Federal Bureau of Investigation (FBI) (Vatis 1998). The purpose of the IPTF was
to facilitate coordination of existing CIP efforts whilst the PCCIP undertook its work (ibid.). The IPTF
was chaired by the FBI so that it could draw upon the resources of the Computer Investigations and
Infrastructure Threat Assessment Center (CITAC), which had been set up there in 1996 (ibid.). In effect,
the IPTF represented the first clear effort to establish coordinating arrangements across different
government agencies and with the private sector for CIP.
The final report of the PCCIP – Critical Foundations – was released in October 1997 (PCCIP 1997). The
key finding of the PCCIP was that whilst there was no immediate overwhelming threat to CNI there was
need for action, particularly with respect to NII protection. The PCCIP recommended a national CIP plan;
clarification of legal and regulatory issues that might arise out of such a plan; and a greater overall level of
public-private cooperation for CIP. From late 1997 to early 1998, the PCCIP report underwent
interagency review to determine the Administration’s policy response (Moteff 2003: 4). But in February
1998 concrete outcomes were already beginning to emerge, as the interim IPTF was amalgamated with the
CITAC, made permanent and renamed the National Infrastructure Protection Center (NIPC) (Vatis 1998).
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The recommendations of the PCCIP were given practical expression on 22 May 1998 with the release of
two policy documents: PDD-62 – Combating Terrorism, and PDD-63 – Critical Infrastructure Protection
(Whitehouse 1998a). These two documents were the culmination of the Clinton Administration’s efforts
at policy development for CT and CIP. PDD-62 was a direct successor to PDD-39. It provided a more
defined structure for CT operations, and presented a focused effort to weave the core competencies of
several agencies into a comprehensive program (Whitehouse 1998b). Also in common with PDD-39,
PDD-62 sought to integrate the domestic and international elements of US CT policy into a coherent
whole.
PDD-62 also established the Office of the National Coordinator for Security, Infrastructure Protection and
Counter-Terrorism (ibid.). It was intended that the Office would facilitate inter-agency activities, and in
order to achieve this objective it established three senior executive working groups: the CT Security
Group, the Critical Infrastructure Coordination Group and the WMD Preparedness Group. Collectively,
the purpose of these working groups was to enhance capability for CT response. But the Office did not
have the authority to mandate procedures to executive agencies, so its ability to affect change was limited.
PDD-63 was the document that implemented the recommendations of the PCCIP report, as interpreted
through the prism of the inter-agency review panel (Whitehouse 1998c). PDD-63 identified twelve
sectors of CNI, appointed government lead agencies for each of these sectors, and established
coordination mechanisms for the implementation of CIP measures across the public/private divide. In
particular, PDD-63 vested principle responsibility for the coordinating activities in the Office of the
National Coordinator (which had been set up under PDD-62). PDD-63 also established the high level
National Infrastructure Assurance Council (NIAC), to advise the President on enhancing the public/private
partnership for CIP. PDD-63 also called for a National Infrastructure Assurance Plan (NAIP), which
would mesh together individual sector plans into a national framework. Finally, PDD-63 authorised
increased resources for the NIPC, and approved the establishment of sector Information Sharing and
Analysis Centers (ISACs) to act as partners to the NIPC.
In the last year of the Clinton Administration, there were some minor changes to CT and CIP policies.
Version 1.0 of a National Plan for Information Systems Protection was released in January 2000
(Whitehouse 2000). This was the direct result of the call in PDD-63 for a NAIP (Moteff 2003: 19). But
reflecting the priority given to cyber security issues by the PCCIP, it primarily addressed NII protection
rather than CIP as whole (ibid.). In June 2000, the Terrorism Preparedness Act established the Office of
Terrorism Preparedness (OTP) within the Executive Office of the President. It role was to coordinate CT
training and response programs across federal agencies and departments. But like the Office of the
National Coordinator established by PDD-62, it had to rely on suasion rather than formal authority to
achieve its objectives.
When the G.W. Bush Administration came to power in early 2001, there was some consolidation of
existing CT and CIP arrangements. The collection of senior CT and CIP groups were consolidated into
one Counter-Terrorism and National Preparedness Policy Coordination Committee (PCC) reporting to the
National Security Council (NSC) (Moteff 2003: 8). And whilst some debate occurred on future directions
for CT and CIP policy, these bore no fruit prior to 11 September 2001 (ibid.). So in practice, during the
first nine months of the G.W. Bush Administration, the bulk of the CT and CIP arrangements in place in
the US were largely a legacy of the previous Clinton Administration.
Across the period leading up to the 11 September 2001 attacks, the international aspect of the terrorist
threat to the US was becoming more evident. Incidents which demonstrated the international character of
the terrorist threat included the 1993 WTC bombing, the June 1996 attack on the Khobar Towers complex
in Saudi Arabia, plans to attack US airliners in Southeast Asia in 1996, the attacks on US embassies in
Kenya and Tanzania, and the attack on the USS Cole in October 2000. In response to these incidents,
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both PDD-39 and PDD-62 incorporated measures to combat terrorism abroad. But whilst the international
dimension of the evolving terrorist threat was acknowledged in policy, this was largely overshadowed by
the domestic aspects of US CT and CIP policies.
AUSTRALIAN COUNTER-TERRORISM AND CRITICAL INFRASTRUCTURE PROTECTION
POLICIES PRIOR TO 11 SEPTEMBER 2001
By comparison to the US, the Cold War did not loom as large in Australian national security planning.
Excepting the extreme possibility of Soviet strategic nuclear attack on joint facilities on Australian soil, in
the wake of the Vietnam War Australian security planners largely focused on a variety of lower-level
potential threats to Australia. By the mid 1970s, these came to be centred on the archipelagic region to
Australia’s immediate north. This did not reflect concern that Australia might come into conflict with
states in this region. Rather, it recognised the geo-strategic reality that any military threat to the
Australian continent must come from the north. So this approach to security planning focused on the
capabilities required to mount an attack on Australia, rather than a specific threat from an identified
adversary (Dibb 1992: 1-15). During the same period, Australia had been almost entirely free of
domestic politically motivated violence. So there was little sense of threat to Australia from either internal
or external sources.
Perceptions of the threat to Australia posed by terrorism changed in February 1978, with the detonation of
a bomb outside the Sydney Hilton Hotel at the time of the Commonwealth Heads of Government Meeting
(CHOGM). Whilst in global terms the bombing was minor (three dead and eight injured), the incident
marked an end of innocence for Australia (Malone 1997: 25). In the wake of the incident, the
government commissioned a review of Australia’s protective security arrangements, including response
arrangements for terrorist incidents (Hope 1979). The review made a wide variety of recommendations
regarding Commonwealth/State cooperative arrangements, mechanisms for employing the Australian
Defence Force (ADF) in support of civil authorities, and enhanced capabilities within the ADF and state
police forces for resolving terrorist incidents and responding to incidents involving explosive devices.
The review also noted the need to identify and protect CNI as an integral part of CT policy (ibid.: 99).
The bulk of Justice Hope’s recommendations were accepted by government, and came to be expressed
principally in the form of the Standing Advisory Committee on Commonwealth/State Cooperation for
Protection Against Violence or SAC-PAV (SAC-PAV 1994: i). SAC-PAV was given responsibility for
the National Anti-Terrorist Plan (NATP), and provided the umbrella under which CT policy, capability
development and acquisition, and cooperative and crisis management arrangements might evolve, at both
the Commonwealth and State levels (Malone 1997: 22-38). Parallelling SAC-PAV, the government also
established the Special Inter-Departmental Committee for Protection Against Violence (SIDC-PAV) to
coordinate CT policy issues at the Commonwealth level. In terms of CIP policy, the key response was the
Vital Installations program, which put in place a variety of measures to protect CNI (Sheldrick 1986).
Whilst there were reviews of the SAC-PAV arrangements in 1986, 1992 (Codd 1992) and 1993 (SACPAV 1994), recommendations for changes to these arrangements were minor (ibid: i.). So the CT
mechanisms that were put in place in the early 1980s remained essentially unchanged until late 2001.
But during the 1990s there was some activity on the CIP policy front. In late 1996, the Defence Signals
Directorate (DSD) reported to government on the vulnerability of the Australian NII to a variety of threats
and hazards, and recommended further government action (IDC-PNII 1998: 1). This led to the creation
of an inter-departmental committee (IDC) that was directed to develop policy for NII protection (ibid.).
The National Security Committee of Cabinet (NSCC) considered the IDC report in August 1999. This
culminated in a government announcement of a five-point strategy for NII protection later that month
(Williams 1999). Whilst these outcomes represented a step forward, concerns were expressed that the
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pace of government activity was too slow, and the resources devoted to implementing strategy were
inadequate (Barker 1999).
In the lead-up to the Sydney 2000 Olympic Games, there was some enhancement of arrangements for
intelligence sharing and the procedures for the employment of the ADF (in particular, its Reserve
component) in support of CT and security operations (Williams 2002: 6-8). There was also recognition
of the evolving nature of the terrorist threat, in the raising of the Joint Incident Response Unit (JIRU)
within the ADF for response to terrorist employment of WMD (ibid.: 8-9). Over the same period, there
were some changes to the measures in place for CIP (Yates 2003: 39-41). But these initiatives were
effectively minor adjustments to existing policies. And whilst Australian CT capabilities were improved
during the Sydney 2000 Olympic Games, the bulk of this additional capability was disestablished at the
Games’ completion. So these enhancements were essentially tactical reactions to what was perceived as
the specific (and temporary) challenge posed by the Olympic Games, rather than a strategic response to
the changing nature of global terrorism.
During the period leading up to 11 September 2001, the international dimension of the evolving terrorist
threat was becoming more evident to Australia. Investigations in the mid 1990s indicated that the Aum
Supreme Truth sect (sponsors of the March 1995 Tokyo subway attack employing sarin gas) had tested
the agent on a remote sheep station in Western Australia (Crother et al 2002). And the Sydney 2000
Olympic Games raised the profile of Australia as a potential terrorist target. But overall, the bulk of
Australia’s activities to combat terrorism in the international arena at this time consisted of low-key
diplomatic activities
US COUNTER-TERRORISM AND CRITICAL INFRASTRUCTURE PROTECTION POLICIES
AFTER 11 SEPTEMBER 2001
The terrorist attacks on 11 September 2001 led to fundamental changes to the US government’s approach
to CT and CIP issues. On 8 October 2001, EO 13228 established the Office of Homeland Security (OHS),
to be headed by the Advisor to the President for Homeland Security (Tom Ridge, previously the Governor
of New Jersey) (Whitehouse 2001a). The purpose of the OHS was to develop and coordinate a national
strategy to protect the US against terrorist attack, in light new threat posed by global terrorism (ibid.). EO
13228 also established a high level Homeland Security Council (HSC), which was responsible for
advising the President on all aspects of homeland security (ibid.).
The following day, appointments were made for the National Director for Combating Terrorism (General
Wayne Downing) and the Special Advisor to the President for Cyberspace Security (Richard Clarke)
(Whitehouse 2001b). Significantly, Downing had previously been the Commander-in-Chief of the US
Special Operations Command (USSOCOM), so his appointment reflected a greater prominence for the
international (and overtly military) dimension of US CT policy. Clarke’s duties were formally spelt out
on 16 October 2001, with the release of EO 13231. EO 13231 established the President’s Critical
Infrastructure Protection Board (PCIPB), which was to recommend policies and strategies for the
protection of critical information systems. The same EO also established the high level National
Infrastructure Advisory Council (NIAC) to provide advice to the President on the same matter (Moteff
2003: 10).
In July 2002, the OHS released the National Strategy for Homeland Security (Whitehouse 2002a). The
purpose of the strategy was to integrate all government efforts for the protection of the nation against
terrorist attacks of all kinds (Moteff 2003: 11). In effect, the Strategy updated the measures enacted
under PDD-63 in light of the post 11 September 2001 environment. The Strategy did not create any new
organisations, but assumed that a Department of Homeland Security (DHS) would be established in the
near future (ibid.). In September 2002, the PCIPB released for comment the draft National Strategy to
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Secure Cyberspace (Whitehouse 2002b). In effect, this document was the proposed successor to the
Clinton Administration National Plan for Information Systems Protection. But whilst the issue of the draft
plan was welcomed, concerns were expressed that it lacked the regulatory teeth to prompt action by the
private sector (Berkowitz & Hahn 2003).
The most obvious consequence of the revised US approach to CT and CIP occurred in November 2002,
with the creation of the DHS (Moteff 2003: 11). This consolidated the bulk of US federal government
agencies dealing with homeland security (consisting of over 170,000 employees) into one department
headed by a cabinet-level official (ibid.). This represented the most fundamental change to US national
security arrangements since their inception in 1947. The DHS is comprised of five directorates
(Management, Science and Technology, Information Analysis and Infrastructure Protection, Border and
Transportation Security, and Emergency Response and Preparedness) (DHS 2003). Significantly, the
DHS closely resembled some of the measures that had been proposed by the US Commission on National
Security/21st Century (the Hart-Rudman Commission) (USCNS21: 11-20; Moteff 2003: 8-9). But it was
only after the events of 11 September 2001 that the political imperative for significant organisational
change for CT and CIP emerged.
Further action continued into 2003, with the release of three policy documents: the final version of the
National Strategy to Secure Cyberspace (Whitehouse 2003a), the National Strategy for the Physical
Protection of Critical Infrastructures and Key Assets (Whitehouse 2003b) and the National Strategy for
Combating Terrorism (Whitehouse 2003c). At the same time, EO 13286 abolished the PCIPB and the
position of Special Adviser on Cyberspace Security (Whitehouse 2003d; Moteff 2003: 10). The NIAC
was retained, but now reported to the President via the DHS. Combined with the departure of key staff
associated with cyber-security issues, these measures raised concerns that cyber-security issues were being
marginalised in the new arrangements (ibid.: 23-24). But overall, it is as yet still too early to assess how
effective the new measures to protect CNI will be.
Overall, arguably the most evident aspect of the new approach to CT policy has been the involvement of
the US in substantial military campaigns in Afghanistan and (controversially) Iraq as part of the Global
War on Terror (GWOT) (Whitehouse 2003e: 5). But these two military campaigns have tended to
overshadow a range of lower-key military and diplomatic activities across the globe (ibid: 17-21). Also,
it should be borne in mind that the GWOT does not represent a fundamental departure from the
international aspects of CT policy articulated previously in PDD-39 and PDD-62, both of which
incorporated a variety of measures to combat terrorism overseas. Rather, the difference between the
GWOT and these previous policies is one of emphasis: the changed nature of global terrorism mandated a
CT policy with a more evident international dimension.
AUSTRALIAN COUNTER-TERRORISM AND CRITICAL INFRASTRUCTURE PROTECTION
POLICIES AFTER 11 SEPTEMBER 2001
Just as the 11 September 2001 attacks had an immediate effect on US CT and CIP arrangements, the same
can be said of Australia. Indeed, it must be borne in mind that the Australian Prime Minister was present
in Washington on the day of the attack. The imperative for improved CT mechanisms was tragically
reinforced a little over a year later by the October 12 bombing in Bali. Whilst the enhancement of
Australia’s CT and CIP arrangements was well underway by October 2002, this event provided added
impetus for increasing Australia’s capacity to respond to the threat posed by global terrorism, particularly
in response to attacks against Australian interests and citizens overseas.
An initial review of Australia’s CT capabilities in October 2001 made four broad recommendations to
Cabinet (Cornell 2003: 4). First, the review recommended an immediate increase in resources for
operational agencies, which were now faced with increased demands for their services (ibid.). Second, the
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review recommended some organisational realignment (though largely within established departmental
boundaries) of a number of CT agencies (ibid.). Third, the review recommended some long-term
enhancement of detection capabilities (particularly baggage handling in the aviation industry) and
response capabilities within the ADF (ibid.). Finally, the review recommended strengthening of
Australia’s legal regime for dealing with terrorism (ibid.). By the end of 2002, the Federal government
had enacted the bulk of these recommendations.
There were also changes to arrangements for CIP. These included provision of increased resources, a
broadened focus on CNI as a whole (rather than concentrating on NII protection) and improved
arrangements for public-private cooperation in support of CIP (NCTC 2003a). Significantly, many of the
adjustments to Australian CIP arrangements after 11 September 2001 were similar to the measures
enacted by PDD-63, as well as the recommendations of the IDC on NII protection dating from 1998. This
suggested that whilst the need to improve Australia’s CIP arrangements had been understood for some
time, only now did the political imperative for funding them exist. But criticism continued regarding both
the pace and level of funding for CIP activities (Lebihan 2003; Riley 2003; Yates 2003: 51-68).
Complementing these reforms (which focused on operational agencies), changes were also made to the
high-level coordinating mechanisms for CT. In April 2002, the Commonwealth and States agreed to a
modification of the SAC-PAV arrangements (DPMC 2002). Under the new arrangements, now called the
National Counter-Terrorism Committee (NCTC), much of the work previously undertaken by SAC-PAV
would continue unchanged. But the new arrangements recognised an increased role for the
Commonwealth, and broadened the mandate of the NCTC to include the prevention of terrorism and
consequence management of WMD incidents (NCTC 2003b: 8-9). It also increased the role of the NCTC
with respect to incidents involving CNI (ibid. 7-8).
Around the same time, the SIDC-PAV was split into two new committees: the Commonwealth CounterTerrorism Committee (CCTC) and the Commonwealth Counter-Terrorism Policy Committee (CCTPC).
The CCTC was to focus on coordinating the Commonwealth’s operational response to terrorist incidents.
In contrast, the purpose of the CCTPC was to coordinate the development of longer-term CT policy across
the Commonwealth, including the international dimensions of CT policy. Capping the enhancement of
coordinating mechanisms, the government announced the establishment of a new National Security
Division (NSD) within the Department of Prime Minister and Cabinet (DPMC) in May 2003 (Shergold
2003). One of the key tasks of the NSD is to coordinate CT and CIP policies across government (Wright
2003; Rossi 2003), which it will do by providing the support secretariat for the NCTC and the CCTPC
(with the PSCC providing the secretariat for the CCTC).
There were also adjustments in policy directed at the international level. In the wake of the 11 September
2001 attacks, the Australian government invoked the ANZUS Treaty (for the first time in the treaty’s
history) as the basis for Australia’s involvement in the GWOT (Howard 2001). This action was reflected
the recognition that the changed nature of global terrorism necessitated action at the source, wherever this
might be: at home, in Australia’s region, or further abroad (ibid.). This was formally articulated as
official policy in early 2003 in documents released by the Department of Foreign Affairs and Trade
(DFAT) (DFAT 2003: 36-41) and the Department of Defence (DOD) (DOD 2003: 13-14). So one of the
key outcomes in Australian CT policy after 11 September 2001 and the Bali bombing was to increase the
relative standing of the international dimension of Australia’s CT efforts.
Australia’s highest profile international CT effort was the deployment of elements of the ADF to
Afghanistan (Operation SLIPPER) as part of the GWOT. But this tended to overshadow a range of other
lower-key activities that were also been taking place. Since late 2001, Australia had been involved in a
vigorous campaign to engage its neighbours on both a bilateral and multilateral basis on a range issues
relating to combating terrorism. Most notably, this led to the creation of the post of Ambassador for
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Counter-Terrorism in March 2003 to provide a focal point for Australia’s diplomatic efforts to counter
terrorism (Cornall 2003: 9). The outcomes of these activities have included intelligence-sharing
arrangements, mechanisms to counter money-laundering and terrorist financing, and enhancing the skills
of regional police and security forces (DFAT 2003: 39). As with the US, these efforts do not represent a
fundamental change in Australia’s foreign policy regarding terrorism. Rather, they represent a change in
profile and priority that has arisen out of the recognition of the increased threat posed by global terrorism
in the contemporary era.
COUNTER-TERRORIST AND CRITICAL INFRASTRUCTURE PROTECTION POLICIES –
THE VIEW FROM TWO CITIES
The overall thrust of CT and CIP policy in the US and Australia was essentially similar prior to 11
September 2001. Well prior to then, the governments of both states understood that the nature of the
threat posed by terrorism was changing. This was manifest by the concerns about potential terrorist
employment of WMD, and the apparent vulnerability of CNI to terrorist acts. In both states, concerns
regarding the vulnerability of CNI tended to focus primarily upon the cyber threat to the NII, as far less
was known about the contours of this threat than of more traditional terrorist tactics, or even of potential
terrorist employment of WMD. And in both states, the focus of operational CT policy tended to be
reactive, in that it was focused on responding to terrorist acts rather than shaping the environment that
gave birth to terrorism.
Similarities in policy fundamentals continued post 11 September 2001. In the wake of the 11 September
2001 attack, the resources that both states devoted to CT and CIP activities were markedly increased
(though not to the same extent). In both countries, CIP policy expanded from a fairly narrow focus on
mainly protecting the NII, to one that encompassed all CNI. And in both the US and Australia, where CT
policy had previously focused on domestic response, there was a marked increase in the international
dimension of CT policy. Most spectacularly, this was manifest in the conduct of major military operations
in Afghanistan and (controversially) in Iraq. But in both states, the international aspect of CT policy also
involved a range of lower-profile activities to combat terrorism by shaping the environment from which
global terrorism sprang.
But despite the similarities in the CT and CIP polices adopted by the US and Australia, there were also
notable differences. Whilst these differences preceded the 11 September 2001 attack, they became more
pronounced after that date. In effect, these differences resolved into three key themes. First, the pace,
priority and relative level of resources devoted to CT and CIP activities in the US has been consistently
higher than in Australia. Second, whereas CT and CIP policy activities were clearly and publicly
announced in the US, this has not always been the case in Australia. And third, whilst the demands of
enhanced CT and CIP policies led to the most significant overhaul of the US national security machinery
since its inception, the organisational response in Australia involved little more than tinkering with
existing structures.
There would appear to be three inter-related factors that explain these differences. The first of these is the
difference in the level of perceived threat and vulnerability between the US and Australia. In the US, the
series of terrorist incidents culminating with the 11 September 2001 attack created a sense of insecurity
unparalleled since the height of the Cold War. At the same time, a number of executive level exercises
and incidents heightened official concerns from the mid 1990s onwards regarding the vulnerability of
CNI. By contrast, terrorist incidents in Australia after the 1978 CHOGM bombing (such as they were)
attracted comparatively little attention. The attacks on 11 September 2001 and the Bali Bombing, whilst
shocking, lacked the visceral impact of a major terrorist incident on Australian soil. And while there was
growing official concern over the vulnerability of CNI, this was of a much lower order than in the US. So
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the political imperative for substantial CT and CIP policy action in Australia was, and is, significantly less
than it is for the US.
The second explanatory factor is the impact of the difference in political culture between the two states on
their conduct of national security affairs. In the US political system, there is a strong separation of powers
and the conduct of government is relatively open. This means that highly formalised declared policy and
organisational actions are essential (and expected) conditions for achieving effective policy outcomes. By
contrast, in the Australian political system the executive arm is far more dominant, the conduct of
government is significantly less open, and there is a traditional of relative procedural informality. This
means that formally articulated policy documents are neither necessarily expected nor required, for policy
implementation. So the relative absence of formally announced policies, and the ad-hoc organisational
reforms and adjustments undertaken to enhance Australia’s CT and CIP capabilities, reflect the
behavioural norms of the Australian political system.
The third explanatory factor is the difference in magnitude of the inter-agency coordination issue between
the US and Australia. As a global superpower and large state, the scale, scope and complexity of the
inter-agency coordination problem for the US is significantly greater than that for Australia. Accordingly,
in the US there was strong support for the creation of the DHS, whereas such a measure was not generally
perceived as being necessary in Australia. Rather, the existing inter-agency mechanisms for coordinating
CT and CIP activities were regarded by government as essentially still appropriate for the post 11
September 2001 environment.
CONCLUSION
Since the early 1990s, the nature of the threat posed by global terrorism has fundamentally changed. And
in response to the changing contours of this threat, states across the globe have adjusted their CT and CIP
policies. This paper has surveyed the policy directions followed by the US and Australia. In particular,
the paper has noted that in both states that whilst the overall profile of CT and CIP policies increased after
11 September 2001, the level of concern focused specifically on cyber threats declined. But whilst cyberterrorism is presently not regarded as a credible threat, it does not follow that this will always be the case
(Lewis 2002: 11). So if and when a genuine act of cyber-terrorism occurs (either alone or in conjunction
with a physical attack), it will be interesting to observe how effective the CT and CIP measures put in
place in response to the physical attacks of 11 September 2001, are at coping with this new threat.
ABBREVIATIONS AND ACRONYMS
ANZUS – Australian New Zealand, United States (Treaty)
CHOGM – Commonwealth Heads of Government Meeting (Commonwealth)
CCTC – Commonwealth Counter-Terrorism Committee (Australia)
CCTPC – Commonwealth Counter-Terrorism Policy Committee (Australia)
CIP – critical infrastructure protection
CNI – critical national infrastructure
CT – counter-terrorism
DHS - Department of Homeland Security (US)
DOD - Department of Defence (Australia)
DOJ – Department of Justice (US)
DPMC – Department of Prime Minister and Cabinet (Australia)
DSB – Defense Science Board (US)
DSD – Defence Signals Directorate (Australia)
EO – Executive Order (US)
FBI - Federal Bureau of Investigation (US)
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GWOT Global War on Terror
IITF – Information Infrastructure Task Force (US)
JIRU – Joint Incident Response Unit (Australia)
NCS – National Communications System (US)
NCTC National Counter-Terrorism Committee (Australia)
NIAC –National Infrastructure Assurance Council (US)
NIAP – National Infrastructure Assurance Plan (US)
NII – national information infrastructure
NIPC - National Infrastructure Protection Center (US)
NSC – National Security Council (US)
NSCC – National Security Committee of Cabinet (Australia)
PCC – Policy Coordination Committee (US)
PCCIP - President’s Commission on Critical Infrastructure Protection (US)
PCIPB – President’s Critical Infrastructure Protection Board (US)
PDD - Presidential Decision Directive (US)
PSCC - Protective Security Coordination Centre (Australia)
SAC-PAV - Standing Advisory Committee on Commonwealth/State Cooperation for Protection Against
Violence (Australia)
SAIC – Science Applications International Corporation (US)
SIDC-PAV – Special Inter-Departmental Committee for Protection Against Violence (Australia)
USCNS21 – United States Commission on National Security/21st Century (US)
WMD – weapon(s) of mass destruction
REFERENCES
Barker, G. (1999) - ‘First move to beat cyber attacks on vital systems’, Australian Financial Review, 30
August, p. 6.
Berkowitz, B. & Hahn, R.W. (2003) - ‘Cybersecurity – Who’s watching the store?’, Issues in Science and
Technology, Vol. 19 No. 3 (Spring), pp. 55-62.
Codd, M.H. (1992) - Review of Plans and Arrangements in Relation to Counter-Terrorism, Department of
Prime Minister and Cabinet, Canberra, 25 May.
Conway, M. (2003) - Cyberterrorism: The Story So Far, Journal of Information Warfare, Vol. 2 No. 2,
February, pp. 33-42.
Cordesman, A.H. & Cordesman, J.G. (2002) – Cyber-threats, Information Warfare and Critical
Infrastructure Protection: Defending the US Homeland, Praeger, Westport, Connecticut.
Cornell, R. (2003) - ‘Australia’s Approach to National Security’, Address at the Sydney Convention and
Exhibition Centre, 28 April. PDF document available from:
http://www.ag.gov.au/www/agdHome.nsf/Web+Pages/E7616F7D1F6B9E6CCA256D1A0004A4C9?Ope
nDocument. Downloaded 27 August 2003. Hard copy held by authors.
Crothers, R. (et al) (2002) – The AFP investigation into Japanese sect activities in Western Australia,
HTML document available from: http://www.aic.gov.au/policing/afp.html. Downloaded 27 August 2003.
Hard copy held by authors.
Devost, M. (2003) - ‘Cyberterrorism: Identifying and Responding to New Threats’, Presentation to the
Information Operations Europe 2003 Conference, London, 2-3 July.

38

4th Australian Information Warfare and IT Security Conference 2003

DFAT (2003) - Advancing the National Interest – Australia’s Foreign and Trade Policy White Paper,
Department of Foreign Affairs and Trade, Canberra.
DHS (2003) – DHS Organization, Department of Homeland Security, Washington, DC. HTML document
available from: http://www.dhs.gov/dhspublic/display?theme=9&content=1075. Downloaded 27 August
2003. Hard copy held by authors.
Dibb, P. (1992) - The Conceptual Basis of Australia’s Defence Planning and Force Structure
Development, Strategic and Defence Studies Centre, Australian National University, Canberra Paper No.
88, Canberra, March.
DOD (2003) - Australia’s National Security – A Defence Update 2003, Department of Defence, Canberra.
DPMC (2002) - DPMC (2002) - Commonwealth and States and Territories Agreement on Terrorism and
Multi-Jurisdictional Crime, Communique of Council of Australian Government Meeting, Canberra, 5
April.
DSB (1996) - Report of the Defense Science Board Task Force on Information Warfare – Defense, Office
of the Under Secretary of Defense for Acquisition and Technology, Washington, DC, November.
Homer-Dixon, T. (2002) – ‘The Rise of Complex Terrorism’, Foreign Policy, January-February 2002, pp.
52-62.
Hope, R.M (1979) - Report of the Protective Security Review – Unclassified Version, Australian
Government Publishing Service, Canberra, May.
Howard, J. (2001) – Address to the Australian Defence Association, Melbourne, 25 October. HTML
document available from: http://www.pm.gov.au/news/speeches/2001/speech1308.htm. Downloaded 27
August 2003. Hard copy held by authors.
IDC-PNII (1998) - Report of the Inter-Departmental Committee on Protection of the National Information
Infrastructure, Attorney-General’s Department, Canberra, December.
IITF (1995) - NII Security: The Federal Role – Draft Report, Information Infrastructure Task Force,
Department of Commerce, Washington, DC, 5 June.
Lebihan, R. (2003) - ‘Government belted on security’, Australian Financial Review, 26 June, p. 19.
Lewis, J.A. (2002) - Assessing the Risks of Cyber Terrorism, Cyber War and Other Cyber Threats, Center
for Strategic and International Studies, Washington, DC, December.
Malone, J.M. (1997) - Low-Intensity Conflict and Australian National Security Policy, unpublished
Master of Arts thesis, Department of Political Science, The University of Western Australia, Nedlands,
Western Australia.
Millett, R.L. - ‘Vague threats and concrete dangers: the global security environment at the start of the
twenty-first century’, in Manwaring, M.G. (et al) (eds.), The Search for Security: A US Grand Strategy
for the Twenty-First Century, Praeger, Westport, Connecticut.

39

L. Armistead and J.M. Malone

Moteff, J.D. (2003) - Critical Infrastructures: Background, Policy and Implementation, Congressional
Research Service, The Library of Congress, Report No. RL30153, Washington, DC, 7 August.
Moynihan (1997) - Report of the Commission on Protecting and Reducing Government Secrecy, Senate
Document 105-2, US Government Printing Office, Washington, DC.
NCS (1993) - The Electronic Intrusion Threat to National Security and Emergency Preparedness
Telecommunications: An Awareness Document, National Communications System, Washington, DC,
August.
NCTC (2003a) - Critical Infrastructure Protection in Australia, National Counter-Terrorism Committee,
Canberra, 25 March.
NCTC (2003b) – National Counter-Terrorism Plan, National Counter-Terrorism Committee, Canberra,
June.
PCCIP (1997) - Critical Foundations: Protecting America’s Infrastructures, Report of the President’s
Commission on Critical Infrastructure Protection, Washington, DC, October.
Rattray, G. (2001) - Strategic Warfare in Cyberspace, MIT Press, Cambridge, Massachusetts.
Riley, J. (2003) - ‘Security agency “needs funds”’, The Australian, 19 August, p. 26.
Rossi, S. (2003) - ‘Spooks target IT security’, Australian PC World, 1 August, p. 16.
SAIC (1995) - Information Warfare: Legal, Regulatory, Policy and Organizational Considerations for
Assurance, Report to the Joint Staff, Science Applications International Corporation, McLean, Virginia, 4
July.
SAC-PAV (1994) - Report of the 1993 SAC-PAV Review, SAC-PAV, Canberra, January.
Sheldrick, J.A. (1986) - ‘The Vital Installations Program’, in J.O. Langtry & D. Ball (eds.), A Vulnerable
Country? Civil Resources in the Defence of Australia, Strategic and Defence Studies Centre, Australian
National University Press, pp. 512-520.
Shergold, P. (2003) - Organisational restructure of the Department of Prime Minister and Cabinet,
Statement by Dr Peter Shergold, Department of Prime Minister and Cabinet, Canberra, 23 May. HTML
document available from:http://www.dpmc.gov.au/docs/Shergold2305.cfm. Downloaded 27 August
2003. Hard copy held by authors.
USCNS21 (2001) – Road Map for National Security: Imperative for Change, The Phase III Report of the
US Commission on National Security/21st Century, US Commission on National Security/21st Century,
Washington, DC, 15 February.
Vatis, M. (1998) - Statement for the record on Infrastructure Protection and the Role of the National
Infrastructure Protection Center, before the Senate Judiciary Sub-Committee on Technology, Terrorism
and Government Information, Washington, DC, 10 June.
HTML document available from:
http://www.fbi.gov/congress/congress98/vatis0610.htm. Accessed 27 August 2003. Hard copy held by
authors.

40

4th Australian Information Warfare and IT Security Conference 2003

Whitehouse (1995) - Presidential Decision Directive 39 - US Counter-Terrorism Policy, Executive Office
of the President, Washington, DC, 21 June (initially classified Secret, declassified to Unclassified with
deletions on 24 January 1999). HTML document available from:
http://www.fas.org/irp/offdocs/pdd39.htm. Accessed 27 August 2003. Hard copy held by authors.
-------------- (1996) – Executive Order 13010 – Critical Infrastructure Protection, Executive Office of the
President, Washington, DC, 17 July.
-------------- (1998a) – Summary of PDD-62 and PDD-63, Executive Office of the President, Washington,
DC, 22 May.
-------------- (1998b) - Fact Sheet – Combating Terrorism: Presidential Decision Directive 62, Executive
Office of the President, Washington, DC, 22 May.
-------------- (1998c) – White Paper – The Clinton Administration’s Policy on Critical Infrastructure
Protection: Presidential Decision Directive 63, Executive Office of the President, Washington, DC, 22
May.
-------------- (2000) – Defending America’s Cyberspace – National Plan for Information Systems
Protection 1.0 – An Invitation to Dialogue, Executive Office of the President, Washington, DC, January.
-------------- (2001a) – Executive Order 13228 – Establishing the Office of Homeland Security and the
Homeland Security Council, Executive Office of the President, Washington, DC, 8 October.
-------------- (2001b) – Executive Order 13231 – Critical Infrastructure Protection in the Information Age,
Executive Office of the President, Washington, DC, 16 October.
-------------- (2002a) – National Strategy for Homeland Security, Office of Homeland Security,
Washington, DC, 16 July.
-------------- (2002b) – National Strategy to Secure Cyberspace – For Comment Draft, President’s Critical
Infrastructure Protection Board, Washington, DC, 18 September.
-------------- (2003a) – National Strategy to Secure Cyberspace, Executive Office of the President,
Washington, DC, February.
-------------- (2003b) - National Strategy for the Physical Protection of Critical Infrastructures and Key
Assets, Executive Office of the President, Washington, DC, February.
-------------- (2003c) - National Strategy for Combating Terrorism, Executive Office of the President,
Washington, DC, February.
-------------- (2003d) - Executive Order 13286 – Amendment of Executive Orders, and Other Actions, in
Connection with the Transfer of Certain Functions to the Secretary of Homeland Security, Executive
Office of the President, Washington, DC, 28 February.
-------------- (2003e) – Progress Report on the Global War on Terrorism, Executive Office of the
President, Washington, DC, September.
Williams, C. (2002) - The Sydney Olympics: The Trouble-Free Games, Strategic and Defence Studies
Centre, Australian National University, Working Paper No. 371, November.

41

L. Armistead and J.M. Malone

Williams, D. (1999) – ‘Protecting Australia’s Information Infrastructure’, Media Release, 26 August.
HMTL document available from:
http://www.ag.gov.au/www/attorneygeneralHome.nsf/Web+Pages/5AA9F10751DCF844CA256B5F0083
CAA2?OpenDocument. Downloaded 27 August 2003. Hard copy held by authors.
Wright, L. (2003) - ‘No need to follow US plan – Howard’, Canberra Times, 24 May, p. 4.
Yates, A. (2003) - Engineering A Safer Australia – Securing Critical Infrastructure and the Built
Environment, Institute of Engineers Australia, Canberra, June.

42

4th Australian Information Warfare and IT Security Conference 2003

Understanding Risk Dependencies in Information Systems
Debi Ashenden and Karl Warrener

Trusted Information Management
QinetiQ
Malvern, UK
Email: DMAshenden@QinetiQ.com; KWarrener@QinetiQ.com

ABSTRACT
In a world of increasing connectivity we need ways of gaining a better understanding of the risk to which
information is exposed. This is particularly pertinent when we are considering the requirements for Critical
Infrastructure Protection. This paper outlines the need to develop a holistic understanding of risk across
information systems and the different environments in which they are used. It moves on to consider the
limitations of current risk assessment methods before outlining an approach called ‘Domain Based Security’ as
a way of overcoming such limitations. We put forward the case that this method facilitates a way of
understanding information security risk across a variety of dynamic environments.

INTRODUCTION
In a world of increasing connectivity we need ways of gaining a better understanding of the risk to
which information is exposed. This is particularly pertinent when we are considering the requirements
for Critical Infrastructure Protection. This paper outlines the need to develop a holistic understanding
of risk across information systems and the different environments in which they are used. It moves on
to consider the limitations of current risk assessment methods before outlining an approach called
‘Domain Based Security’ as a way of overcoming such limitations. We put forward the case that this
method facilitates a way of understanding information security risk across a variety of dynamic
environments.
RISK DEPENDENCIES AND CRITICAL INFRASTRUCTURE PROTECTION
There is a growing appreciation of the need to understand risk dependencies across interconnected
systems rather than merely understanding the risk to each information system in isolation. This is
applicable at many different levels – it is not only a necessary consideration for enterprises with third
party connectivity (for example, perhaps as a result of outsourcing, or as part of a supply chain) but,
more importantly, to those organisations that form part of the Critical National Infrastructure. Indeed
it is a crucial consideration where military communications rely on infrastructures that are not solely
under their control and when an attack on the Critical National Infrastructure could result in
‘simultaneously undermining the ability to sustain those military activities being undertaken for the
needs of the state.’i
The importance of understanding risk dependencies has been widely recognised in studies undertaken
by within the European Union. Indeed a workshop report published by the Joint Research Council in
2001 pointed out that:
‘Just recognising the interdependencies is not enough. Methodologies should
assist in ascertaining what is at stake (the asset) and which are the weaknesses
that can be used for compromising the system and ultimately producing harm.’ii
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This is a description of risk assessment – that is the assessment of the impact of an event on an asset,
together with an understanding of the threats and the vulnerabilities that could be exploited to cause
harm. The three areas of impact, threat and vulnerability are combined to develop a measure of risk.
Work in this area has been ongoing through the EU Dependability Development Support Initiative
(DDSI).iii

MODELLING RISK – THE LIMITATIONS
Traditional methods of modelling risk tend to fall into two categories – they are either process based
(that is they are a linear, functional process undertaken within single areas within an enterprise) or
they are project based (that is they isolate the consideration of risk to the project in hand). Both
methods tend to be static and make it difficult to appreciate the fluctuations of risk that can occur as
information moves across different environments and out of one organisation and into another.
Furthermore there may be ‘loops of requirements’iv where some parts of system A depend on the
attributes of system B and most risk assessment methods cannot accommodate this complexity. It is
acknowledged that where an organisation needs to share some information with people that other
information must be protected from, there will always be some inherent security risk, however, the
purpose of conducting a risk assessment is to decide whether the risks are worth taking.
As a way of overcoming these limitations the next section of this paper introduces the concept of
Domain Based Security, and in particular the use of graphical modelling techniques. This approach
facilitates a risk assessment that can be used as the basis for comparing security risk and the need to do
business across different environments. If the risk is deemed to be unacceptable, the modelling
techniques utilised by the approach can be used to propose alternative ways of conducting business.
The method enables identification of risks that are inherent in doing business as well as intentional
compromises by potential attackers.
It should be noted that these techniques do not cover all aspects of the security risk assessment needed
for an organisation. In particular, organisational security management roles and responsibilities,
physical and procedural concerns and availability of equipment and services would be assessed using
other techniques. Also, the models only assess the requirements, and do not prejudge the
implementation. Hence, design and implementation will need to be understood and assessed in terms
of the requirements expressed by the models.
DOMAIN BASED SECURITY
Domain Based Security has been developed by QinetiQ for the UK Ministry of Defence (MoD)
through the MoD Applied Research Package (ARP). The approach facilitates the development of a
security architecture that is tailored to the connection and protection needs of an organisation. The
approach also enables the development of graphical models to provide a common view for
management, policy makers and security specialists. The notation that underpins the approach
facilitates an understanding of the fluctuations in risk that occur as information moves across different
environments and, hence, the dependencies. This paper discusses the concepts behind the approach
and the basic notation as a way of demonstrating the benefits that can be achieved by being able to
visualise risk in a dynamic and non-linear way.
Information security is often regarded as an unwelcome barrier to effective system operation. In many
traditional approaches to information security risk assessment there is a tendency to focus solely on
the information security measures that will provide security ignoring the business objectives that make
such measures necessary. The security objectives however reflect an operational necessity. By
focusing on them, it becomes clear that information security is an enabling technology, without which
it would be impossible for essential business functions to operate effectively. Domain Based Security
is a wide-ranging re-appraisal of information security, covering the entire project life-cycle, from
requirements through design to operation of the system.
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People need to obtain and process information in order to conduct their business. The need for
security, however, imposes limits on who may obtain or modify certain classes of information. The
challenge for information security is to find a means by which people can best reconcile these
potentially conflicting aims for their particular systems.
BACKGROUND TO THE APPROACH
While information separation can be achieved with the general-purpose methods of physical
separation and cryptography, the need for controlled sharing is not a generic problem and there is no
panacea. Controlled sharing is an important issue to consider when we understand the way that our
infrastructures are increasingly interconnected – across the Critical National Infrastructure, the
Defence Information Infrastructure and ultimately the Global Information Infrastructure.v The only
available course of action is to focus on protecting what is most important for each connected
organisation. Each organisation must define its own priorities, identifying:




What information must be shared, in what ways and with whom?
What information and services need to be protected, from whom, against what and to
what degree?

On this basis, the organisation must develop specific security requirements defining controls over the
ways that information may be shared. Controls must permit those interactions required to conduct the
operations of the organisation and defend against those threats that are considered most damaging.
They must be defined in terms of the business processes of the organisation, its staff, the information
they work with and the people they interact with. Finally they must take into account the exposures
that may arise from connecting to infrastructures that are not under direct control of the organisation.
Using this approach, it becomes possible to position security controls where they support rather than
interfere with the business processes. Crucially, this should allow responsible staff members within the
organisation to control what happens to critical information and services whilst ensuring that staff are
held accountable for their actions.
This is the theory that underpins Domain Based Security. The approach provides methods to help an
organisation develop and specify the controls required to support its protection needs. This paper
focuses on the use of graphical models to provide a common view for management, policy makers and
security specialists. When used by security specialists to conduct a rigorous risk analysis, the method
identifies ways that business information may be compromised and the effect of proposed defences.
Furthermore it highlights the risk priorities of different organisations at the point where they
interconnect. This permits the security risks associated with sharing requirements to be assessed
before implementation decisions have been made. The models also provide a mechanism for auditors
to see where controls have been implemented.
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MODELLING CONCEPTS AND BASIC NOTATION
In developing security requirements and assessing risks it is essential to identify what data needs
protection, and from whom. It is equally important to identify what data needs to be shared, and with
whom, in order to conduct the organisation’s business. In addition, it is necessary to identify where
complete separation is required, either because sharing is too risky and/or not needed to support the
business. There are three types of graphical model to present separation and controlled sharing
requirements:
Infosec Business Model: Identifies what needs to be protected, and from whom. It also
shows what data must be shared; illustrating whom is to share it and how it will be shared.
Infosec Infrastructure Model: Illustrates what separation is required.
Infosec Architecture Model: Combines both of the models above to demonstrate how
business functions are hosted on the supporting infrastructure.
Infosec Business Models
There are four basic elements to an Infosec Business Model: domains, connections, environments and
portals. Environments and portals relate to the physical places that people work from, and are not
covered by this overview paper.
Domains represent the logical places where people work and exchange data by means of software
acting on their behalf and are represented by an ellipse, named in the centre. The interesting property
of a domain is not how the domain members share data within the domain, but rather the fact that
between different domains sharing is either prohibited or only permitted within well-defined
constraints. Connections provide the means of sharing data among members of different domains.
Two domains are connected if data may be transferred from members of one domain to members of
the other. This is represented by a line connection between the domains. An icon on the line indicates
the types of the connection. Connections are business, not implementation, oriented in the sense that
they relate to people’s perception of connection. Examples of connections include person-to-person
email, publishing data on the web, database, and interactive video conferencing.
Superficially therefore, these models look like any other business interaction model, except for a
simple but crucial difference. Whereas conventional interaction models show minimum required
connectivity, Domain Based Security models show the maximum connectivity that is consistent with
security requirements. Therefore, where a model has no direct connection between two domains, this
means that the implementation is required to ensure that mechanisms are in place not to allow domain
members to share or exchange information. Furthermore, the implementation should ensure that only
the identified types of information sharing takes place between domains. The required strength of this
boundary is considered separately as the Infosec Architecture Model.
Domains represent divisions in the business processes of an organisation, but there are many ways in
which a business can be split into domains. The example model below represents a fictional
organisation which has three distinct domains to support its business processes.




People working in the ‘General Business’ domain interact with people on the Internet in
a world-wide web browsing style and through email;
People working in the 'General Business' and 'Sensitive Business' domains can
exchange email with each other;
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The organisation needs to protect its sensitive business from security compromise
originating from the Internet. They also need to ensure that sensitive information is not
accidentally released to the Internet. Hence, people working in the 'Sensitive Business'
domain cannot access the Internet whilst processing the sensitive data.

Internet

General
Business

Sensitive
Business

Other business models may be considered by the organisation. For example, it may be equally possible
to conduct business between the General Business and Sensitive Business domains through a shared
database. Different ways of structuring the business may alter the security risks and impacts on the
business processes. The Domain Based Security modelling language and risk assessment processes
can be used to reach an appropriate balance between the organisation’s need to share and protect its
information.
Domains help to focus on the information and services that require protection. They also serve to
highlight the different environments through which information passes. This enables us to develop an
understanding of how the requirements for protecting information will vary according to the
environment and, in this way, Domain Based Security highlights the dynamic nature of information
security risk.
Connections must be adequate to support business processes. However, a connection itself represents
an inherent source of risk, where users working with critical or sensitive information need to interact
with users from whom this information is to be protected. It is clear that the exchange of information
must be controlled on such a connection, to reduce the risk that legitimate interaction does not enable
corruption or disruption of the system by outside influences or inappropriate release. Using the
models, the positioning of security controls can be determined on a rational basis, giving confidence
that they will be effective. Furthermore the models enable us to move away from viewing risks in
isolation and facilitate an understanding of the issues to consider when connecting to third party
infrastructures. By visualising risk dependencies in this way we can start to ascertain whether any
‘loops of requirements’ exist – for example the organisation may need to impose security requirements
on a third party before connecting to their infrastructure or they may need to implement some
separation within their own information infrastructure. The models also help to achieve user buy-in
for security, by enabling users to understand why controls are needed.
Infosec Infrastructure Models
An Infosec Infrastructure Model addresses the requirements for strong security boundaries and the
integrity of security controls. There are two basic elements to the model: islands and causeways.
An island represents a computer system that is separated from all other computer systems by an
impenetrable boundary. This means the risk of compromise in the computer system can be assessed
independently of any other system. The system may be a physically separate network or a virtual
private network based on strong cryptography. An island is represented by a thick rectangle with
rounded corners that is named at bottom centre.
Each island may be geographically distributed, using cryptographic separation, but the cryptography,
combined with physical separation, forms part of the island boundary, as it does not allow any
information to be shared. Islands are an abstraction of the physical, geographical and cryptographic
detail that can complicate network and hardware wiring diagrams.
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Islands may be linked together by causeways. Once linked via a causeway, two islands cease to be
truly separate. However, causeways only permit certain, precisely specified, communication. As will
be shown later, the domains and the connections of the business model provide this precise
specification. A causeway is represented by a thick rectangle with lines to the islands it links.
The model below represents the infrastructure for the example organisation. Here, the Corporate Net
island is required to have a well-defined connection to the Internet.

Rest of World

Corporate Net

Infosec Architecture Models
The Infosec Business Model is superimposed on the islands and causeways of the infrastructure
model, highlighting the business domains supported by each island of infrastructure. Causeways
implement the connections between domains that are hosted on different islands. Their role is to
implement the controls that are required on the business connections and to ensure that they cannot be
bypassed. The result is an Infosec Architecture Model. It provides a clear mapping between the
interactions to support business processes and the controls that provide protection for critical and
sensitive information and services. It is concerned with both the business level and the network level,
ensuring that strong controls imposed at one level cannot be undermined by weaknesses in the other.
The model below illustrates the Infosec Architecture Model derived from the previous example. The
Rest of World island hosts the Internet domain whilst the Corporate Net island hosts the general and
sensitive business domains. A causeway connects the two islands. The connection between the
General Business and Sensitive Business domains is implemented by the Corporate Net island.

Internet

General
Business

Rest of World

Sensitive
Business
Corporate Net

RISK ASSESSMENT USING THE MODELS
The models developed as part of Domain Based Security are used as the basis of a structured and
rigorous risk assessment method that iterates through a series of steps from focusing the analysis,
through identifying compromise paths and assessment of the security functions to control them.
Detailed explanation of the method is outside the scope of this paper, but the points highlighted below
provide overview of the benefits that can be gained from implementing the method. For further
information on the method contact the authors.
An Infosec Architecture Model provides the basis for conducting the assessment. The assessment
allows an organisation to define the way in which it aspires to do business, identify what is important
for them to protect, and assess the risk of conducting business in that particular way.
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Assessment of the Architecture Model enables an organisation to identify compromise paths in the
legitimate business connections, flaws in the implementation of the infrastructure that supports this
business, and hybrids of both of these. As the models reflect the organisations desired way of doing
business, they allow the organisation to assess the impact of possible compromises on their actual
business functions.
The model allows an organisation to specify where it intends placing its security controls. This
provides the organisation with the ability to identify the security functions that are expected to
mitigate against compromises and subsequently assess whether they are suitable to protect the
organisations assets. Assessing the adequacy of security functions requires interpretation of
organisational policy and will therefore differ from organisation to organisation. Security functions
can then also be assessed in terms of the organisations business objectives to ensure that as well as
providing suitable protection they are not inhibiting the operational effectiveness of the business
functions.
Assessment of possible compromise paths within the model and the proposed security functions
allows the organisation to make informed decisions as to whether the balance of conducting business
in the proposed way against the risk associated with it is acceptable. The organisation must determine
if they are prepared to accept the risks associated with doing business in the desired manner. If it is
deemed that the risk is not acceptable the organisation can re-visit the models and investigate
alternative ways of structuring their business, and can then assess the risks related to it. This method
can enable them to achieve a balance that best suits their needs both in terms of security and the need
to do business.
CONCLUSIONS
The paper has provided an insight into Domain Based Security and an approach to risk assessment that
can be applied to organisations of varying size and complexity. It can be seen how such a method can
also help to uncover risk dependencies in information systems.
The models allow assessment of different options for conducting business, and to subsequently
compare the security risks associated with these options. By using the models we move away from
considering risk as a static, or linear, process and start to view it dynamically as an attribute that will
change as information moves through different environments.
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ABSTRACT
Growing numbers of households are getting broadband Internet connections, forming an attractive platform for
distributed computing. We describe how a trojan horse for covert distributed computing could be constructed:
the mechanisms used, and how the user could be tricked to install the trojan using a known Microsoft Outlook
Express vulnerability. The gains and risks of such a construction are considered. We found that such a trojan is
straightforward to implement, even using a high level language such as Java. While installation of the trojan is
platform dependent, the actual trojan can be run on any Java platform.

Keywords: Trojans, Trojan Horse, Distributed Computing
INTRODUCTION
Growing numbers of households are getting broadband Internet connections, forming an attractive
platform for distributed computing. On the other hand a large number of newly connected computers
with homogeneous operating system installations have also attracted malicious parties. The number of
viruses and worms is rising rapidly. The worms and viruses have thus far mainly concentrated on
spreading mechanisms while carrying only limited payloads; some have had destructive effects, but
mostly they have not done anything besides spreading. However, a more destructive worm or virus
might take advantage of the victim computer's computing power, creating a large distributed
computing environment for the attacker.
In this paper we construct a fairly simple, but generic distributed computing platform that can be
distributed as a trojan horse email attachment. We explain the mechanisms used to make the
attachment look unsuspicious and how our distributed computing agent is installed on a user’s
machine. Lastly, we will discuss using the constructed distributed computing platform for finding the
decryption key to a message encrypted with the DES encryption algorithm. The conceptual model of
the computing platform is shown in figure 1.
We aim to demonstrate how easily such an agent can be constructed. We also try to point out the
danger of having a large homogeneous operating system base, controlled by home users.
The rest of the paper is organized as follows. Section 2 describes the background and the needed
technologies for constructing the agent. In section 3 we discuss the actual implementation. In section 4
we analyze the gains and risks of constructing a distributed computing network of such agents, and we
also discuss how the trojan activity could be detected and blocked. Finally, in Section 5, we draw our
conclusions of the subject and suggest directions for further research.
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Figure 1. Conceptual model of a distributed computing platform. The communications medium
could be, for example, an IRC network.
BACKGROUND AND CONCEPTS
In this chapter we briefly discuss the conceptual background and technologies needed for constructing,
installing and running our trojan horse.
Email Vulnerabilities
Complex and feature rich email clients and operating systems are a mixed blessing. On the other hand
they provide many useful things to users but at the same time they open up doors for hackers. We will
take a look at two vulnerabilities: Scripts executed from email clients and the Three Extensions
Vulnerability.
Scripting with VBScript
All Microsoft Windows operating systems include a component known as the Windows Script Host
(WSH) used to create scripts of actions (Microsoft 2003). WSH scripts have the same access rights as
the user executing them. Thus, if we are able to trick the user into executing a WSH script, we have
access to all the user’s resources. Such a script can also be sent as an email attachment and the receiver
can choose to run the script directly from her email client.
Three Extensions Vulnerability
The three extensions vulnerability of Microsoft Outlook Express is a way of persuading the user to
open a malicious file by making it look safe. The vulnerability can be exploited using a specially
crafted suggested filename in the Content-Disposition field (MessageLabs 2003); a simplified example
is the filename ‘malware.jpg .vbs .jpg’. The first extension is visible to the receiver of the message,
making the file appear safe to open. The second extension tells Outlook Express how to handle the
attachment; ‘.vbs’ means that the file is interpreted as Visual Basic Script. The third extension is used
by Outlook Express to choose an icon for the attachment. The icon of a ‘.jpg’ image makes the
attachment seem safe to open. In addition to making the attachment to look safe, the vulnerability
allows the mail to get past some content filters. (MessageLabs 2003)
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Trojan Horses, Zombie Software, Computing Agents
Overview
A Trojan horse is malicious or harmful code contained inside apparently harmless program or data in
such a way that it can get control and do its chosen form of damage. (searchSecurity.com 2001).
Trojan horses may be self-operating and execute some pre-destined malicious activity or they may
open up a communications channel for their author to control them. A trojan can be installed on a
single machine or a larger base of machines to obtain access to a larger base of computing power. A
trojan can be included as a payload to a worm for larger scale distribution.
A large base of machines compromised with trojans has been used to launch distributed denial-ofservice (DDOS) attacks (Yinjin 2001). Packet flooding is probably the most common use of the
compromised machines, usually called zombies, but their computing power could also be used for any
other form of computation.
Current and Possible Uses
Currently Trojan Horses are mainly used to install malicious software such as backdoors or zombie
agents into victim computers. Backdoors such as Back Orifice and NetBus (Symantec 2003) are used
to sniff user actions, retrieve passwords or steal files from victim computers. Zombie agents are
software capable of sending real or spoofed packets to a selected victim. Zombie agents wait silently
in the infiltrated computers for their controller to launch an attack.
Rather than performing aggressive attacks on hosts, Trojans can also be used more passively for e.g.
covert computation. We demonstrate such use by harnessing our Trojan horse to break DES
encryption keys.
Distributed Computing Using Other People’s Resources
Utilizing Idle Computing Capacity
Most home computers are idle. Some efforts have been made to harness this great latent potential,
such as search for extra-terrestrial intelligence in the Seti@Home project and breaking encryption
algorithms.
Distributed computing has been recently noticed also in the fields of biotechnology and finance. For
example such companies as Parabon Computation and Entropia PC Grid Computing are offering
distributed computing time for their clients. The price of such processor time is significantly lower
than same processor time bought from a supercomputer. These companies also pay or are planning to
pay for the leased processor time to the owner of the computer participating in their distributed
computing projects.
The last group of programs that try to utilize idle computing time is the malicious software, doing
anything from distributed computing to denial-of-service attacks. We discussed the current and
possible uses of such software in the section Current and Possible Uses above.
Agent Distribution
In order for a distributed computing environment to be useful the number of individual agents
performing computations should be as large as possible—we neglect controlling overhead for the time
being. There are several mechanisms available for distributing the agents to clients.
One possibility is to directly install the agent software manually on each client. This requires access to
the terminal and is therefore quite inefficient, and also poses severe difficulties with e.g. access
-
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control. A more efficient way of installing the agents is to do it through the network. The agent could
be sent by email or put on a web site for people to download. In this way, a much larger network is
achievable with the same time and costs.
One step further is to use an Internet worm for the distribution task. Such a worm could be used to
obtain an agent base spanning up to tens of millions of hosts. The worm-like distribution method is
discussed in detail in Staniford et al. (2001).
Agent Control Structure
Distributed computing is quite well researched. Previous work in the field includes such works as
Nieuwpoort et al. on their Manta system (Nieuwpoort et al. 1999) and Gladychev et al. on Cracking
RC5 with Java Applets (Gladychev et al. 1998). We will next give a brief introduction to these two
works and compare them to our work.
Nieuwpoort et al. (1999) uses a modified version of the Remote Method Invocation (RMI) mechanism
for communicating between their distributed computing nodes. However, their approach differs
fundamentally from our approach. Their Manta system uses a collection of high performance parallel
machines rather than workstation distributed geographically at random positions. The network they
use for communication is different as well. While they use a fast dedicated wide-area ATM network,
our network connection to the client can be almost anything from slow modem connection to fast T3
class connection. Also their system is somewhat hierarchical while our system is totally flat.
Much more similar to our work is the DISCO system by Gladychev et al (1998). The DISCO system
uses Java applets for breaking a RC5 encryption key by distributed computing. Gladychev et al.
pointed out four problems that are present when performing distributed computing on open networks.
These are centralization, heterogeneous execution platform, dynamic runtime behaviour and lack of
security. Both DISCO and our system use a centralized server - this restricts the scalability of the
system. Heterogeneous execution platform raises the need for benchmarking the client. In the DISCO
system this was taken into account, while we did not implement benchmarking for simplicity.
Dynamic runtime behaviour is also an issue that DISCO and our system have in common. Dynamic
runtime behaviour means that clients may leave and join the distributed computing task on the fly.
Large delay and variance in the network raise the need to reduce the control traffic between the nodes.
This can be best achieved by making subtasks bigger, reducing control traffic and task setup overhead
proportionately. Several methods for coordination of a large number of clients is discussed in
Staniford et al. (2001).
Anonymizing the Controller
An important goal for an attacker is to avoid detection. Several techniques may be used. The attacker
may use an anonymizing middle-man instead of direct client-to-controller connections. For instance,
Internet news servers or peer-to-peer networks might be used. Control messages may be encrypted or
obfuscated, or may even be hidden in ordinary messages using steganographic methods (Fabien el al.
1999).
We used Internet Relay Chat (IRC) (Kalt 2000a, 2000b) as an anonymizing middle-man in our
experiment. IRC utilizes a basic client-server model where clients connect to servers to send and
receive messages. The IRC servers are interconnected and exchange messages with each other.
Messages can be sent directly to other users or to IRC channels that users can join. IRC messages are
textual and have a maximum length, so a controller needs to encapsulate and fragment control
messages for IRC transport.
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Some downsides of using IRC are: (1) IRC channels can be ‘hijacked’, (2) the default IRC server port
is often blocked by company firewalls, and (3) IRC servers limit the amount of client traffic, which
imposes some scalability constraints. Nevertheless IRC is useful as a model of a typical
anonymization infrastructure.
Our scheme can be easily improved by the attacker. For instance, controller connections can be
‘bounced’ off clients: the controller connects to an existing client, which connects to the IRC server on
behalf of the controller. This improves anonymization: even if the control connection was traced to
the client, the client can easily hide any evidence of the bounced connection.
IMPLEMENTATION
Our distributed computing system consists of two parts: the server part and a large number of clients.
The server divides the computation task at hand—ciphertext decryption, astronomical data analysis
and so forth—into smaller units that are given to clients. We will first discuss the client side.
Agent Architecture
The agent consists of Java class files installed on the computer’s hard drive. It includes a class called
ClientContext which binds the client functionality together, and a control connection subsystem, an
input handler subsystem, and a task runner subsystem. The control connection is a two-way text
communications pipe. Any protocol can be used for the actual data transfer.
The input handler reads commands sent by the control connection and processes them. The control
connection can also be used to relay data to and from the client, including Java class files. The input
handler also includes dynamic class loading functionality for new commands and task classes. The
mechanism is similar to the programmatic updates mentioned in Staniford et al. (2001).
The distributed computing part of the client software is built into the task runner subsystem. Each
client includes one TaskRunner class and several task classes that are subclasses of the BaseTask
class. When the TaskRunner is started it loads the last task and its state from disk and starts running
the task. When the client software is stopped it again saves the current task and its state to disk.
Through TaskRunner the controller of the software can change the task that is executed, give new data
for the current task to process and set the priority at which the task thread executes. DESBreakerTask
is our reference implementation of a client side task. It executes a known plaintext attack as a bruteforce search for the correct decryption key.
Server Architecture
The server consists of a task manager, a control connection and a command line user interface with
input handler.
The control connection sends data between the clients and the server, in our reference implementation
using IRC. The command line user interface is used to issue commands to the server and it can also be
used to directly command an individual client through the control connection.
The server can install new command and task classes to the client. For transfer over the control
connection the class files are Base64 encoded and, in the case of the IRC connection, also divided into
sufficiently small blocks that are sent in a delayed manner so that the IRC network will not drop them.
The distributed computing part of the server software consists of TaskManager and task classes.
TaskManager is responsible for keeping track of the distributable tasks. All the actions that deal with
the tasks are accessed using this front-end. TaskManager is also responsible for periodically firing up a
checking process that checks that the distributable tasks do not have any subtasks that should already
be finished and could be redistributed.
-
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All distributable tasks should implement the interface DistributableTask. This interface includes the
actions that are essential for all distributable tasks. KeyBreakerTask is our reference implementation
for a distributable task, which searches through a key space for an encryption key. The third essential
class in the task package is the SubTask. SubTask is a piece of the distributable task that is assigned to
one client for processing. Subtask includes information such as the actual data to process, the client
who is processing the subtask, and timestamps for task start, expected completion, and actual
completion.
Installing the Client
Our implementation of the trojan horse is targeted for email distribution. In other words, each copy of
the trojan is manually sent to a target machine. As discussed in section Agent Control Structure above,
more efficient propagation methods are available. For distribution through email the compiled
software is first packaged into a zip archive. In this way the several class files can be distributed more
easily. The zip package is then transformed into a self-extracting zip archive, voiding the need to have
an unzip utility on the receiving computer.
WinZip Self-Extractor allows the creation of self-extracting archives that, when run, extract without
prompting the user for any input and in the end execute a file extracted from the archive. This is very
useful for trojan horse use.
Next, a specially tailored email utilizing the three extensions vulnerability is created. Attached to the
email is a VBScript file (Figure 2) with two embedded files stored as Base64 encoded strings. The first
file is an image that is used to mislead the user and the second one is the self-extracting zip archive.
When executed, for example by double clicking the attachment in Outlook Express, the script Base64
decodes the image file and the archive file and writes them on disk. The image file is decoded and
saved first and it is then shown using the system default viewer while the script continues to process
the archive file in background. After the archive is extracted a batch file is run from the destination
folder, which then starts the client software. Finally, the VBScript file adds a Windows registry entry
which causes the client to start during reboot.
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Figure 2. Outline of an email with malicious attachment
Utilizing the Client
If a given task unit is not finished in an estimated maximum time interval, the task unit is sent to a
client again. A further improvement on the architecture would be to account for tampering of results.
One possible protection is to send the same task unit to several agents (Gärtner 1999).
The reference implementation includes additional client-server communication to detect new clients in
the network and to report tasks finished by clients.
ANALYSIS
In this chapter we analyze the gains and risks involved from the attacker’s viewpoint. We also discuss
how to detect and protect oneself against the attacks we used.
Attacker’s Viewpoint
Gains
Our reference computer had AMD Duron 600 Mhz processor with 384 MB of memory running at 133
Mhz. Checking 20 million keys in one million key subtasks took 919 seconds from our reference
computer. The average speed of processing one million keys is thus around 46 seconds. By using this
result we can extrapolate the worst case time that is needed for breaking a 40 bit DES algorithm by
brute-force known plaintext attack. By using mere 1000 computers concurrently to complete this
attack would take around 14 hours.

-
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There are several commercial networks that sell computing time or other processing on the network
(for example, see http://www.gomez.com/?porivo=true). The controller could thus sell the processing
power he gains from the covertly setup network.
Risks Involved
The risks from the attacker’s viewpoint are divided into two categories: Legal risks resulting from
possibly unauthorized use of computer systems and risks to the computation results from performing
the distributed computing in an open environment.
Because the computation is performed covertly the probability of damage to the computation results is
low. This is more of a problem in high profile distributed computing projects where status can be
gained by faked results (Colley 2002).
The bigger issue might be the legal issues involved in utilization of computer systems without the
owner’s consent. Eventually the trojan horse software running on a computer will be noticed. Then the
safeguard for the controller of the trojan is the IRC network. By analysis of the class files, the trojan
horse can be tracked to the control channel in the IRC network. By listening to the traffic on the
channel the controller can be detected. After that the controller’s information can be extracted from the
IRC server’s logs. Thus there is a risk of being tracked down even with IRC used as an anonymizer,
unless more levels of indirection are used.
Detecting the Attacks and Protecting Oneself against Them
We will next discuss how different elements of our Trojan horse can be detected and what actions one
needs to take to gain protection against these attacks.
Covert Software Distribution through Email
If preview is enabled in the Outlook Express email client our script is shown as a broken image (red
cross). This can give the user a hint that the attachment is not what it seems. The user may also choose
to save the attachment to disk before opening it. In the save file dialog, the script file is always shown
with the correct ‘.vbs’ -extension.
If the user chooses to open the file it takes some time to Base64 decode the cover-up image file. Also,
processor and disk activity continues after opening the image, which can be detected. When the batch
file is run after extracting the WinZip SE archive, a command prompt window is very briefly visible
on screen. However, more sophisticated malware would not be detectable this way.
Also, if the user is running good anti-virus software it will warn about malicious script activity. The
best protections against this attack thus are using up-to-date anti-virus software with real-time
protection capabilities and also to use an email client that does not have unpatched known
vulnerabilities.
Three Extensions Vulnerability
This exploit can be detected by observing the name of the attachment file. In the attachment field after
the file name there are many space characters and in the end of the line the string ‘....vbs(203KB)’ or
‘...’.
Another way to detect this attack is when the file is opened. Depending on the level of patches
installed, after opening the attachment you may get two confirmation windows that warn that the file
may be suspicious. Answering ‘no’ to these questions will block the trojan horse installation.
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The ultimate protection against this attack is to strip all email attachments. However, this is rarely
plausible because of the legitimate uses for attachments. Another way to protect your computer against
this particular attack is to simply not use Microsoft Outlook Express. However, other email clients
have their own vulnerabilities.
Using IRC as a Signaling Channel
If the client, i.e. the trojan horse, cannot access its communications channel, the client cannot be
controlled or used for distributed computing. Thus, a firewall that can block outgoing connections is
sufficient to detect and protect against IRC communication. A good firewall configuration for an
organization that does not utilize IRC for its operations should by default block all outgoing
connections that are not explicitly allowed.
Another way to detect the control traffic is to monitor the system's network activity. Keeping an IRC
connection live means sending data periodically to and from the server (Kalt 2000b).
The administrator of an IRC server used for such communication could also detect this attack by
filtering traffic. Most of the data exchanges are very different from people chatting. For example, the
statistical differences between subsequent client replies are small compared to natural language. The
attacker could also make the detection more difficult by hiding the control traffic using steganography;
the intent being to provide covert communication between two parties without exposing this activity to
observers (Fabien et al. 1999).
Distributed Computing
Covert distributed computing activity can be easily detected by observing a computer’s idle processor
load. This can in Windows be done using the Task Manager. If there is a process that is taking a lot of
computing time when the computer should be idle, there is reason for suspicion.
CONCLUDING REMARKS
We found in our experiments that creating a trojan horse application with a distributed computing
component was fairly straightforward. We found that such a malware application can be created and
executed covertly even in the high-level programming language Java. This relied on Microsoft’s
JView virtual machine being found on the Windows hosts used. It should be noted that only the install
mechanism is platform dependent and the actual client application could be run on any Java enabled
platform.
The distributed computing mechanisms implemented were simple; an attacker could implement a
number of improvements to increase robustness and to make tracing more difficult.
Stealing processor time from computers is only one possible hazard caused by malware. A trojan horse
payload could be more dangerous by distributing the user’s personal data to the attacker, for example.
Stealing processor time is a significant threat as it gives a monetary benefit to the attacker. We can
conclude that an involuntary peer-to-peer file sharing network built by trojans is probable in the future.
The upside of these threats is the raised security awareness of home users.
Further research could be useful, for example, in hierarchical control of the clients, incorporating selfpropagation mechanisms to the client, and making installation of the software platform independent.

-
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ABSTRACT
The SPLC framework is a basis for a possible solution to balance the interests of users and also the law
enforcement authorities` interests. The proposed framework is called the SPLC – Solution to Privacy and
Lawful access Conflict.
On one hand, online users need protections for their confidential/private information while, on the other hand,
law enforcement agents want control over confidential information transmitted online. Law enforcement agents
could have been justified to have control over confidential information if not for the adverse effect it has on some
important online information application systems such as electronic commerce, videoconferencing and so on.

Keywords: Privacy, Cryptography, SPLC, Electronic-commerce and Videoconferencing.
INTRODUCTION
The SPLC framework creates an avenue that allow users’ to have control over their
private/confidential information by using security techniques (cryptography) that meet their needs, but
users will need to notify the SPLC about the transmission of the secret information in form of
registering with the SPLC and acquiring the registration certificate from the SPLC before sending the
secret information. The private key of users will not be released to the SPLC in order to protect users`
total privacy or confidential information. On the other hand, public safety will be secured since the
SPLC will be aware of the users` sending the information and every individual that will send the secret
information must register with the SPLC but the SPLC will not know the content of the secret
information. The online users privacy or confidential information will be safely secured since they
have used strong encryption techniques to protect this information from the unauthorized person. One
of the real world examples of private/confidential information that is needed to be secured from
unauthorized person is a business trade secret that involves very big amount of money between two
parties for example Party A and Party B. We can refer to this kind of situation as a legal transmission
of confidential/private information and law enforcement agents need not to worry about this kind, in
this case, investigation is not necessary. Although, online users privacy or confidential information is
realized when cryptography is used to secure the confidential information from an unauthorized party
however, if the online users had intention of using encryption techniques to cover up their crime for
example, to dupe a bank of millions of dollars and using the encryption technique to cover their illegal
secret information, in this case the secret information is illegal and if the crime is carried out definitely
the bank where the crime is committed will know and they will report to the law enforcement agent
and the law enforcement agent will have to carry out the investigation about the crime. In this case, the
SPLC will be able to assist the law enforcement agent in their investigation since anybody that will
use encryption techniques to send confidential/private information will need to register with the SPLC.
Through the SPLC framework the sender of the illegal information or the criminal can be apprehended
eventually. In a nutshell, the use of very strong encryption techniques that the SPLC framework put
into consideration will make it possible to realize total confidentiality of information in electroniccommerce, videoconferencing and other online information applications and also the SPLC framework
creates an avenue for apprehending those that will misuse the strong encryption to perpetrate crime.
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One important analogy is to assume that you will like to write a confidential letter to a friend and
having finished writing the letter you will put the letter in an envelope and seal it.
Normally, you will not expect the post-master to open the envelope and read the letter; the reason is
that it is confidential/private to you and your friend, we know that if the letter was not enclosed in an
envelope and the envelope was not sealed, there is a tendency that anybody can read the letter.
Moreover, if anybody or even post-master opens the envelope he/she has violated the rule of that
nation and necessary penalty will be given to such a person for violating the law. For example, in the
United States of America, the action of looking through an individual’s U.S. Postal Service mail is
strictly regulated by law, this is also applicable to many other countries in the World.
Furthermore, if the criminal activity was perpetrated through such a sealed letter after the crime is
committed and the crime was discovered definitely investigation would be carried out to apprehend
the criminal. We can look at cryptography technique in the same perspective acting as an envelope
protecting confidential/private information. Nonetheless, if a criminal activity was sent and covered
with the use of encryption techniques necessary investigation will be done and carried out to
apprehend such a criminal. In a nutshell, the SPLC would quicken the investigation and also would
intensify law enforcement agents task to apprehend the criminal. On the other hand, the SPLC
framework would create an avenue for online users to make use of maximum level of encryption
techniques without any restriction in order to realize privacy for their confidential/private business
information.
WHAT IS SPLC?
Acronym SPLC is the Solution to Privacy and Lawful access Conflict. The SPLC would be a nonprofit, non-governmental and well recognized organization by the government of every nation that
would register online users who will like to send secret/confidential information [1].
The SPLC organization will have nothing to do with the secret/private keys of users in order to fulfill
the purposes for which it is created:
1. Registers online users that will like to send secret/confidential information.
2. Give law enforcement agents hints about the person that committed crime (criminal).
Moreover, sending secret/confidential information is going to be a special information service and
needs a special organizational procedure. After registering with the SPLC; online users are free to
secure their secret information, such information will be protected with the most suitable encryption
techniques for the safety of the information. This means that the SPLC will be aware that Party A
sends secret information to Party B but the content of the information will not be known to the SPLC
organization. Moreover, if a person registers with the SPLC and the SPLC grants him/her permission
to send his/her secret/confidential information and the information sent was illegal and the crime was
committed the law enforcement agent would notify the SPLC to give them hints about the registered
person who committed the crime.
Furthermore, if the registered person committed no crime but the secret/confidential information sent
was for no criminal activity, the law enforcement agent is not interested in such a person, the law
enforcement agent has concerns only for the person that sends information that involves criminal
activity. However, if the sender of the secret/confidential information refuses to register with the
SPLC and finds another channel to send the message, the person will be committing crime and the
necessary penalty will be administered through the legal proceedings.
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Figure 1 shows the SPLC Framework
From Figure 1, Party A wants to send secret/confidential information to Party B by using encryption
technique to protect this secret/confidential information, but Party A will need to register with the
SPLC before he/she can do this (according to the law of the nation that will implement the SPLC
framework). If Party A refused to register with the SPLC, he/she will be violating the law of the nation
and the necessary legal punishment will be applied according to the law. On the other hand, if Party A
registered with the SPLC and the registration certificate was granted, Party A can proceed with the
transmission of the secret/confidential information. Part of the registration is that when Party A
registers with the SPLC, the encryption technique that Party A will use to send the secret/confidential
information to Party B will generate an identification number with the SPLC which will be part of the
registration process. This will also be a very good thing to identify Parties A and B with the encryption
system they use to transmit their information. In that wise, if anybody registered with the SPLC and
misused the encryption technique to commit crime it will be a good evidence for the law enforcement
agent to buttress their legal proceedings in the court to prove that the crime committed was carried out
by the encryption technique. On the other hand, it will help the online users from unnecessary
harassment of crime suspect allegation that they know nothing about.
One important thing is that by using a very strong encryption technique, the secret information will be
protected from unauthorized Party which means privacy will be realized. However, law enforcement
agents are curious and concern about the kind of information secured with the encryption techniques,
most especially information that are secured with cryptography techniques to perpetrate crime online
for example, stealing of a huge money from a bank, although, government/law enforcement agents are
not concerned about the use of encryption techniques to protect positive business trade
secret/confidential information that does not involve criminal activities.
Moreover, if the information sent from Party A to Party B are secured by encryption techniques and
did not involve a criminal activity, we referred to such information to be legal, hence there is no crime
occurrence. However, if the information involved a criminal activity, then we referred to such

63

John Ayoade and Hiroyuki Ohno

information to be illegal, this means there is crime occurrence. Moreover, as we had mentioned earlier
government/law enforcement agents are not interested in the legal information but government/law
enforcement agents are interested in the illegal information transmitted to perpetrate crime. Once, a
crime is committed it will be known by the affected Party for example, the bank where a huge amount
of money was stolen. The bank affected will report to the law enforcement agent and the law
enforcement agent will have to investigate the crime. At this point the SPLC will be able to contribute
effectively because by the law of any nation that will implement the SPLC, every individual that will
use encryption techniques to protect his/her confidential information will need to register with the
SPLC and the encryption technique that will be used will generate an identification number with the
SPLC. Although, there are many encryption techniques already available presently but in order to
solve this problem of online privacy and law enforcement agent conflicts, every individual that will
use strong encryption to protect his/her confidential/secret information from attack of the third party
needs to identify him/herself with the strong encryption that he/she will use by registering with the
SPLC. This could also be a link to the confirmed suspect of the crime.
FUNCTION/ROLES OF THE SPLC
A number of things will be required for the registration before the secret information could be sent.
First will be the time and date of sending the information. In order to identify and apprehend the
suspect that sends illegal information, names and addresses of the senders have to be collected. Past
histories of the sender and receiver will be required in order to find out if the sender was involved in
any criminal activities before. Moreover, the purpose of sending the information, for example,
business, personal, financial transactions, etc. will be important. However, secret key will not be
required. Also, the content of the secret/confidential information will not be known since the secret
key are held by the senders and receivers of such particular information.
We might argue that if the SPLC collects so many information such as names, addressess e.t.c from
the people that want to send secret information their privacy could be violated or vulnerable to attack,
but we need to consider one thing, that there will have to be a mutual compromise on the side of users`
and also on the side of law enforcement agents before there could be a solution. Moreover, there are a
lot of such institutions and organizations that need some information that the SPLC needs before you
can benefit from their services, take for example, banks, schools, phone companies, application for
visa e.t.c – these kind of establishments need some private/personal information about you before you
can enjoy their services.
Therefore, the issue of privacy violation does not come in in this kind of framework. Moreover, the
SPLC will be obliged to carefully protect from unathorized third parties the information given by users
that want to send secret information. However, if there is any disclosure of the information due to the
SPLC carelessness or otherwise, users of such information will sue the SPLC to the court for such an
act of negligence.
THE REGISTRATION MANAGER’S POLICY

Make sure the submitted form is completely and correctly filled out without omission.
Confirms that the sender of the secret information has no police/crime record.
Confirms whether the sender has sent secret information before or not.
Check if the sender is a member or representative of a terrorist organization.
Confirms the date of birth of the sender, which should not be less than 21 years of age.
Checks if the purpose of sending the secret information is genuine.
The scrutinized form should be passed down to the certificate manager once it has been
certified and accepted by the registration manager.
The rejected form will be returned to the sender with the message unapproved.
Certificate should be granted if it is in conformity with the rules and policies of the
SPLC.
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Registration Requirements:
The senders` identity card or driver’s license or passport or document, which can prove his/her
identity
Time of sending the secret information
Date of sending the information
Past history of the sender and receiver
Birth Certificate
(photocopy) will be
required
The purpose of sending the information, for example business, personal, financial transactions
and so on
Letter from employer/ Identity card
However, the secret key will not be required
Also, the content of the secret information will not be known since the secret key is
held by the sender and receiver of such information
ELECTRONIC-COMMERCE IN JAPAN
One of the most important area where the SPLC could be useful to the online users` is in electronic
commerce involves information exchange, placing and receiving orders, payment transactions, and
other activities via the Internet. In general, e-commerce is divided into two categories: business-toconsumer (B2C) and business-to-business (B2B). Presently, most Japanese banks and securities firms
offer limited online financial services. These services are centered around deposits, funds transfer,
payments, and loan applications. Online loans have become popular in the areas of personal loans,
student loans, auto loans, and home improvement loans. Of recent, there has also been the introduction
of mortgage loans. Additionally, the majority of large securities firms are offering online trading. As
of 2000, the Nihon Kezai Shimbun reported that one in five Japanese account holders had opened
online trading accounts, and of those one in ten were actively trading online. Some of these trading
services can be performed via mobile telephone networks [2]. However, the lack of full realization of
online transactions could be as a result of lack of proper security and privacy considerations in respect
to consumers or online users.
In 1999, the Ministry of Postal and Telecommunications carried out a survey with 968 respondents
regarding the Internet and privacy. Of that group, 70% have an interest in privacy protection, while
92% acknowledged that they feared that their personal information were being utilized unknowingly.
This shows that many people online in Japan are so much concerned about their confidential
information. It means that if the issue of privacy fear could be eradicated many people will be
confident to go online for their transactions. Having considered this issue of privacy fears critically,
we concluded that the SPLC framework would be a great relieve if it is implemented in Japan for the
transactions of online businesses. The reason is that most online transactions involve confidential
information and it is clear that many online users are concerned and afraid of transacting their
businesses. The SPLC framework takes into consideration the issue of privacy fears by allowing the
users that will transact business and will involve confidential data to make use of strong encryption
technique in order to make their information secured online.
In the year 2000, the Electronic Policy Division of METI’s Machinery and Information Industries
Bureau conducted a survey in partnership with Andersen Consulting, and determined that Japan’s B2B
e-commerce market can anticipate growth from a 1998 high of 8.6 trillion yen to a forecasted 68.4
trillion yen by 2003. The Ministry of Economics, Trade, and Industry (METI) expressed her concerns.
Showing that Japan’s B2B e-commerce market is relatively in its infancy, transactions of 8.6 trillion
yen only accounts for 1.5% of Japan’s total business transactions. Presently, most information
systems used for transacting B2B e-commerce were under development or engaged in advanced
testing. Japan’s immediate concern is to provide a clarification as to what is the composition of this
new form of commerce, and the information technology community help it live up to what has been
hyped globally as the new economy[3].

65

John Ayoade and Hiroyuki Ohno

Electronic commerce in Japan has begun to expand not only in business-to-business but also in
business-to-consumer transactions. However, many direct marketers have begun to conduct sales
using personal computers and the Internet. In addition, because of the small initial investment required
for start-up, many businesses other than direct marketers have entered this market. In the current
electronic commerce, a contract is concluded over the Internet, while most payments are made off-line
through credit card or bank transfers.
One question is why only few consumers actually get into e-commerce although there are many who
are interested in e-commerce?. According to a questionnaire by the Electronic Commerce Promotion
Council (ECOM) to consumers, they are afraid that they might be cheated by virtual merchants on the
network, that their personal data might be improperly collected and distributed, and that they cannot
find goods and services they needed at the virtual shop. In order to promote e-commerce, we need to
reassure the consumers by taking some measures to clear up such anxiety on the part of consumers [4].
Regarding this kind of concerns the SPLC framework could be a means to boost the confidence of
consumers’ transactions online. The SPLC framework as being discussed allows online consumers to
use the maximum encryption technique suitable for securing their confidential information. If the
SPLC framework is implemented in Japan and such consumers’ concerns regarding their confidential
information is removed then there is a possibility of realizing the optimum goal that Electronic
commerce (B2B or B2C) could bring that Japanese government forecasted for Japan in the nearest
future.
VIDEOCONFERENCING
Another service that can benefit from the SPLC framework is videoconferencing, for which generally
confidentiality should be safeguarded. Still more important is the protection of mobile
telecommunications, one of the fastest growing markets. As radio communications are easier to
intercept than wire communications, they should be better protected [5]. Frequently, participants of
videoconferences discuss valuable information that can be of critical importance to an organization's
current plans and future prospects. Organizations using videoconferencing are often victims of
industrial espionage by hackers, sometimes third party individuals hired by rival organizations to steal
mission critical data.
For any proposed or existing videoconferencing deployment, an analysis of the type of meetings
planned, should indicate the value of the meeting content to the organization and to external parties.
Until recently, an attack on ISDN videoconferencing was considered to be much more difficult to
achieve than a voice call intercept.
While an ISDN voice call can be intercepted for a couple of dollars, an attack on videoconferences
requires a little more hardware, but not much more. Off-the-shelf components costing less than
US$100 can be combined to build a device capable of intercepting audio from ISDN
videoconferences. However, strong encryption has proven to be the right solution for protecting
communications of all types. Since, the SPLC framework allows the use of strong encryption
techniques, the SPLC framework will be able to realize high level of confidentiality in the SPLC
framework.
Moreover, if less encryption technique is used there is a great security vulnerability to the
confidentiality and irreparable intellectual property of many organizations in the nearest future [6].
The SPLC framework will allow the use of very strong encryption technique in its system to secure
confidential information transmitted through videoconferencing in order to realize the above security
considerations.
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ILLEGAL WIRETAP IN JAPAN
Wiretapping is also another area where the SPLC framework could be applicable. In the Japanese
Constitution, the secrecy of telecommunications is guaranteed by Article 21: "Freedom of assembly
and association as well as speech, press and all other forms of expression are guaranteed. No
censorship shall be maintained, nor shall the secrecy of any means of communication be violated."
Furthermore, the Telecommunication Law, which is predicated on Article 21, states, "The secrecy of
telecommunication handled by telecommunication companies shall not be violated. "Since the secrecy
of telecommunication has been established as an individual right in both the Constitution and the
Telecommunication Law in Japan. Police cannot legally tap telephones. Tochoho (The Law Against
Organized Crime or the wiretapping law in Japan) would thus represent, in effect, a rollback of
citizens rights [8]
The most famous case involving police wiretapping was that of Ogata Yasuo, whose phones were
bugged for more than a year while he served as an official in the Japanese Communist Party. The
electronic surveillance was carried out mainly by a covert group of security police that specialized in
illegal activities such as the gathering of information on leftist groups. Renting a room near Ogata's
house, the police tapped directly into a telephone circuit connected to Ogata's residence. Ogata filed a
suit against the police, and won his case in both district court and the high court in Tokyo. It was
revealed in the trial that police never received a warrant for the wiretap; moreover, it became clear that
Nippon Telephone and Telegraph Company (NTT) offered illegal assistance to the police, helping
them select the correct phone circuit. Police involved in the case never admitted having tapped Ogata's
phone line, and an officer charged with wrongdoing in connection with the surveillance operation
repeatedly refused to testify in court, even under threat of punishment. The above proof shows that
SPLC framework could be a good system that could be implemented in Japan because the Japanese
constitution guarantees the protection of any means of communications violations according to the
article 12 of Japanese constitution. As it has been discussed in the SPLC framework, SPLC framework
guarantees the secrecy/confidentiality of information communication and on the other hand SPLC
framework allows the law enforcement agent to apprehend the criminal or anybody that misuses the
cryptography technique in perpetrating crime through thorough investigation.
ILLEGAL WIRETAP IN NORTH CAROLINA, U.S.A1
A Sheriff in North Carolina pled guilty to wiretapping and recording a high school teacher's telephone
calls, which the Sheriff intended to use to force the teacher out of his job.
Mitchell County Sheriff Vernon Lowell Bishop, 37, who was indicted by a federal grand jury in
Charlotte, admitted that he directed his deputies to illegally record a Mitchell County High School
teacher's conversations, which the teacher made from his home on a cordless phone. Count one of the
three-count indictment charged Bishop with intentionally procuring a deputy sheriff, who worked at
Bishop's direction, to illegally record the teacher's conversations for the purpose of forcing the teacher
out of his job. The second and third counts of the indictment charged Bishop with intentionally
disclosing the contents of the illegally recorded conversations to members of the school system and
the press in order to further his purpose. Bishop pled guilty to the first count of the indictment and the
government agreed to dismiss the other two charges. "It is especially troubling when those who are
charged with protecting the public abuse their positions of power and violate the public trust," said
Mark T. Calloway, U.S. Attorney in Charlotte, North Carolina. "Law enforcement has a duty to bring
to justice those in law enforcement who knowingly violate the law." The charges stem from an
investigation by the North Carolina State Bureau of Investigation and the Justice Department.

1

"It is especially troubling when those who are charged with protecting the public abuse their positions of power
and violate the public trust," said Mark T. Calloway, U.S. Attorney in Charlotte, North Carolina. "Law
enforcement has a duty to bring to justice those in law enforcement who knowingly violate the law."
http://www.cybercrime.gov/sheriff.htm
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Under the Federal Sentencing Guidelines and the terms of the plea agreement, the United States has
agreed to recommend that Bishop be sentenced to either home detention and/or probation. In addition,
Bishop has agreed to compensate the teacher $15,339 for lost wages as a result of Bishop's illegal
conduct. Under North Carolina law, the felony conviction will prevent Bishop from working in law
enforcement again [9]. This is another evidence to show that any encryption that allows backdoor to
the confidential information should not be allowed, this shows that if it was allowed there are a lot of
havocs that the law enforcement agent can do to the online users. Therefore, the SPLC framework will
be a good system to be implemented to avoid the online users violations. This also shows that sheriff
Bishop can misuse the financial or business confidential information that gets into his reach though the
illegal wiretapping.
THE U.S-JAPAN JOINT STATEMENT ON ELECTRONIC-COMMERCE
Electronic commerce will be an engine of economic growth in the Twenty-first Century, with the
potential to invigorate economies by enhancing productivity, streamlining distribution, and revamping
corporate structures.
Electronic commerce will enhance the standard of living of citizens in the United States and Japan, as
well as the rest of the globe, by creating new, high-paying jobs and opportunities. Small and mediumsized enterprises, in particular, will benefit from new opportunities to sell their products to a
worldwide market.
The Governments of the United States and Japan (councils) recognize the importance of working
together to promote global electronic commerce. They support and endorse the following fundamental
principles and policies, which should guide the development of electronic commerce [10]
PRIVACY AND PROTECTION OF PERSONAL DATA
To promote electronic commerce, it is indispensable that privacy be protected while the free flow of
data is maintained within and across borders. Effective protection of personal data is critical to
enhance consumer confidence in digital systems and global networks. Because of the diversity in
privacy protection and legal systems in different countries, both Councils urge international mutual
recognition and understanding of privacy protection based on the Guidelines of the Protection of
Privacy and Transborder Flows of Personal Data, released by the OECD.
Both Councils urge that political authorities take minimal legal measures only when individuals
actually suffer or are expected to suffer considerable harm from invasions of privacy. Moreover,
regarding privacy and protection of personal data the SPLC framework has taken this issue into
consideration when it allows the full use of encryption technique that will enhance consumer
confidence in the transaction of business online (electronic-commerce). In this perspective the SPLC
framework would instill online users` privacy that is one of the issues considered by the American and
Japanese council that could advance the electronic commerce.
ENCRYPTION
Because security and confidentiality of information are fundamental to the growth of global electronic
commerce, businesses and users must be free to select the strength and type of encryption technology
necessary to secure their valuable business and personal information (which is property in digital
form).
Corporations have a responsibility to their stockholders, clients, and trading partners to secure
valuable corporate information. In order to create a system that businesses and individuals will trust,
utilize, and be protected by, it is necessary that the private sector be free to provide consumers with a
full selection of cryptographic products and services. Both Councils support the emphasis on user
choice of encryption and industry-led, market-driven development of products, services, and
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international standards that users trust, as outlined in the "Guidelines for Cryptography Policy"
adopted by the OECD Council.
Industry will continue to work with political authorities to create interoperable encryption policies that
avoid mandating the use of specific types of encryption and that permit users` choice, promote
confidence, and provide a high level of security that users trust to support electronic commerce, while
not unnecessarily hampering law enforcement or national security needs. Both Councils are fully
committed to a meaningful dialogue with political authorities regarding issues of national security and
public safety.
Both Councils recognize that the liberalization of export controls on encryption technology may
promote the establishment of interoperable encryption policies. Both Councils applaud those
initiatives and anticipate that the appropriate policy to ensure security and confidentiality of
information will be created expeditiously.
From this point of view, the SPLC framework could be implemented in the two countries based on
their consideration to allow the free use of encryption and most especially the liberalization of export
controls on encryption technology that could enhance the growth of electronic commerce in both
countries (United States of America and Japan). As it has been discussed encryption technology will
ensure security and confidentiality of secret information. The SPLC framework ensures on one hand
the confidentiality of the information and on the other hand, it ensures the public safety by allowing
the law enforcement to apprehend the criminal by investigating through the SPLC organization when
crime is committed.
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ABSTRACT
Digital only subscription is increasingly popular as a means of journal and book delivery among our major
libraries. The advantages of digital delivery are apparent, but unlike traditional publications, digital
subscriptions are commonly not housed within our national boundaries. With an increasing large proportion of
book and journal subscriptions being digital only this presents an as yet un-quantified risk to the collections of
the major research and state libraries. At present very little attention is directed to the continuity of access to
increasingly important research resources through periods of economic, social or military instability. Escrow
contracts are an established method to guarantee continuity of business when licensing business-critical
software applications. A case for the establishment of digital Escrow database at the national level is presented,
and an architecture is suggested which proposes integration of the Escrow agreement as a fundamental element
of the digital resource supply chain. Such a lodgement could then become a contractual element of the
subscription to the benefit of both the publisher and the subscriber.

Keywords: Legal and policy issues
COLLECTIONS IN TRANSITION
The rapid growth in digital publishing on the Internet is accompanied by an equal growth in digital
publishing of academic journals. Online delivery of digital research resources has heralded a new era
of research opportunities emerging from enhanced capabilities for information discovery and resource
delivery. The strong user acceptance of digital journals, increasing e-publishing activity, and static
library budgets, are all drivers for the adoption of digital-only delivery of library resources.
Professional associations such as IEEE have established their own presence in the direct delivery of
large document collections through their digital library. The consolidation of substantial collections
with direct delivery has seen the gradual attrition of subscriptions to the traditional print format (Fox
& Marchionini, 1998; Weiderhold, 1995).
Journal collections in our major research, state and national libraries form an important national
research asset. Even outside major institutional research libraries, smaller research collections provide
an important service - for instance, research libraries in hospitals provide important day-to-day support
medical professionals and research in health delivery.
Libraries themselves have historically served a dual role of suppling the immediate information needs
of clients and the preservation of intellectual resources over extended periods of time. The transition
to digital-only subscription has attendant risks that are substantially different from those of print asset
management. This paper addresses those risks in the context of strategies for better long-term
management of digital resources.
In medieval times, there was an obvious relationship between the many days of labour that went to
copying a manuscript and the value of its long-term preservation. Historically, printed collections
have survived not through the efforts of a single library collection but through the distributed
collection building across countries and continents, assuring the preservation of intellectual resources
over periods of time greater than a single decade or century. Copying of digital resources is quick,
accomplished easily and results in a functionally identical copy of the original, to the dismay of
traditional music publishers. However, the ease with which digital content can be copied belies the
long-term archival difficulties surrounding the digital content.
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Digital content suppliers enhance the value of the resource itself by providing rich database resources
backed by document delivery. These databases are characteristically located outside our national
boundaries. Where the library retains ownership of the printed journal, electronic resources can be on
the licence terms of an annual subscription.
RISKS ASSOCIATED WITH DIGITAL RESOURCES
The move to subscription-based digital library collection building has associated with it inherent risks
of technological availability and obsolescence. For existing digital assets already in outdated formats
(for example 8” floppy disk) libraries are often in no position financially to undertake fundamental
research in areas of technological migration from different versions encoding, media storage or
content delivery platform (Ekman, 2000; Phillips, 1998). However, the budgetary and research
benefits for moving to digital collection building and digital subscriptions are such that small and large
library services are in the process of making or have already made key strategic decisions to subscribe
to journal publications in digital form only (Fox & Marchionini, 1998; Weiderhold, 1995).
Digital resources present both short and long-term risks to institutions. To understand these risks it is
important to understand the transition from management of a physical resource to the management of
an Information System. Business Continuity Planning (BCP) is a set of business strategies to provide
assurance of continuing operation for the multi-faceted logistics of Information Systems operation.
BCP comprises a risk analysis that lays the foundation for a Disaster Recovery Plan (DRP).
The short-term risks typically include the problems associated with application stability and change
management, network access and operational continuity of the client and server technology
infrastructure. Long-term risks are systemic to Information Technology, not the least of which is
long-term certainty in resource delivery. The record of long-term persistence of Web-based resources
is generally poor even over durations as short as five years (Lawrence et al., 2001). With e-journal
publishers experimenting in different content formats for content delivery, subscription comes with
often unquantified attendant technology risks.
Risks associated with external suppliers can include business failure, failure to deliver supplier in an
effective and timely manner, and discontinuation of service supply. While many elements of
Information Systems architecture are interchangeable over time, some critical systems may have a
single supplier, and service risks associated with these assets are typically managed through some
form of Escrow arrangement. The Escrow is a contract between the supplier and the client giving
assurance based on specified conditions of access to resources to allow continued service delivery
independent of the original supplier. Traditional DRP strategies for business rarely need to address
service continuity beyond time required for system replacement. The additional responsibility faced
by libraries for long-term collection building present a different cost dynamic to DRP Traditionally in
journal publishing, neither the author nor the publisher has borne the burden of archival management
of digital resources. Arguably, the publisher is now principle archival source for their digital
resources. However, where the publisher is also the distributor, libraries face precisely the risk of
continuity of service supply from a single source. Publishers and distributors are not immune over the
long term from economic hardship or disruption due to social factors beyond their control. In this
context libraries face the risk of substantial collection loss.
SUMMARY OF RISKS
The risk management of traditional print collections revolves around:
a) The physical risks to the collection itself (fire, and other forms of destruction)
b) The risks of media deterioration over time.
The Figure 1 classifies the risks as they pertain in the short, medium and long term in the persistence
and archival management of digital resources.
In the short term all Information Systems face the standard system continuity issues relating to
hardware, networking and Operating Systems interruption. In addition to these risks, Digital
subscriptions are increasing placed through suppliers of heterogenous collections of journals, with the
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resulting financial risk of duplicated journal subscriptions. In the medium term, issues of supplier
continuity become prevalent, with the fragility of license contracts, risks of fee escalation, and through
business transitions such as business takeovers, failures and bankruptcy administration. The ongoing
management of digital collections may also require continuing accommodation to new media storage
formats, content encoding methods, potentially with the costs of retrospective conversion of collection
resources (where copyright allows).
In the long term, issues of media obsolescence and vulnerability increase in importance. Unlike print
media, even partial damage to digital storage systems can compromise the entirety of the digital
contents. This risk is ameliorated by the ease with which digital content can be copied (through
backup systems and distributed databases). The obsolescence of software architectures and changes in
software versions across platforms can present problems in reviewing content that might be scarcely a
decade old. Changes in encoded media formats and shifts in technological architectures for delivery
can be profound. There is simply no experience in the management of digital resources for time spans
exceeding a century.
The delivery of information systems infrastructure is increasingly dependant on many overlapping
systems, vulnerable to failure in many ways not the least of which now is disruption and attention
from would-be-terrorists (Longstaff, Chittister, Pethia, & Haimes, 2001).
SHORT TERM
(0-5 years)

MEDIUM TERM
(6-15 years)

LONG TERM
(> 15 years)

System continuity.

Changes to media storage and
content encoding. The cost of
retrospective conversion of
content into current delivery
methods

Business failure of digital
subscription suppliers

Duplication of
subscriptions with
different aggregate
database providers.
Heterogeneity of
architectures to support
Hardware, Networking
and Operating System
interruption.

Business failure or ownership
changes in key service
suppliers.
Licensing changes in content
supply.

Inability to sustain
subscription charges for
retrospective material.
National boycotts
Proliferation of online
resources
Long-term content location
and identification
Long-term persistence of
access
Media longevity for
archival digital content.

Figure 1 Risks associated with Digital Resources
For libraries, digital collection integrity depends on the long-term continuity of access to the suppliers
Information Systems. The failure for whatever reason (networking failure, business failure, war,
natural disaster) of the supplier to provide continuity of service can therefore compromise
retrospectively the established collection.
Few libraries have significant resources for new software development, let alone retrospective archival
content conversion. Some national efforts have seen the establishment of organizations specifically
focused on the preservation issues, such as the Archaeological Data Service (ADS) in the UK
(Richards, 1997). The ADS survey of archaeological computer records of the now closed Newham
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Museum Archaeological Service revealed a 5% loss of data due to corruption of data stored on floppy
disk. Of course, most research Institutions and online database service providers have established
Business Continuity strategies directed to operational and environmental hazards. Recovery of data
that is placed at hazard through lack of archival planning can also be very expensive (Chen, 2001).
The trade-off between the cost of recovery against the cost of service disruption is an essential element
of the risk analysis. This cost of service interruption is contingent on the nature of the organisation
and its use of the Digital resources, and the effect of service restrictions to ongoing operations.
Typically libraries can tolerate disruption to services even over a few days through reliance on the
established inter-library resource sharing networks, as demonstrated to the effective management of
services during the bushfires in the Australian Capital Territory. As the period of investment in digital
collection building increases, so does the financial exposure of collection loss if alternate supply must
be negotiated.
APPROACHES TO RISK MANAGEMENT
The risk exposure associated with digital collections can be ameliorated in a number of ways. Among
the emergent methods for assuring access to digital resources are the development of alternative
distributed collections, market pressure by larger institutions on behalf of smaller institutions and
standard approaches to Escrow
Alternative suppliers and open Source Collections
The development of multiple digital database suppliers presents one form of risk mitigation. Large
database vendors now offer document delivery of multiple journal collections. There are no
substantial database vendors located within Australia offering such as service. “Open source” also
digital libraries present an alternative delivery methodology for published journal articles. The
examples of SPARC (Association of Research Libraries, 2001) and Public Library of Science(Public
Library of Science, 2001) show the level of concern at the free flow of information and the archival
issues surrounding research publishing. They are an interesting challenge to the current regimen for
academic journal publishing and as such are already being harnessed as alternative information
systems research vehicles. They may also form an alternative digital archive resource for access to
valuable research resources. While they do not represent a consistent collection replacement for
purposes of digital collection building, the emergent open source collections do demonstrate the
increasing ease with which substantial collections of digital resources can now be shared.
Market Pressure
Smaller to medium-sized libraries generally depend on the community pressure that can be exerted in
the case of a significant failure:
"If hundreds or thousands of libraries want access to a failed publisher's content, money will
talk and a way will be found to provide access. The library community currently has several
non-profit corporations that provide web access to old journals or that Escrow and insure
perpetual access to current e-journals. While it is not prudent to state that there is absolutely
no risk involved with archival access to e-journals, as a practical matter the risk is minimal,
and loss of access to content is unlikely as long as the present international higher education
and library structure continues." (University of Texas, 2002)
That form of peer support may not be available if the service failure results from trade boycott,
broader economic problems, or other trans-national externalities.
Digital Escrow
The realities of business risk were illustrated recently with the Chapter 11 filing of digital e-book
supplier NetLibrary. In that case, OCLC, acting as an Escrow agent, was prepared to release holdings
to libraries in difficulty in CD-ROM (Letts & Walster, 2001). However, an Escrow agreement is only
as effective as it is periodically tested. That is, content placed in Escrow must periodically be tested to
ensure that it is usable – and this may well imply the availability not only of the individual resource
itself but also the systems facilities to effectively retrieve the resource, and the runtime engines to
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effectively deliver the object to the client. The establishment of a multiplicity of Escrow agreements
with multiple different digital subscription suppliers has several limitations:
x Many libraries are not in a position of sufficient leverage to negotiate an agreement that would
provide effective coverage
x There can be considerable costs in negotiating a specific satisfactory Escrow arrangement
x Libraries may not be aware of the full spectrum of issues surrounding effective Escrow
coverage when signing agreements.
An escrow agreement is only as good as it is periodically tested. Given the multiplicity of potential
journal suppliers, the validation of the content placed in escrow can be problematic.
Distributed digital repositories
Distributed database architectures for the dissemination and delivery of digital library objects have
been evolving for some time. Paepcke et al. (1996) present a CORBA-based model for distributed
management of queries among digital library services . This was extended by Cresco and GarciaMolina(1998) to a distributed model for digital library objects with the specific objective of long term
persistence of objects . They examine the robust and secure transactional delivery of digital library
objects, with particular attention on architectures for achieving the long-term persistence of this
information. While this highlights the information system complexity of distributed library object
management, it also provides an effective model for the distributed management of digital resources in
the context of long-term persistence. In particular, they highlight issues relating to the:
x

Distributed management of the resource to maintain persistence of the information over time

x

Mechanisms for ensuring and validating the identity of digital objects.

The development technologies in these areas combined with the efforts by national institutions to build
interoperability in their digital collections has seen the emergence of effective distributed models of
digital resource sharing (Fox & Marchionini, 1998). Information retrieval architectures such as
Z39.50 provide a framework for the distributed interrogation of information resources, and this
standard has recently been extended to incorporate the “digital library object”.
Chen (2001) and others have suggested models for the appraisal and archival management of digital
information. They identified the importance of effective information retrieval engines as part of the
archival strategy.
The economics of establishing distributed resource sharing networks are continually improving. The
Gratisnet Service represents an interesting innovation in distributed collection management of journal
resources among health libraries in Australia. Over 300 libraries have joined in a network to provide
distributed intelligent-agent inter-library load services optimised for lowest-cost provision of health
journals that are otherwise expensively or poorly supported in traditional Inter-Library Loan services.
They achieve this at an annual cost per library of $110 (National Resource Sharing Working Group,
2001). Other large content clearing-houses already exist and provide an effective role for
dissemination of information, often at very low cost. Another example in the humanities is the
Electronic Cultural Atlas Initiative, a project to provide an international distributed databases
archaeological spatial and GIS data set metadata (Electronic Cultural Atlas Initiative). A key strength
of digital multimedia content is the easy with which it can be copied. While this presents dramatic
challenges in the management of Intellectual Property rights protection, it equally holds possibilities
for long-term preservation. The more widely content is distributed, the more likely to be that a usable
copy will be preserved in the long term. Most published digital journal resources are in a highly
standardised digital format such as PDF (Portable Data Format) that at least ameliorates the issues of
software obsolesce in the delivery systems. The implementation of effective Escrow clearinghouses
should not present a fundamental technological or financial challenge.
The Yale Electronic Archive (YEA) is a joint project with the publisher Elsevier, directed to
establishing a substantial archive for Escrow and archival management of their digital journal
collection.. The YEA project demonstrates that collaboration between publishers and subscribers for
the establishment of a digital archive is economically feasible (Yale University Library, February
2002).
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A PROPOSED MODEL FOR RISK MANAGEMENT OF DIGITAL CONTENT
Figure 2 presents a proposed model for Escrow arrangements combined with distributed

Subscribers
Take out escrow
subscription to
repository
Subscribe to
Digital Resources
from

Research
Clients

Releases escrow
objects on trigger
conditions

Discover
research
resources and
suppliers using

Escrow
Agent

Publishers

Digital Escrow Clearinghouse(s)

Subscriber 1
assets

Subscriber 2
assets

Deposit Digital
Resources to

Subscriber 3
assets

Figure 2 Clearinghouse management of Digital Resources

clearinghouse-style distributed digital archives as part of an overall BCP strategy for risk management
digital resources in libraries. The model is framed around the establishment of distributed digital
resource database accepting contributions from publishers and funded through Escrow subscriptions
from libraries. It proposes the integration of the Escrow deposit as an ongoing element of the
Document supply chain, allowing for greater long-term assurance for subscribers of collection
continuity. Such an approach presents opportunities for improved document discover with referral to
relevant document delivery agents. The resulting digital archive, as it matures, has the prospect of
providing a rich research resource and a conduit to the originating content suppliers as the document
delivery agents. Finally, the integration of the Escrow deposit as part of the document delivery supply
chain enhances the prospect that the Escrow collection will be effective it its Escrow release
conditions are ever met.
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To be effective, the clearinghouse must bring together three key distributed collection elements:
x

Content identification. Distributed content identification servers would be required to satisfy
the need for long-term archival management and discovery. An effective standard for the
distributed catalogue management of digital content and associated meta-data would also be
required.

x

Distributed content sharing with standards-based information retrieval architectures using
either web-based Indexing or the Z39.50 distributed indexing.

x

Content Escrow services. Digital Escrow content servers should be central to the content
identification and retrieval architectures. Such content servers could provide functionality in
three ways:
a) As a referral agency to the appropriate licensed or publishing server, where
Escrow arrangements have not been triggered.
b) As a direct delivery agency where Escrow conditions are triggered.
c) As the deposit agency for digital content on a national or institutional grouping
basis.

Without the co-operation of publishers and database vendors, an Escrow approach is not achievable,
and any legislation to enforce such co-operation is very likely to fail at national borders. The Yale
Electronic Archives project demonstrates that Escrow provision can be forthcoming, and can enhance
the reputation of the supplier by providing continuity of service assurance to the client. The
establishment of Escrow clearinghouses may also offer new commercial opportunities for publishers
and database vendors to market their collections and services, if the clearinghouse facilitated effective
content discovery while still referred delivery to relevant suppliers.
If the Escrow database is nurtured as a resource in itself, there is a greater probability that the
clearinghouse will adaptive to new technologies at the same rate as they are adopted by authors and
publishers. In particular, if the Escrow agent is also a mediator for digital content discovery, there can
be better confidence that it will be able to fulfil a role for long-term archival storage its digital content
in a manner that protects the rights of the content subscriber.
Libraries have demonstrated in the past very effective collaboration in building substantial distributed
information resources. Similar effort should now be applied to establishing an agreed framework for
Escrow management of digital subscription collections on an Escrow basis to provide a system for
long term Digital Resource collection continuity.
CONCLUSION
Collection building of digital journals entails risks that are sometimes not recognised in typical ejournal subscription contracts. The profound added value to research represented by online
subscription delivery of digital library resources is likely to see the accelerated adoption of digital-only
subscription. This may well be associated with concentration of these resources through single rich
online database vendors. In the long term it will only be through effective collaboration with
publishers in the establishment of effective Escrow management approaches that the collection
integrity of Digital Libraries can be ensured. The long-term analysis of these risks should not exclude
business failures due to economic misfortune, arbitrary changes at the business or governmental level
in relation to ongoing access, and catastrophic events beyond the control of any single institution. This
paper presents a model for managing the risk associated with digital resources based on a
clearinghouse systems model supporting Escrow contracts with publishers and online database
vendors. Such a model may also be applicable to the management of published digital resources in
other contexts.
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Approaches for ameliorating these risks should be on the agenda of all organizations that are moving
to digital-only delivery of their content, including digital libraries, media organizations and those
responsible for archival document management in business.
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ABSTRACT
In many cases, Defence accreditation authorities require particular elements of an information system’s
architecture to undergo evaluation in order to gain a level of assurance that these elements will not open up
security vulnerabilities in Defence systems. This is particularly the case when the system in question introduces
new technologies or architectures that affect the ability to use traditional perimeter security to protect the
system from the outside world or other, lower security, systems. Emerging wireless standards introduce a
number of challenges to information system security by significantly changing the way we connect up and
interact with computing systems. This alone will increase the requirement for evaluation in systems
incorporating these technologies. However, there are a number of characteristics inherent in the way these
technologies will be used that may make security evaluation of the technologies very difficult and, in some cases,
highly impractical. This paper is intended to discuss the issues associated with evaluating and accrediting
security in emerging wireless technologies and systems for use in Defence in Australia.
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INTRODUCTION
Wireless communications were used for the first time by an army on active service over one hundred
years ago, during the Boer War, for communication between naval vessels (IEEE n.d.). Since that
time, increasing use has been made of wireless technology (Marconi 2003, MILSATCOM n.d., Onley
2002).
We are currently seeing a raft of wireless development in the commercial arena that is getting both
Defence technology researchers and their Defence Force customers excited. The range of potential
Defence applications for these technologies is huge but, unfortunately, the major barrier is that the
commercial arena does not design their products to meet military information security standards.
As leaders in research into and use of cutting-edge technologies, defence organisations cannot afford
to be left behind in making use of developments in wireless technology. History shows that superior
information capability is a critical competitive factor in the success of any commercial or military
enterprise (Onion n.d.). The need for superior information capability is acknowledged in planning for
the future, with an increasingly sophisticated array of technologies and applications envisaged (US
Navy 2002, US Army 2002, DMO n.d., Global Security n.d., Jenkins 2003). In the field, there is a
strong requirement for highly mobile forces with pervasive use of computing strongly indicated.
Wireless has a significant role to play here, and descriptions of future warrior concepts tend to
emphasise the use of small, handheld devices or wearable computing devices (Zieniewicz & Goodman
2003). The dilemma, then, is how to approach a solution for the long and short term that allows
Defence to take advantage of the new technologies, without compromising security requirements.
The purpose of this paper is to discuss this problem and the viability of potential approaches for
solving it. Section 2 introduces the characteristics of emerging wireless technologies and the general
security issues. Section 3 discusses military security requirements and how these are affected by the
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characteristics of these technologies. Section 4 looks at the viability of potential approaches for
solving this problem in the long and short term. Finally, we give our conclusions and
recommendations for future work in this area.
CHARACTERISTICS OF EMERGING WIRELESS TECHNOLOGIES
The wireless standards that are currently emerging are aimed at a convergence between the
telecommunications domain, particularly in the area of mobile telecommunications, and the computing
domain. As a result, the characteristics of current and future wireless usage are significantly different
from those encountered in past usage. In particular, usage scenarios tend toward what is popularly
referred to as ‘pervasive computing’ (Spohrer & Stein 2000). This involves highly mobile users
carrying computing and communications capabilities with them wherever they go, using small frontend devices that may have ‘invisible’ interfaces. In addition, the pervasive computing vision includes
such mobile users interacting, either directly or via mobile devices, with environments that are highly
instrumented with embedded computers. Characteristics that impact on wireless usage include:
small & compact wireless-enabled devices,
wireless networking between
– mobile devices,
– mobile devices and devices embedded in the environment,
– mobile devices and networks,
ad-hoc wireless networking, including location-based services, and
wearable computers.
There are quite a number of wireless standards, of which the IEEE’s 802.11 series are perhaps the
most well known (Nichols & Lekkas 2002). Bluetooth is another technology standard for wireless
communication that is primarily aimed at short-range use (Nichols & Lekkas 2002). Other wireless
standards, such as 2.5G and 3G technologies (Jamalipour & Yabusaki 2003), have grown from the
telecommunications arena and are mostly aimed at use in mobile phones.
Security Issues
There are a range of security issues associated the emerging wireless technologies. Many of these are
well known and are associated with the quality of security specified in the standards (Arbaugh et al
2001, Borisov et al 2001, InteropNet n.d., Walker 2000), as well as aspects of the standards
development process itself (Langlois 2002).
Other security issues arise due to the characteristics and intended use for these standards. These
characteristics have major implications for the importance of good quality security, while also placing
limitations on the ways in which such security can be implemented. For example, wireless devices
tend to be smaller than their wired counterparts. Their size, in combination with wireless connectivity,
makes such devices desirable for use in situations where a high degree of mobility is required.
However, the ability to carry and use a network client outside of secure physical boundaries
dramatically increases the risk of interception of communications, loss or theft of the client device,
exposure of data through device input and output, and unauthorised attempts to connect to the network
or the client device. As a result, the appropriate use and implementation of encryption and
authentication, among other security mechanisms, is significantly more important than if the
characteristics of wireless usage were the same as those for wired.
At the same time, however, device sizes cause difficulties with implementing such security, as the
processing power is less, storage capabilities are limited and there are limits to the type of
cryptographic algorithms a device can support. With mobility a goal for most new wireless systems,
the weight of wireless devices, and any attachments, must be kept down to enhance usability.
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These issues result in an increased tension between security and usability for emerging wireless
technologies and their potential uses. Unfortunately, further issues result when attempting to address
military security requirements.
MILITARY SECURITY REQUIREMENTS
Defence departments develop policies that have a basic core of information security – see, for
example, a US Defense directive on Information Assurance (DoD 2002). In the Australian context, the
processes of accreditation and evaluation play a significant core role in Defence information security
policy and demonstrate the rigorousness required in order to achieve this goal.
Accreditation
Accreditation is the process by which a system is acknowledged to have met security requirements
and, thus, is approved for use under the appropriate conditions (Brewer 1998, CCITSE 1999). The
process involves (Brewer 1998, DSD ISG n.d.a, DSD ISG n.d.b, DSD ISG n.d.c):
threat and risk assessment,
definition of the system and its security measures, addressing those threats identified in the threat and
risk assessment,
implementation and verification of agreed security architecture according to defined system and
security measures,
validation and testing of implemented system security architecture to ensure that it is effective,
post-accreditation training and management, including security awareness and training, configuration
control, on-going vulnerability testing, audit trail monitoring, incident handling, and management of
user accounts, assets and change.
During the assessment and definition stages, it may be identified that particular points in the
architecture require the use of evaluated products, due to increased threat and risk. This often occurs
at boundary points in architectures, where a system interacts with another less secure system, such as
the Internet, or where elements of the system cannot be securely physically protected.
Evaluation
Evaluation is the process of rigorously examining a product or technology against a set of criteria to
ascertain, with a particular level of assurance, that it performs as it is intended to perform (DSD n.d.).
There is a range of assurance levels with increasing process requirements including functional testing,
configuration control during development and formal verification of the design and testing. The
process involves the development of a formal Security Target document, which is evaluated and then
used as the basis for the product’s evaluation. The product’s evaluation is carried out according to the
process requirements for the targeted assurance level. Evaluation in Australia is carried out under the
Australasian Information Security Evaluation Program (AISEP) (AISEP n.d.).
There are a number of methodologies used around the world for evaluation, of which the three most
notable are the Information Technology Security Evaluation Criteria (ITSEC) (UK ITSEC n.d.), the
Trusted Computer Security Evaluation Criteria (TCSEC) (TCSEC n.d.) and the Common Criteria for
Information Technology Security Evaluation (CCITSE) (CCITSE n.d.). The AISEP currently allows
evaluations under ITSEC or the Common Criteria.
The Common Criteria was developed to address the issue of international mutual recognition of
evaluations to avoid the need for re-evaluating products in countries under the agreement. As well as
evaluated Security Targets, the Common Criteria uses Protection Profiles, another evaluated formal
document, which states the security requirements for a particular category of product. An evaluated
Security Target may meet the requirements of one or more Protection Profiles, in which case the
successfully evaluated product may be considered for use in the situations outlined in the Protection
Profile.
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Functional Test.

EAL2

Structural Test.

EAL3

Methodical Test and Check.

EAL4

Methodical Design, Test and Review.

EAL5

Semiformal Design and Test.

EAL6

Semiformally Verified Design and
Tested.

EAL7

Formally Verified Design and Tested.

mutual recognition

EAL1

Figure 1: Common Criteria Evaluation Assurance
Levels (DSD ISG n.d.a)

Figure 1 gives a brief outline of the Common Criteria’s assurance levels and their associated
requirements. Though the Common Criteria outlines 7 evaluation assurance levels, from EAL1 up to
EAL7, the mutual recognition agreement only covers evaluations up to EAL4 and does not cover
cryptographic products.
Technical Issues in Evaluating and Accrediting Emerging Wireless Technologies
Many of the characteristics of new wireless technology have 2 major impacts on evaluation and
accreditation; they:
increase the requirement for evaluation, including requiring more components to be evaluated, and/or
increase the difficulty of evaluation and accreditation.
These, in turn, have practical implications for the viability of evaluating security products
incorporating new wireless technologies.
The basic concept of new wireless technology usage scenarios is to blend computing in with people’s
lives so that they can access its capabilities with fewer physical limitations. The problem is that this
blending and reduction in physical limitations expose computing capabilities to greater risk and abuse.
Physical limitations have been used, in the past, as founding assumptions in the development of high
assurance security strategies to protect systems. Lack of mobility has made it easier to control the
environment in which computer access takes place; lack of sensors has made it easier to separate
physical and cyber information environments; the need for physically limited connection media, such
as wiring, has made it easier to control and protect communications and to separate networks and
systems from one another. Unfortunately, the physical world, on a pervasive scale, is much more
difficult to control. For example, how does one stop a network password, being entered into a mobile
device in a public place, from being visible or detectable by anyone or anything else?
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Boundary point

Boundary points

Physical boundary
Figure 2: Traditional perimeter security

Figure 3: Potential points of exposure without
traditional perimeter security

Without traditional physical limitations, system boundaries can expand from a few major points in a
network architecture to several points of exposure in every physically unprotected device in the
network (Figures 2 & 3). In other words, every component that interfaces to the outside world ought
to incorporate trusted security. Output components, such as displays and transmitters, need to
incorporate security that protects against unintended exposure of information. Input components, such
as listening components like microphones and receivers, must incorporate protection to prevent
unintended corruption of the system and loss of physical privacy.
Evaluation and accreditation become both more important and more difficult to achieve because it is
boundaries that require greatest protection. Since many more components form a part of the
boundary, many more components require evaluated security. This significantly increases the effort
and financial commitment required in order to use wireless devices that many users take for granted in
day-to-day private use. Some components, such as a device display, may not be able to be adequately
secured and so, in order to satisfy accreditors, may require protection via usage restrictions – perhaps
beginning to encroach on many of the advantages of using wireless technologies in the first place.
POTENTIAL FUTURE APPROACHES
In order for military organisations to make secure use of emerging wireless standards and
technologies, some effort will be required to identify and implement the most appropriate approach.
In identifying this approach, there are a number of elements to consider that will affect the attitudes of
various stakeholders towards Defence use of these technologies. These elements are not just
technical, but also include economic and practical implications for different stakeholders.
Military-developed Wireless Devices
Military-developed solutions are most appropriate in situations where the required functionality is not
available in commercial solutions. In regard to wireless, this may have been the case in the past, when
wireless technologies were already at use in some way within the military and commercial use was
lagging far behind. However, the wealth of activity in the commercial wireless arena in recent times
means that many of the new commercially-developed wireless devices have great potential for
application in the military.
The key reasons against Defence developing military versions of commercial wireless products are
mainly economic and practical. One reason is that the commercial sector already has considerable
expertise in developing products for the wireless market. Defence gets the greatest value from its own
research and development when it is able to focus on areas that add value specifically for Defence,
rather than re-inventing commercial products.
In addition, design and development is fairly slow in Defence because fewer staff can be dedicated to
this purpose. When added to the length of time required for evaluating developed products, this
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means that Defence customers have to wait much longer before the accredited system can be
implemented. This impacts the lifecycle of military-developed products for a number of reasons.
Unless considerably ahead of commercial developments, by the time military wireless products are produced
they is likely to be considerably more limited in functionality than their commercial counterparts and,
due to the expense and time involved in it’s development, it would not be desirable to have to replace
or update the product too soon. In comparison, the commercial product lifecycle is very short, with
products being constantly updated and improved. The cost of commercial production is also typically
lower and easier to defray, since their products can be produced in much larger volume and sold to a
wider market.
The major advantage in using military-developed wireless products, in the current climate, is that they
would be able to build in features that are designed to meet Defence security requirements or other
Defence specific aspects, such as ruggardisation. Unfortunately, apart from the Defence-specific
aspects, there would be a considerable amount of overlap when developing functionality for these
products. As a result, military development based around current public wireless standards and
products is not a particularly desirable solution in the long or short term.
Evaluate Commercial Products
In the case that commercial wireless security becomes well-developed and well-implemented, it is
possible that use of commercial wireless products in lower-classification scenarios may come to look
much more viable. This is largely dependent on the quality of encryption, key management and
device security that commercial manufacturers use in their implementations. There are some
problems, however, in that the security mechanisms will still need to be evaluated before a system
using these products can be accredited. For cryptographic components, this means evaluation and
approval of both the algorithms and their implementations. Key management and device security
mechanisms would also need to meet the criteria set up by Defence policy.
As a result, evaluating commercial products is not as simple as picking a useful product and sending it
off for evaluation. Quite apart from the cost and time involved in evaluation, in order to meet Defence
security policy requirements a product’s security mechanisms usually have to be designed with these
requirements in mind – evaluation only ensures that they have been implemented properly. Since the
Defence market is considerably smaller than the public market, where the demand for high assurance
security is considerably less, the likelihood of many manufacturers choosing this path is not great. In
addition, there is no guarantee that, once evaluated, Defence will purchase a particular product at all,
let alone on any scale that will cover the cost of evaluation. This gives product manufacturers little
incentive to spend the time and money required for their products to go through formal evaluation.
The United States’ Defense market is much larger and companies may be more likely to consider it
worth their while to evaluate for the sake of capturing this market. There are still some problems with
this, however, since the encryption forms a significant part of wireless security and it is not covered by
the Common Criteria’s mutual recognition agreement. As a result, these products would still need to
undergo evaluation in Australia before they could gain approval for use in Defence here.
A further problem is that, once a product is evaluated, the evaluation is valid only so long as the
evaluated components do not change. Since commercial products and standards are changing all the
time, Defence may still find itself lumbered with using outdated products at great expense both
financially and operationally. This is especially the case if products are not designed in a modular
fashion, allowing the reuse of evaluated components with the new updated components.
Security Add-ons
The viability problem when evaluating products is not entirely new. In the past, however, this
problem has been avoided in as many cases as possible by keeping systems separated by physical
controls, though it has made the use of these systems somewhat more inconvenient. Developments in
the Australian Starlight research program, however, have demonstrated how high assurance security
may be achieved in a more economic and practical manner by retrofitting security add-on devices to
untrusted commercial products (Anderson et al 1996).
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The Starlight philosophy is to isolate critical security functions from other functionality and provide
them in a separate high-trust environment such that:
x
x

only the high-trust component needs to be evaluated, and
the high trust component can be used with new products as they are released.

This approach works very well in traditional computing systems; however, there may be additional
difficulties in applying the same approach to current and future wireless devices. Mobile computing
devices appeal to users because they are small, compact and can incorporate a wide range of
functionality. However, these characteristics may make retrofitting high-assurance security more
difficult. Add-ons need to retrofit without significantly changing the size, shape or weight of the
device. Due to compact rather than modular design, add-ons must also be able to hook into the
existing device architecture in the appropriate places, without requiring the re-arrangement of the
device’s internal components. This may be difficult, unless the device was designed with such addons in mind, thus requiring the co-operation of product manufacturers and limiting the range of
devices that are suitable.
In the long-term, this approach still seems the most effective in terms of economic and practical
viability. However, it will require further research and development, as well as interaction with the
commercial sector, to ensure the technical means for this approach.
CONCLUSIONS & FUTURE WORK
The usefulness of wireless communications for military applications is well accepted, however the
security risks are just as well known. The future direction that wireless use takes in the military is
considered to be subject to technical, policy, economic and commercial considerations. Due to the
significant practical advantages in using the ‘retrofittable security’ approach, we recommend that
future research look at technical solutions for achieving this approach.
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ABSTRACT
With the protection of critical information infrastructure becoming a priority for all levels of management, there
is a need for a new security methodology to deal with the new and unique attack threats and vulnerabilities
associated with the new information technology security paradigm. The fourth generation security risk analysis
method which copes with the shift from computer/information security to critical information infrastructure
protection is the next step toward handling security risk at all levels. The paper will present the methodology of
fourth generation models and their application to critical information infrastructure protection and the
associated advantages of this methodology.

Keywords: Critical Information Infrastructure, Security Risk Analysis and Information Warfare
INTRODUCTION
Understanding and managing Critical Information Infrastructure (CII) security risks is a priority to
most organisations dealing with Information Technology (IT) and Information Warfare (IW) scenarios
today (Libicki 2000). Traditional security risk analysis was well suited to these tasks within the
paradigm of computer security where the focus was on securing tangible items such as computing and
communications equipment (NCS 1996, Cramer 1998). With the growth of information interchange
and reliance on information infrastructure, the ability to understand where vulnerabilities lie within an
organisation, regardless of size, has become extremely difficult (NIPC 1996). To place a value on the
information that is owned and used by an organisation is virtually an impossible task (Busuttil and
Warren 2001a). The suitability of risk analysis to assist in managing IW and Critical Information
Infrastructure-related security risks is unqualified, however studies have been undertaken to build
frameworks and methodologies for modelling Information Attacks (Beer 1984, Molander et al. 1996,
Johnson 1997, Busuttil and Warren 2001b, Hutchinson and Warren 2001) which will assist greatly in
applying risk analysis concepts and methodologies to the burgeoning information technology security
paradigm, Information Warfare. The concept of fourth generation security risk analysis takes the form
of the conceptual model of layered logical transformation models (LTMs) (Busuttil and Warren 2002).
These models allow stakeholders to apply risk analysis to traditional IW scenarios so as to deal with
the problems of scalability and inaccurate cost analysis as well as being dynamic enough to keep up
with the constant changes occurring in information infrastructure and information attacks.
4TH GENERATION SECURITY RISK ANALYSIS AND INFORMATION INFRASTRUCTURE
PROTECTION
The previous advancement in security risk analysis, baseline standardisation, was a move toward
repackaging an existing methodology. The adoption of baseline standards as a method of security risk
analysis is basically a formalised approach to building a system, using 1st generation model checklists,
for security assurance.
The uptake of baseline standards amongst organisations validates a belief that standardisation of
security is accepted amongst IT security policy makers (Brooks 2001). Due to the scope and
scalability of IW threats and vulnerabilities, baseline security standards are not a realistic option for
information infrastructure security risk analysis.
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Rationale for new LTM-based security risk analysis methodology for CIIP
Third generation security risk analysis methodologies, LTMs, were designed to work well when built
into information system security risk analysis scenarios from the beginning (Baskerville 1993). The
major characteristics of IW which set it apart from information security (IS) are the need to take (1)
scalability, (2) flexibility and (3) difficulty in cost evaluating of threats, vulnerabilities and attacks into
account when considering IW. So to adapt LTM security risk analysis technology from IS to IW these
issues of scalability and adaptability must first be dealt with.
One of the major advantages of LTMs are the ability to build security into information systems in an
adaptable manner (Baskerville 1993). The flexibility of control that is possible when designing
security using LTMs is a definite strength when dealing with IW concerns as threats, vulnerabilities
and targets are constantly changing. The problem of scalability is the need to deal with infrastructure
at many (Global, National, Organisational etc) levels. This can be dealt with by bringing forward the
concept of layering the LTMs so as each level of information infrastructure can have one-to-many
LTMs that each depicts a security problem/solution pairing. Any number or level of information
infrastructures can be included in the overall model.
The problem of cost evaluation is solved, as LTMs do not focus on cost evaluation. IW-based cost
evaluation is virtually impossible so factoring it out at the model level is a way of making sure security
is built well over the breadth and depth of the system. Focussing on one major area to secure can
often be a downfall of organisations (Cramer 1997). The only minor difficulty is the need to classify
which information infrastructure level contains particular entities, problems etc. A proposed solution
to this problem is to also include scope in the modelling methodology to handle infrastructure
interfaces. This would be where security issues regarding physical and/or logical links between two
infrastructure levels would be discussed. The notation of different levels of infrastructure is shown in
table 1.
Infrastructure Level
Global Information Infrastructure
National Information Infrastructure
Organisational Information Infrastructure
Personal Information Infrastructure

Notation
GII
NII
OII
PII

Table 1: Infrastructure-level Notations (Busuttil and Warren 2002)

4th Generation Security Risk Analysis – Layered Logical Transformation Models
The proposal of the idea of a fourth generation of security risk analysis model comes about as a result
of the lack of suitability of the aforementioned security risk analysis methodologies to Information
Warfare and CII protection (Busuttil and Warren 2002). This next generation will involve the
application of logical transformation methods across the layers of information infrastructure discussed
in table 1.
CRITICAL INFORMATION INFRASTRUCTURE PROTECTION
METHODOLOGY (CIIP-RAM)

- RISK

ANALYSIS

When building an information security system using logical transformation models there are a number
of steps that need to be followed. Firstly, a system implementation participation group representing a
large cross-section of the involved system users should undertake the approach as this will assist in the
exposition of infrastructure definitions, vulnerabilities and countermeasures. For each defined piece
of the information infrastructure the following information needs to be stored:
x
x

Infrastructure definitions;
An Infrastructure vulnerability assessment on each infrastructure level.
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Once a vulnerability assessment has been completed the group can then attempt to map the
vulnerabilities to areas of infrastructure and organisational responsibility so as to get an overall
understanding of the problems that face the organisation undertaking this risk analysis approach. The
following formal stages are required for completing 4th generation security risk analysis (Figure 1):
1.
2.
3.
4.

Form system implementation participation group;
Define Infrastructure;
Complete vulnerability assessment on each infrastructure level;
Derive countermeasures based on findings from steps 2 and 3.

Stage 1 should be completed once at the beginning of the lifecycle of the risk analysis process. Stage
2 should be completed once for each piece of infrastructure that is introduced to the overall system.
Stages 3 and 4 should be completed once at the beginning of the analysis to cover all the parts that
exist at this time within the infrastructure system and should be updated regularly for both new and
previously integrated infrastructure entities. A step-by-step description of each of the aforementioned
stages follows.

Entry Point

1. Form system
implementation
participation group

Stage 2 to Stage 3
Basic infrastructure
details and highlevel mapping

3. Complete
vulnerability
assessment on each
infrastructure level

Stage 1 to Stage 2
Assembled &
prepared system
implementation
group

2. Define
Infrastructure
New Infrastructure
Entry Point

Stage 4 to Stage 3
Infrastructure
vulnerabilities that
have been processed
by application of
countermeasure or
set aside for further
analysis

Stage 3 to Stage 4
Formal description
of each analysed
entity’s
vulnerabilities

4. Derive Countermeasures based
on findings from steps 2 and 3

Figure 1: CIIP-RAM – Process Map

INTRODUCTION TO STAGE 1 OF CIIP-RAM
The first stage in CIIP-RAM (Critical Information Infrastructure Protection – Risk Analysis
Methodology) was originally to construct a committee with a wide cross-section of understanding
regarding the current computing environment within the organisation in which the risk analysis is
being undertaken. This committee was designed to encompass people from all levels of the
organisation e.g. management to clerks, and also different areas of expertise e.g. computing to
accounting. The reason for this diversity to be inherent within the panel undertaking the analysis is
that the organisation are looking for all information infrastructure security risks and the wider the net
is cast the more likely each ensuing stage will be completed to an efficient level.
The concept of bringing people’s concerns to the discussion table or at least voicing opinions is
believed to be an important step in constructing systems that are efficient (Mumford and Henshall
1979). However, the major goals of forming a committee are often not met if a leader champions the
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group with strong views toward an issue or with a preconceived and/or stubborn approach to the
process (Davey 2002). In view of this situation, a more effective approach to the first stage of the
methodology is to accept representative views in electronic form and allow computing technology and
a system operator to take the form of a trusted third party which offers pre-programmed cataloguing
and indexing of the problems and formulates them in a way so as to allow easy understanding of
where the problem lies, who is affected and also when and how the problem occurs or has occurred in
the past. This approach offers two major advantages over the original committee-based approach.
Firstly it allows issues to be raised in an unfettered manner by the system implementation participation
group and secondly, the results are stored in an easy to read and recall environment which can be
access controlled. This method of system development has been characterised by the Joint
Application Development (JAD) methodology originally employed in the early 1970’s by IBM as a
way of designing systems which fit requirements of all the users. JAD required a number of
participants from all areas within the project scope as well as outsiders to discuss and document the
system requirements whilst also communicating with those who would ultimately use, implement and
maintain the system (Hoffer et al 2002). It was originally designed to cater to the creation of
computing and information systems. The creation and implementation of a security policy is similar
as there is a final goal and an ongoing, sign-posted, evolutionary process to achieve this goal.
CIIP-RAM Stage 1 – Form system implementation participation group
CIIP-RAM Stage 1.1 - Assemble Diverse Group with Stake in the System
The first step toward the application of the CIIP-RAM methodology is the assembly of a system
implementation participation group. The main focus of this group is to collect and present, without
prejudice or bias, the concerns of the stakeholders, users, developers etc. of the new security culture.
Using either a manual or computer-based system as a tool for information collection this group should
see the first implementation cycle through whilst also ensuring that new system entities be they human
or non-human are kept informed, updated, secured and involved with new and changing policy.
CIIP-RAM Stage 1.2 - Instruct Group as to the Goals of the Exercise
The instruction of the group as to the goals of this new exercise is a crucial step in the creation and
sustainability of new policy and culture. It is important that the group members can understand the
need for change in security policy and culture as well as being able to communicate to other members
of the organisation in a concise manner what changes will be put in place and the reason for these
changes. The ability to put forward new and unforeseen issues and problems is also a key task for
system implementation participation group members. The overall goal of the exercise is to eradicate
information infrastructure vulnerability whilst taking into consideration stakeholders within the
system. This should not only be the goal of the exercise but also the goal of each member of the group
and in turn the organisation.
CIIP-RAM Stage 1.3 - Instruct Group on the steps involved
The CIIP-RAM system is a methodology which is designed to be followed stage-by-stage. It is
important that the group knows what each of the steps are, what they must do singularly and as a team
to fulfil each step. Most critically, the maintenance of the culture change that the use of this
methodology will likely invoke must be taken into consideration at this stage. Each group member
should be given information on the process as well as step-by-step instructions on how to manage and
execute the methodology. At the point where all group members have read and understood what the
process will entail, group consensus should be reached with regard to any perceived problems or
ambiguities.
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INTRODUCTION TO STAGE 2 OF CIIP-RAM

This stage requires the committee to classify what sort of CII it is dependent on. An organisation
makes use of an organisational CII that administers personal IIs whilst being reliant on a NII. At this
stage the system boundaries (Vidalis and Blyth 2002) should be mapped so as to understand where
different LTM’s are required for different layers of II. The total OII should be broken down into
sections that can be defined, classified and analysed separately. This definition of infrastructure
entities may include a mapping to the infrastructure, including its interfaces to other infrastructure
within and outside of the organisation as well as the current security measures currently in place.
Previous security incidents (if any) and the relevant countermeasures taken (if any) would also assist
in the further steps in the model. It is important to remember that the focus of stage 2 is to derive the
organisational CII and despite the use of PIIs, NIIs and GIIs to derive the scope of the organisational
CII these other IIs are not really important to the undertaking of the CIIP-RAM.
CIIP-RAM Stage 2 – Define Critical Information Infrastructure
CIIP-RAM Stage 2.1 - Prepare Data Entry Mechanism
This methodology has been developed to be usable in a paper-based format however, ease of use
would be markedly improved with the integration of a computer-based system. The preparation of a
data entry mechanism is an integral part of the process. The detailing of the methodology will be dealt
with in a generic form. The preparation of the data entry mechanism requires the user to keep clear
and concise information at each step. This may require the use of tables and diagrams as well plain
text.
CIIP-RAM Stage 2.2 - Define the Information Infrastructure
The definition of the information infrastructure should be completed using two basic methods. Firstly,
a diagrammatic depiction of the Information infrastructure should be derived. The diagram should
show, to the greatest possible detail, systems, entities, links etc. The diagram should deal with
multiple infrastructure levels from high-level (offices in London and New York) to low-level
(computers linked in room x of building y via null modem cable). The depiction of these scenes helps
in the understanding of networked infrastructure.
It is also an extremely important part of this step to textually show relationships between network
infrastructures. Once again this should focus across the width and breadth of the organisation and
should be completed with as much detail as possible.
The completion of both the diagram and the written form will allow for the system implementation
participation group to have a clear and detailed view of their organisational world. The group should
review the two depictions and clear up ambiguities and imperfections before moving on to the next
step.
CIIP-RAM Stage 2.3 - Define the System Boundaries
In defining the system boundaries the group must work toward understanding which infrastructural
entities they do or do not own and control. Demarcation of the boundaries helps the group understand
the scope of the information infrastructure they are working within. The group should then review the
information infrastructure definition they have derived so as to exclude all infrastructure entities
outside these new boundaries.
CIIP-RAM Stage 2.4 - Define Manageable Information Infrastructure Sub-Systems
At this stage the group will have a reasonable understanding of the infrastructural entities they must
protect as well as a pre-existing knowledge of the organisational process that are undertaken by them
and their colleagues. The next task is to break down the newly defined information infrastructure into
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more manageable subsystems. The splitting of these systems can be done in numerous ways but, the
simplest ways are grouping by physical location (systems in London and New York become subsystems) or by logical connection (payment systems and database systems become sub-systems) or a
mixture of both. These newly derived sub-systems should be of manageable size. If this has not been
reached then further division of systems shall be done by the group until this requirement is met.
CIIP-RAM Stage 2.5 - Breakdown Sub-Systems into Classifiable Infrastructure Entities
Considering now the derived information infrastructure sub-systems, it is an important next process to
further break down these systems into the entities that make up the system. In the case of this review
an entity is defined as any infrastructural hardware device, information store, connection mechanism
or person. These entities should be mapped out both textually and diagrammatically as was completed
in the previous step and using similar methods and syntax to show relationships.
CIIP-RAM Stage 2.6 - Enter Information about Each Entity
The entering of information captured within this phase is an important step in the infrastructure
definition process. The major goal of this exercise is to capture the information that is currently
known about the entity in question. The required information and a method for capturing that
information is shown in Table 2.
Classification
Sub-System
Entity
Connections
Security in Place
Past Security Problems
Solutions Applied

Explanation
Payment Systems Support
Workstation 6
Payment Systems Support LAN via CAT5 cabling
Dumb terminal status, password access
(July 1997) Subversion of password controls
(July 1997) Changed password
Table 2: An example of a Classification Table

It is noticeable that the sub-system, Entity and connection fields have different colours applied to
them. The blue depicts a subsystem name, red depicts an entity name and green depicts a connection
mechanism. It is crucial that differences between these three are noted and marked in some way.
Doing this makes the understanding of the model easier to derive information from at a later date. At
the completion of this step the system implementation participation group should have a compiled list
of entities and the information known about each. It is important that this information is conserved for
use in further steps and also as a reference.
INTRODUCTION TO STAGE 3 OF CIIP-RAM
The third stage requires the completion of a vulnerability assessment which should include a thorough
rundown of likely vulnerabilities within the organisation as a whole and also any known
vulnerabilities within its connection scope to particular entities within the OII. A method of
vulnerability assessment within the scope of electronic payment systems (EPS) named ‘Threat
Assessment Model for EPS’ (TAME) (O’Mahony et al. 1997) shows a loosely coupled decision loop
that allows for on-the-fly adjustment to system threats and inputs and outputs (Vidalis and Blyth
2002). The steps involved in this system are useful; however it is important to know where an
organisation is in the security process. The TAME system also focuses greatly on assessing threat
which takes impetus away from finding vulnerabilities within the organisation. Concentration on
threat as opposed to vulnerability can cause security weaknesses to go unnoticed as there may be a
threat that can never be prepared for. If the organisation attempts to keep vulnerabilities to a minimum
then it is not overly important to know the nature of the threat agent (Malone 2002).
The new methodology takes into account the following contiguous stages:
x

Assessment Scope;
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x
x
x

Scenario Construction and Modelling;
Vulnerability Analysis;
Evaluation.

The stages consist of a number of steps which should be completed in turn so as to be easier to follow
and keep track of. The concepts covered in the new methodology are similar to those discussed in the
TAME system.
CIIP-RAM Stage 3 – Complete Vulnerability Assessment on Infrastructure Levels
CIIP-RAM Stage 3.1 - Prepare an Assessment Scope
The preparation of an assessment scope is a two step process which consists of the completion of a
Business Analysis and a Stakeholder Identification.
CIIP-RAM Stage 3.1.1 - Complete a Business Analysis
A basic business analysis in accordance with (Nosworthy 2000) involves the process of business goal
and business process identification. In addition to undertaking the basic business analysis the
inclusion of an environmental analysis should also take place as a means of examining the
environment within which the organisation exists.
CIIP-RAM Stage 3.1.1.1 - Identification of Business Goals
The identification of business goals is of key importance in any risk analysis application as it allows
the system implementation participation group to bring major issues requiring review to the forefront
of the risk analysis (Forte 2000). The identification of the business goals can be determined by
stakeholders of the organisation that is the subject of the analysis.
CIIP-RAM Stage 3.1.1.2 - Identification of business processes
With the identification of an organisation’s critical business processes we are able to bring to the
surface more assets and vulnerabilities. A number of organisational primary and support processes
could be identified (Johnson and Scholes 1999) at this time and should be updated as conditions and
processes change. Depending on the size of the organisation under analysis three to eight
organisational processes could be identified and should be noted. These processes can later be used as
scenarios in the system modelling step. An in depth description of these processes should be produced.
From these details the system implementation participation group will be in a position to identify and
note more assets and vulnerabilities to add to the database.
CIIP-RAM Stage 3.1.1.3 - Environmental Analysis
The completion of an environmental analysis is based on Porter’s five forces approach of examining
the business environment at the strategic level (Johnson and Scholes 1999). Three environments are
identified as targets for this analysis, technical environment; business environment and; physical
environment.
The environmental analysis is a reasonably basic step which consists of breaking down the three
environments mentioned via discussion and getting a feel for the organisations position with regards to
each of the five forces in each of the organisational environments and noting down findings. This step
will further help in the fleshing out of the issues affecting the organisation.
CIIP-RAM Stage 3.1.2 - Identify Stakeholders
Each infrastructure entity will have a set of stakeholders that can be questioned in an effort to define

97

T.B. Busuttil and M.J. Warren

its function, nature and scope. There are three distinct classes of stakeholder within systems according
to Sutcliffe (1988), The management stakeholders; The user stakeholders and the development
stakeholders.
How ever customised stakeholder classifications can be used in each case. This would be dependent
on the type of business the organisation is involved in. A list of each stakeholder should be
constructed and each entry on the list is required to give input on assets and vulnerabilities that they
can identify. The invocation of infrastructure protection should be looked at as an entire-organisation
initiative rather than a one person job for the computer security guru. In the current environment it is
important that all stakeholders in an organisation form a formidable information infrastructure
protection team (Wood 1997).
CIIP-RAM Stage 3.2 - Scenario Construction and Modelling
CIIP-RAM Stage 3.2.1 - Scenario Generation
In this step the parties involved in the system implementation participation group are required to come
up with a scenario involving the organisation and its use of the particular infrastructure entity under
discussion. The parties that should be involved predominately at this step are the management of the
company along with the stakeholders in cooperation with organisational security staff. The scenario
should describe a real world application of the organisation. Risk assessment should be conducted
with this, and similar, scenarios in mind. This step goes a long way toward helping all members of the
system implementation participation group understand the nature of vulnerabilities across the
organisation. Getting all members involved in the discussion of an area that is not necessarily within
their jurisdiction can assist in the uncovering of widespread, endemic or multi-organisational
vulnerabilities.
Although probably not necessary at this stage, more assets and vulnerabilities are likely to be
identified. The more a particular scenario is refined and understood the more likely the group is to
continue to uncover hidden aspects and vulnerabilities of a system. In addition, because each
stakeholder is constructing a scenario, all likely to be from differing standpoints, it would be difficult
for the system implementation participation group to not uncover the majority of the issues regarding
the system under review. These scenarios are then filtered for similarities to provide a less cluttered
view of the reviewed system.
CIIP-RAM Stage 3.2.2 - System Modelling
This step involves the system as a whole being modelled. All its aspects, procedures resources and
transactions will be analysed in great detail. The system implementation participation group should
try and take a high level view of the system. The more complete and detailed the model is at the
completion of this step, the more successful the further stages are likely to be. Once again, further
issues, assets and vulnerabilities are expected to be identified. If these new found attributes fall within
the scope of the assessment they should then be included in the appropriate list.
The method that the user will employ to model the CII of the organisation is to enter the names of each
of the infrastructure components into the data collection mechanism and also mention connections that
each infrastructure entity has with other entities in the system. With the group working toward this
system comprehension it is unlikely that systems and entities will be overlooked.
CIIP-RAM Stage 3.2.3 - Asset Identification
The entries of the asset list, relevant to the scope under which we see the critical information
infrastructure and its components, as well as the system procedures involved in the system transactions
that we want to examine, should be included and denoted. The user should identify all examinable
assets at this stage. Further assets will be identified during other steps.
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The assets uncovered at all stages up to this point should then be entered under the following
categories in the asset table (Nosworthy 2000), Software, Hardware, Data, Administrative,
Communications, Human Resources and Physical. It is not necessary for the table to contain all the
asset categories. The selection and inclusion of categories is dependent on the scope of the CII.
CIIP-RAM Stage 3.3 - Vulnerability Analysis
The ‘CIIP-RAM Stage 3.3 - Vulnerability Analysis’ stage requires users to complete stages 3.3.1-2 for
each vulnerability
CIIP-RAM Stage 3.3.1 - Vulnerability Type Identification & Selection
Vulnerability can be noted as a weakness in the security system that might be exploited to cause harm
or loss (Pfleeger 1997). So with that we can safely say that a CII vulnerability is a weakness in a CII
security system that might be exploited to cause harm or loss. This methodology will focus on the CII
vulnerabilities. The vulnerability list structure put forward by Neumann (1995) is the method of
reporting that will be used (Table 3).
Entity
1.4 - Web Server

Vulnerability
Software not up to date
Virus signature file out of date

Table 3: An Example excerpt from an Entity-Vulnerability List

With systems such as CIIs with so many aspects, variables and hierarchical levels it is important that
we complete the step of vulnerability selection so as to make the methodology easier to follow and
more usable. The completion of a vulnerability selection can help simplify and tailor the system so
that it is more manageable. The user can select the vulnerabilities of one type e.g. web server
vulnerabilities and tailor the system to deal with the focussed problem. However, this step could also
be avoided entirely so as to give an extremely detailed look at the system from all points of view. The
final vulnerability list needs to be combined with the entity list in order to get a matrix which depicts
all the vulnerabilities for each entity. By doing this the user sets-up a link between entities,
vulnerabilities and countermeasures. Within the computer-based CIIP-RAM management tool being
developed currently, the procedure of linking the entities, vulnerabilities and countermeasures (Table
4) will be automated to deal with complexity on-the-fly
Entity
1.4 - Web Server

Vulnerability
Software not up to date
Virus signature file out of date

Countermeasure
Apply countermeasure A1.2
Apply countermeasure A1.6

Table 4: Example of an Entity-Vulnerability-Countermeasure Matrix

CIIP-RAM Stage 3.3.2 - Vulnerability Complexity Analysis
It is important that for each entity/vulnerability pair, a certain amount of analysis be done on how
easily the vulnerability could be to exploit by any sort of threat agent. If multiple vulnerabilities need
to be exploited before a particular database server is compromised then these vulnerabilities need to be
broken down into their composite vulnerabilities. These ‘new’ vulnerabilities should then be fed back
into the matrix for further assessment.
CIIP-RAM Stage 3.4 - Evaluation
The ‘CIIP-RAM Stage 3.4 - Evaluation’ stage requires users to complete stages 3.4.1-2 for each
vulnerability
CIIP-RAM Stage 3.4.1 - Stakeholder Evaluation
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In this step the stakeholders of the Critical Information Infrastructure under discussion should review
the outputs of all the other stages. As with any computing related system it is tantamount to the
success of the project for the developers to stay in close contact with the client (Pressman 2001). In all
cases the developers will be the system implementation participation group and the clients are
representatives of the stakeholders of the CII under discussion.
Entities and vulnerabilities are expected to be introduced, or excluded, not from the model, but from
further investigation from the current iteration of the system. Once an entity or vulnerability has been
introduced to the system it is important that it not be taken out. Entities and vulnerabilities may at one
iteration seem trivial, however due to the dynamism of computing, they may come into play during a
later iteration.
CIIP-RAM Stage 3.4.2 - Vulnerability Statement Generation
After the completion of the previous step in the methodology, the output will be a number of
vulnerabilities related to an entity of a critical Information Infrastructure. In this step we will produce
a final table which categorises entities, vulnerabilities and their associated countermeasure
recommendations. As each infrastructure entity is denoted as critical it is important that each
vulnerability is dealt with as though its exploitation could be fatal to the system infrastructure.
INTRODUCTION TO STAGE 4 OF CIIP-RAM
The final stage in this security risk analysis is to derive countermeasures for the vulnerabilities that
were identified in the vulnerability assessment. These countermeasures should attempt to solve the
security problem being faced whilst also attempting to maintain a reasonable degree of subjective cost
benefit. The derivation of countermeasures can be done in many ways including application of bug
fixes, patching, staff training new software solutions etc.
The formal presentation of these countermeasures should be delivered as shown in table 5 in the
instance of each vulnerability:
Vulnerability
Apache Server security hole

Derived Countermeasures
Install and correctly configure firewall to assist halting of DOS attacks
Table 5: Basic example of a Countermeasures Table

CIIP-RAM Stage 4 – Derive, Apply and Analyse Countermeasures

‘CIIP-RAM Stage 4 – Derive, Apply and Analyse Countermeasures’ requires the user to complete
stages 4.1, 4.2, 4.3 and 4.4 for each vulnerability
CIIP-RAM Stage 4.1 - Research the Countermeasures for the Vulnerability
Based on the recommendations put forward as an output from the previous stage the system
implementation participation group should at this stage research the countermeasure solution space.
The group should provide a selection of a finite list of possible countermeasures and should work
toward an efficient solution to the problem.
CIIP-RAM Stage 4.2 - Derive a Countermeasure for the Vulnerability
From the short list of solutions provided as output from the previous step, a counter measure should be
derived and formally described so as to provide a non-ambiguous process of countermeasure
application.
CIIP-RAM Stage 4.3 - Apply Countermeasure for the Vulnerability
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This step consists of applying the countermeasure that is the output from the previous step in a correct
and thorough manner. It is important that the informing and training of staff that are required to deal
with the newly implemented countermeasure be completed in an efficient and thorough manner also.
CIIP-RAM Stage 4.4 - Analyse Countermeasure for the Vulnerability
After an agreed upon period of time after the application of the countermeasure it is extremely
important to complete an analysis of the applied countermeasure. This analysis should include:
x
x
x

Testing of the functionality of the system post-implementation;
Mock exploitation of the originally perceived vulnerability in the post-countermeasure
environment;
User training comprehension of the new environment.

These three analyses sequences respectively should ensure that the system:
x
x
x

Still does the job it designed to do in light of the newly applied countermeasures;
Is more robust in a security sense post-implementation and;
Is fully understood by the users of the system.

FUTURE RESEARCH
The major direction of this research at the current point is to derive a computer-assisted version of
CIIP-RAM which can be put into place to allow the security risk analysis process to be undertaken.
An aside to this would also be the creation of a critical information infrastructure notation language
perhaps, due to the nature of infrastructure and the dependencies therein, based on object modelling
theory. These two products would allow for a more easily workable and hence more efficient final
methodology.
CONCLUSIONS
CIIP-RAM is a move toward dealing with scalability issues that have meant that RA was not
immediately adaptable to information warfare and other information infrastructure protection
requirements. This methodology would prove to be helpful to organisations with mid-level
infrastructure such as an organisational information infrastructure if undertaken in solitude however
the true benefits of this methodology would be seen if it was put into practice by higher level
infrastructure stakeholders. This uptake by higher-level infrastructure would lead to higher
dependability and reliability being built into infrastructure system from the outset. Information
warfare needs a unique security methodology that is useful at dealing with all the previous concerns
that Computer Security and Information Security dealt with along with the ability to be adaptable and
scalable also. When researching existing methodologies, logical transformation models proved to be a
suitable method for coping with adaptability issues. The scalability issues are dealt with through the
application of multiple layers of LTMs. Cost evaluation has been found to be an outdated function
when analysing IW risks, LTMs have the added feature of being solution-oriented and independent of
any cost evaluation procedures.
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ABSTRACT
This research takes the form of a review and looks at the current advisories offered to information security
professionals in the area of critical information infrastructure protection. A critical information infrastructure
protection model is also presented along with a critical review of some of the recent formal guidance that has
been offered. The Critical Information Infrastructure Protection – Risk Analysis Methodology (CIIP-RAM) is
then offered as a solution to the lack of information and advice.
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INTRODUCTION
The following research report will focus on the lack of Information Infrastructure (II) protection
frameworks and standards for computing and information systems professionals (Marshall 2003). An
abundance of standards are available to deal with computer and information Security concerns but
when a user is confronted with the more daunting task of dealing with a critical infrastructure official
guidance is minimal. Information Warfare (IW) concerns are becoming more widely understood and
accepted as are II issues at government and managerial levels. This can be evidenced most readily by
the push toward and adoption of the United States of America’s ‘Homeland Defense’ strategy. The
research also looks into the steps involved in understanding the current situation with regards to
guidance is poor and the push toward a framework to support Critical Information Infrastructure (CII)
protection.
CRITICAL INFORMATION INFRASTRUCTURE PROTECTION
To fully comprehend the concept of CII protection it is important to understand what II is and how the
CII is selected as a subset of the II.
Information Infrastructure
An II is an integrated system made up of computing, communications and electronic technology and
the information stored within the system as well as the people who use and operate this technology.
Critical Information Infrastructure
The CII is always a subset of the information infrastructure (Figure 1). The CII is the minimum
amount of human and technological entities within the information infrastructure which need to be in a
workable state for an organisation to have information-based support of its business activities.
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Information
Infrastructure
Critical
Information
Infrastructure
Figure 1: The relationship between CII and II

Security Issues for Critical Information Infrastructure
The security issues faced in trying to protect the CII come from a number of different paradigms. The
Computer Security (CS) and Information Security (IS) paradigms have been dealt with at many levels
and standards have been in place for a number of years to deal with these types of threats and
vulnerabilities. The constant highlighting of the information warfare paradigm as a result of increased
public awareness brought about by an influx of information about IW issues has led to an academic
and industry-based drive toward dealing with these issues. The major concern with efforts in
counteracting IW-based problems is the lack of a framework or structured methodology within which
to implement IW countermeasures. This can also be said for vulnerabilities and countermeasures
within the paradigm of II protection, not to mention the actions involved in nominating and offering
assurance that the critical II within an organisation will be available around the clock to support
business activity. These areas are high on the research agenda of the US military and government
however guidance in the way of guidelines, standards and frameworks is not currently available.
Computing professionals are left to research their own methodologies of patching, updating and
securing the infrastructure they are charged with the duty of protecting.
Computer Security
Computer security is the act of keeping anyone from doing things you do not want them to do to, with,
or from your computers or any peripherals (Cheswick et al 2003). The provision of a security service
is any action that enhances the security of the data processing systems and the information transfers of
an organization. The service counters security attacks and makes use of one or more security
mechanisms to provide the service (Stallings 2003). These computer security services assist in the
upholding of the following computer service principals:
x
x
x
x
x
x

Confidentiality: Restricts information access to authorized parties. (disclosure)
Authentication: Identification of the user/service/system/etc.
Integrity: Restricts alterations to authorized parties.
Non-repudiation: Yes you did send it or yes you did read it.
Access Control: Restricts access to system resources to authorized parties.
Availability: Keeping the system up when needed by authorized parties.

Information Security
Information security as a paradigm also seeks to uphold the computer service principals as mention in
section 2.3.2 – Computer Security. The major difference between the CS and IS paradigms is the
extension of the definition to also include the information that is processed, transferred and stored
using computing technology. (Caelli et al 1991)
Information Warfare
By definition “information warfare is the offensive and defensive use of information and information
systems to deny, exploit, corrupt, or destroy, an adversary's information, information-based processes,
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information systems, and computer-based networks while protecting one's own. Such actions are
designed to achieve advantages over military or business adversaries" (Goldberg 2003). The
defensive component of IW takes in any of the protective methods that could be employed within the
CS and IS paradigm whilst also encompassing activities such as hacktivism, cyber-terrorism and lowlevel infrastructure protection. (Busuttil and Warren 2001).
Information Infrastructure Protection
Information infrastructure protection consists of the securing and defending of the basic facilities,
services, and enablers needed for the functioning of an organisation’s information systems, services
and officers. It extends from the CS, IS and IW paradigms previously put forward by also
encompassing the rooms/buildings that house large scale networks and other technologies as well as
the people involved in these information systems, in essence, any entity which directly supports
important information systems.
System Criticality Comprehension
System criticality comprehension allows us to understand which elements are relied upon for the
everyday completion of critical business activities within an organisation. The support of critical
business activities is a major key to the continuity of a particular organisation. It is important that the
criticality of these systems and entities be understood by the organisation so as to be able to protect the
critical entities and plan for a time in the future where the critical system fails (NIPC 2002).
The Critical Information Infrastructure Protection Model
The CII protection model brings together the paradigms discussed in sections 2.3.1-5 under the
umbrella of critical information infrastructure protection shown in figure 2. Each of the paradigms
encompassed by the CII can be mitigated against in its own right, however, to truly confront the issue
of critical information infrastructure protection they must be each be discussed, comprehended and
used in an unexclusive manner.

Information
Security

Infrastructure
Protection

Critical
Information
Infrastructure
Protection

Computer
Security

System
Criticality

Information
Warfare

Figure 2: The Critical Information Infrastructure Protection Model
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INFORMATION TECHNOLOGY SECURITY METHODOLOGIES, STANDARDS,
FRAMEWORKS AND GUIDELINES
There are a number of IT security methodologies, standards, frameworks and guidelines in existence.
This can make it a difficult task when looking to apply an IT security solution within an organisation.
Firstly, it is important to understand what the aforementioned terms mean as they are so often used
synonymously to describe IT security solutions.
Category
Methodology
Standard
Framework
Guidelines

Definition
A system of methods used in a particular area of study or activity
An idea or thing used as a measure, norm, or model in comparative evaluations.
A basic structure underlying a system, concept, or text.
A set of rules, principles, or advisories.

Table 1: Definitions of Commonly Used IT Security Solution Terms (Pearsall 1998)

Australia
Australian Standard/New Zealand Standard 4444.1:2000 & Australian Standard/New Zealand
Standard 4444.2:2003
The Australian Standard/New Zealand Standard 4444.1: Code of practice for information security
management in combination with Australian Standard/New Zealand Standard 4444.2: Specification
for information security management systems form Australia’s information security standard. Part 1
discusses issues regarding information security management such as:
x
x
x
x
x
x
x
x
x
x

Security Policy;
Security Organization;
Asset classification and control;
Personnel security;
Physical and environmental security;
Communications and operations management;
Access control;
System development and maintenance;
Business continuity management and;
Compliance.

Part 2 gives an overview of ISM system requirements and also discusses the controls that can be
implemented to achieve best practice as detailed in AS/NZS4444.1. The AS/NZS 4444 is an excellent
guide to information security management which also, at times, delves into some of the computer
security issues and measures to provide support for the code of practice. AS/NZS also discusses the
need for asset identification but in no way focuses on the need to comprehend what makes up the
critical information infrastructure of an organisation. The AS/NZS 4444 falls in line with the OECD
information security guidelines but goes into far greater depth of discussion with regards to topics
covered and the detail with which they are covered. IW and II protection concerns are not assessed in
any way by AS/NZS 4444 although some issues which are common to both IS and IW are discussed.
Australian Communications-Electronic Security Instruction 33
The Australian Communications-Electronic Security Instruction 33 is framework published by the
Australian Defence Signals Directorate in a series of handbooks. The ACSI 33 has a computer &
information security focus and looks at the following issues across the 14 handbooks (DSD 2000):
x
x
x

Standards;
Evaluated Products;
Risk Management;
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x
x
x
x
x
x
x
x
x
x
x

Security Management;
Emanations and Cabling Security;
Media Security;
System Access Control;
Network Security;
Cryptographic Systems;
Web Security;
Email Security;
Malicious Software;
Intrusion Detection and;
Physical Security.

In each hand book is a framework that information security professionals can use to protect the
computers and information they are working with. It is in line with the AS/NZS 4444 due to the fact
that the AS/NZS 4444 is the Australian national standard. It does, however, improve upon the
standard in a number of sections by instating recommended security levels as well as minimum
(baseline) security recommendations. ACSI 33 does touch on the issues of IW, II protection and
system criticality but it is not focussed on these issues nor does it provide any assistance for security
professionals in these areas.
United States of America
National Infrastructure Protection Centre
Although integrated into the Department of Homeland Security, the National Infrastructure Protection
Centre (NIPC) of the United States of America was one of the first governmental initiatives of the
United States as well as the global community to focus on Infrastructure as being a key point of
vulnerability. The centre was set up as a result of Presidential Decision Directive-63 (PDD-63) which
discusses Infrastructure as being a major area of concern for the ongoing safety and prosperity of the
US.
The focus of NIPC was to guide the USA toward a better understanding of the Infrastructure they rely
upon and to keep government, organisations and citizens aware of infrastructure issues. NIPC tended
to focus on information infrastructure issues when providing information online although other issues
are covered. NIPC operated to provide a framework for USA infrastructure protection and whilst not
dealing exclusively with information infrastructure protection it does at times touch on CS and IS
issues. There was also discussion on the criticality of infrastructure systems within the USA however;
once again, this is not a major focus of the NIPC.
Critical Infrastructure Assurance Office
Another office which was both created in response to PDD-63 and has been integrated into the DHS is
the Critical Infrastructure Assurance Office (CIAO). The major goals of the CIAO were to:
x
x
x
x

Coordinate and implement the national strategy;
Assess the U.S. Government's own risk exposure and dependencies on critical infrastructure;
Raise awareness and educate public understanding and participation in critical infrastructure
protection efforts and;
Coordinate legislative and public affairs to integrate infrastructure assurance objectives into
the public and private sectors.

The CIAO was a similar initiative to NIPC but focussed more toward increasing education and
understanding of critical infrastructure issues for USA government, organisations and citizens. The
CIAO focussed on the publishing of infrastructure protection methods and plans and was seemingly
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more proactive than NIPC which seemed to offer information in much the same way as a Computer
Emergency Response Team (CERT). In the process of dealing with infrastructure issues the CIAO
also touched on concerns which fall within the CS, IS and IW paradigms.
Department of Homeland Security
The Information Analysis and Infrastructure Protection (IAIP) directorate of the Department of
Homeland Security (DHS) analyses intelligence and information regarding infrastructure issues from
other agencies such as the Central Intelligence Agency (CIA), the Federal Bureau of Investigation
(FBI), the Defence Intelligence Agency (DIA) and the National Security Agency (NSA). The IAIP
also evaluates the vulnerabilities of the USA infrastructure to provide a proactive approach to
infrastructure protection. It brings together (DHS 2003):
x
x
x
x
x

Critical Infrastructure Assurance Office (Commerce);
Federal Computer Incident Response Center (General Services Administration (GSA));
National Communications System (Defense);
National Infrastructure Protection Center (FBI) and;
Energy Security and Assurance Program (Energy).

The focus of the DHS continues along the same line as both the NIPC and the CIAO approach to
infrastructure issues whilst taking a higher-level approach to governance. This high-level approach is
evidenced by the offering of guidelines rather than the NIPC approach where an infrastructure
framework was offered. Despite this the ongoing NIPC-like and CIAO-like advisories are still
available through the DHS.
Europe
Information Technology Baseline Protection Manual
The Information Technology Baseline Protection Manual (ITBPM) is a German baseline standard
which deals with IT issues across the following tiers (BSI 2000):
x
x
x
x
x

Universally applicable aspects e.g. Personnel, Policy and Incident Handling;
Infrastructure e.g. Cabling, Server Room, Buildings;
IT Systems e.g Laptop, Windows 95 PC, Unix Server;
Networks e.g. Modem, Firewall, Heterogeneous Networks and;
IT Applications e.g. E-Mail, Lotus Notes, Database.

It is important to recognise that the ITBPM is a modular system (Stagg & Warren 2000). This means
that the manual is based on working with entities both separately and as a system. This approach is
different to most other approaches in this field as it has a bottom-up as well as a top-down approach to
IT Security.
The ITBPM, whilst offering only baseline support for computing professionals, discusses the CS, IS
and II protection issues in a fairly detailed manner. The IW and system criticality issues are not looked
at in the ITBPM.
British Standard 7799.1:1999 & British Standard 7799.2:1999
The British Standard 7799.1: Code of practice for information security management in combination
with British Standard 7799.2: Specification for information security management systems form
Britain’s information security standard. The 7799 standard has exactly the same features as the
Australian Standard/New Zealand Standard 4444.1:2000 & Australian Standard/New Zealand
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Standard 4444.2:2003 so it will not be reviewed further at this stage as the jurisdiction of the standard
is the only difference.
Global
Organisation for Economic Cooperation and Development Information Security Guidelines
The OECD Information Security Guidelines are a group of information security ideas and principles
which form the basis of the British 7799 and Australian 4444 Standard with regards to information
security and information security management. The principles discuss the following security features
of desirable information systems (OECD 1992):
x
x
x
x
x
x
x
x
x

Accountability,
Awareness,
Ethics,
Multidisciplinary,
Proportionality,
Integration,
Timeliness,
Reassessment,
Democracy.

These guidelines are focussed on the information security aspect of information systems as opposed to
the security of the computers that facilitate the information systems. The paradigms of IW, IIP and
system criticality are not dealt with as part of the OECD information security guidelines
SUMMARY

Computer
Security

Information
Security

Information
Warfare

9 Main focus
y Touches on
8 Does not
address

Information
Infrastructure
Protection
System
Criticality
Comprehension

The following table summarises the findings of a review of some current information technology
security standards, frameworks and guidelines.

ACSI 33

Australia

Framework

9

9

8

y

y

AS/NZS 4444

Australia

Standard

y

9

8

y

8

NIPC

USA

Framework

y

y

8

9

y

CIAO

USA

Guidelines

y

y

y

9

9

DHS

USA

Guidelines

y

y

y

9

9

ITBPM

Germany

Standard

9

9

8

9

8

BS 7799

UK

Standard

y

9

8

y

8

OECD IS

Global

Guidelines

y

9

8

8

8

Jurisdiction

Mode

Table 2: A Summary of the findings of the IT Security Solution Review
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Some key points worthy of highlighting are:
x
x
x

The fact that only USA based tools dealt with IW issues in any way,
That most USA tools were focussed toward II protection rather than CS, IS and IW,
That most tools prefer to merely touch on CS issues and see IS and II protection as the key to
IT security.

A CRITICAL INFORMATION INFRASTRUCTURE PROTECTION – RISK ANALYSIS
METHODOLOGY (CIIP-RAM)
CII protection methodology and set of guidelines is a key requirement for the IT industry. A USAcentric push toward infrastructure protection has begun and it is important that the rest of the world
follows suit which will help create a sturdy GII.
The CIIP-RAM is a methodology which focuses on the paradigm of CII protection (Busuttil and
Warren et al 2003) by dealing with the five areas of concern which are apparent when dealing with CII
protection issues. The CIIP-RAM methodology offers critical information infrastructure selection
along with the application of logical transformation models based on the selection of vulnerabilities
and possible countermeasures to these vulnerabilities (Busuttil and Warren 2003).
CONCLUSION
There are a number of IT Security standards, frameworks, guidelines available each usually with a
methodology to go along with it. The major problem that is faced by IT security professionals in the
future is the lack of guidance in the area of CII protection. The current state is that IT security
professionals need to derive a security solution as well as policy from across many suggested solutions
as opposed to using an overall system which deals with each of the five areas involved in CII
protection. As shown in the review carried out, none of the existing tools assist in the provision of a
solution across all five areas. CIIP-RAM is a methodology which is applicable to filling in the gap in
the CII protection area which has been seen to exist through this review process.
FUTURE RESEARCH
The major direction of future work in this area should be focused on the fact that protecting CIIs are
the major concern of organisations as well as securing computer systems or information systems. The
derivation of a framework for secure though still information exchange-compatible CIIs will be of
great assistance to those organisations relying on complex supply chains and even more complex CIIs.
A further study could be undertaken so as to show business, government etc. how the overlapping and
creation of different infrastructure can assist with the building of reliable information infrastructure.
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ABSTRACT
Network-centric warfare is a concept that aims to achieve information superiority by networking the forces.
Although the approach is more concerned with the benefits that can be achieved by networking than by the
technological solutions on how to perform this networking, network-centric warfare still relies heavily on the
communication networks. Attractive ways of attacking a networked force will be by conducting information
warfare, net warfare, and communication infrastructure warfare. In this paper, privacy issues related to
network-centric warfare are discussed in order to enlighten some of the security threats and possible solutions
to them.

Keywords: network-centric warfare, privacy, information warfare
INTRODUCTION
Several countries are actively developing the network-centric warfare concept as a new way of
conducting warfare. Although it is emphasized that the concept is not only about technology, the
whole concept relies on advanced technology to a large extent, especially on networking technology.
Should the network infrastructure fail, the network-centric approach would have to fall back on the
traditional platform-centric approach. Naturally, this network infrastructure becomes an attractive
target for the enemy, which will attempt to destroy, disrupt, or exploit it by conducting information
warfare, net warfare, or communication infrastructure warfare. Therefore, the network infrastructure
must be robust and secure to prevent such attacks, withstand ongoing attacks, and cope with successful
attacks. Security must be deployed on all levels from technical to social (management of personnel
etc) and maintained at all times.
One security related aspect is privacy, which attempts to prevent information from being disclosed to
unauthorized parties. The objective of this paper is to discuss privacy related issues in network-centric
warfare, and show which aspects must be considered when designing a network that is able to
withstand information operations. The paper focuses mainly on privacy protection on the network
level, that is, the threats and solutions that are relevant when information is transmitted. Secure
information storage etc. is out of scope of this paper. Furthermore, the paper assumes that the
environment is more or less purely military or military-related.
NETWORK-CENTRIC WARFARE
In (Alberts 2002), network-centric warfare is defined as an information superiority-enabled concept of
operations that generates increased combat power by networking sensors, decision makers, and
shooters to achieve shared awareness, increased speed of command, higher tempo of operations,
greater lethality, increased survivability, and a degree of self-synchronization.
Traditionally, the forces have suffered from limitations in their ability to communicate, move, and
project effects. Thus, the forces and their supporting elements have had to be co-located, or in close
proximity, to the enemy or the target they were defending. The result was that a geographically
dispersed force was weak and unable to rapidly respond to or mount a concentrated attack. One of the
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main goals of network-centric warfare is to eliminate the geo-locational constraints by networking the
forces in a secure and robust fashion.
As a result of networking, the forces become more knowledgeable than before. The knowledge is
dependent on a continuous stream of timely and accurate information, as well as the processing power,
tools, and expertise necessary to put battle space information into context and turn it into battle space
knowledge.
Furthermore, the effective linking of forces means that dispersed and distributed entities can generate
synergy, and responsibility and work can be dynamically reallocated to adapt to the situation.
Effective linking requires the establishment of a robust, survivable, high-performance information
infrastructure (infostructure) that provides all elements of the forces with access to high-quality
information services.
Network-centric warfare recognizes three domains (DoD Report):
1.

2.

3.

Physical domain: the physical domain is the traditional domain of warfare. The physical
platforms and the communication networks that connect them reside in this domain. This is also
where strikes, protection, and manoeuvre take place across the ground, sea, air, and space
environments.
Information domain: the information domain is where information is created, processed, and
shared. In this domain, the communication of information between warfighters is facilitated, the
command and control of modern military forces is communicated, and where the intent of the
commander is conveyed. In the battle for information superiority, the information domain is
ground zero.
Cognitive domain: the cognitive domain is the domain of the mind of the warfighter and the
warfighter’s supporting populace. The elements of this domain include leadership, morale, unit
cohesion, the level of training and experience, situational awareness, and public opinion.

Although network-centric warfare is not about the underlying communications networks residing in
the physical domain as such, the whole concept still relies heavily on the communication networks and
information systems to function. Should the underlying communication infrastructure or the
infostructure collapse or even be disrupted, the network-centric warfare concept falls back on the
traditional platform-centric approach on conducting warfare. In a sense, the underlying infrastructure
becomes a single point of failure. It is thus likely that the enemy of a networked force will target the
underlying technology by conducting information warfare, net warfare, or communication
infrastructure warfare.
One means of protecting the network is by controlling the leakage of information from the networks to
unauthorized parties. For example, it is commonly known that the network behaviour reflects the
intention of the forces. The amount of network traffic typically increases prior to an attack, and the
enemy can thus draw the conclusion that something is about to happen. Furthermore, less well-trained
troops tend to generate more traffic than their more experienced counterparts, thus revealing the skills
of the troops to the enemy. Other threat scenarios of information leakages are e.g. unprotected network
signalling traffic that reveals the topology of the network, the focus points of communication reveals
significant nodes in the network and their location, and so forth. The protection of information from
disclosure is typically referred to as privacy protection, and is discussed further in the next section.
PRIVACY
Privacy is the ability to control what information is disclosed to other parties and under which
circumstances.
There are five privacy classes:
1.
Data privacy: the data is not disclosed to an unauthorized party
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2.
3.
4.
5.

Identity privacy: the identity of the principal is not disclosed to an unauthorized party
Location privacy: the location (geographical or topological) is not disclosed to a third party
Time privacy: the exact time of occurrence of a transaction the principal is making is not
disclosed to a third party
Existence privacy: the existence of a principal is not disclosed to a third party

In the ‘systems of systems’ of the network-centric warfare approach, there are three types of
principals:
1.
2.
3.

Persons: i.e. the human users of the network nodes.
Network nodes: the devices attached to the network. A network node may be used by a human,
e.g. a soldier’s workstation, but may also operate on its own, e.g. a sensor or network router.
Platform: the networks and systems that belong to the ‘system of systems’, such as a local area
network used by a special forces group somewhere on the field.

4.
To provide privacy protection of the networked force, the five privacy classes must be considered for
each type of principal separately.
Data privacy
Data privacy is concerned with the protection of the data from disclosure to unauthorized parties. This
basically includes the protection of all data that is created, stored, and distributed in the network.
Although not all data needs to be protected from disclosure as far as the informational part is
concerned (e.g. public data needs no protection from disclosure), it is still necessary to handle it in the
same way as all other data in order to prevent the enemy from deducing which data (or information) is
relevant to it. That is, if all data except important one is transmitted in clear text, the enemy needs only
to be alert when encrypted data is transmitted. However, when all data is encrypted, the task of
analysing the intent of the forces based on traffic analysis becomes harder. Furthermore, data
protection also supports the other privacy goals. For example, by encrypting routing signalling traffic,
the enemy cannot learn the network topology simply by eavesdropping on the network. The location
and identity of individual nodes can be protected from disclosure in the backbone network if
encryption is performed between platforms. Thus, encryption provides some level of location privacy
to platforms and network nodes.
Providing data privacy is relatively easy and can be achieved by deploying existing security solutions.
For example, IPSec (Kent 1998) and the ESP protocol (Kent 1998) provide confidentiality to IP
traffic, and can be used both between gateways and end-to-end. Thus, routers can authenticate and
encrypt the data that they exchange to protect signalling traffic, platforms can form tunnels to protect
the data as it is transferred across the backbone network, and individual nodes can form similar tunnels
to protect the data from disclosure even within the own platform. Furthermore, IPSec provides VPN
solutions to mobile nodes that are away from their platform but still need to communicate with the
nodes in its home environment.
Identity privacy
Identity privacy is concerned with the protection of the identity of the human user, the network node,
and the platform as such.
On a human level, the enemy should not be able to deduce the identity of the persons participating in
network communications. This task should be relatively easy to achieve, as the identities of the human
users are never needed for network security purposes (e.g. as authorization should not be done using
the identity of a person, but rather based on the person’s credentials or possession of a cryptographic
key) and do not need to be explicitly transmitted between two trusted parties. The communicating
parties can deduce the identity of the other principal based on the public key alone, and the mapping
between the public keys and the nodes or the public keys and the persons are not (or should not) be
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disclosed to the enemy. Furthermore, should the principals explicitly write out their identities, e.g. in
the end of an email, they can do so as the data is encrypted. Should a principal need to contact a nontrusted party, it should never disclose its identity in any way. The device that the principal uses should
basically be configured in such a way that it does not leak any information about the specific person
using it. If the user needs to be authorized using public key cryptography, then temporary
cryptographic keys should be used to prevent the other party from analysing the user’s behaviour and
thus deduce his identity.
On a node level, the enemy should not be able to deduce the identity of the node. Typically, the
identity of the node is represented by at least one public key (or in the worst case scenario, by the IP
address, as it is often misused for identification purposes). When protecting the identity privacy of
nodes, the enemy should not be able to deduce that the node with public key X communicates with the
node with public key Y, since this could give out important information about the relationships of the
nodes, and thus aid in deducing which nodes are relevant for the (human or computer) network.
The platform level is basically equal to the node level; the platform is also identified by a public key,
and the enemy should not be able to deduce that the platform with identity X is communicating with.
the platform that has identity Y, as this could give out important information about which platforms
participate in which tasks.
Location privacy
Location privacy is concerned with protecting both the geographical location and the topological
location of the user, network node, and the platform.
Protecting the user location in this case is reduced to the problem of protecting the network node, as
the network node is the device that gives away the locational information of the user. In some cases it
becomes hard to protect the location of the node, e.g. if the node is wireless or visible and stationary.
The node also leaks information about its location in a variety of ways. First of all, the part of the
packet headers that contain the source and destination address of the nodes is seldom encrypted. By
eavesdropping on network traffic, the enemy can find out the IP addresses of the nodes, deduce which
nodes are significant based on the amount of communication, and easily find their topological location
in the network (and possibly even geographical depending on the type of network). Although this
problem could be avoided by frequently changing the IP addresses, the addressing then becomes a
problem from a management point of view. Basically the situation would be similar to a mobile node
that performs handovers on frequent basis, except that the handovers would take place also in the
home network. It would require at least one designated node, be it then a home agent (as with Mobile
IP (Johnson 2003)) or a repository such as DNS (as with HIP (Moskoqitz 2001)), to keep track of the
current IP addresses of the nodes. However, this node would in turn become a very attractive target,
and the problem remains unsolved.
Another solution that has been proposed to protect location information is based on security agents
(Fasbender et al 1996). The security agents are routers that receive packets encrypted with their own
public key. When the security agent opens the packet, it finds the destination address of the following
security agent together with an encrypted packet. This packet is forwarded to the following forwarding
security agent until it reaches its destination. Although this scheme is elegant from a theoretical point
of view, it has many problems in practice. The scheme does not work well with ad hoc networks
where the network nodes move, as the nodes would need to know the exact path of security agents as
well as all the required public keys, which can become difficult as the path may no longer exist as such
when the packet has left the node. This situation is not similar to normal routing, as the routers on the
path are able to adjust to changing routes, but the security agents are predetermined. Since ad hoc
networks are likely to be the solution for future military networking, it becomes difficult to deploy this
approach. Also, unless all nodes are able to function as security agents, it would be possible to find the
nodes that provide this functionality and eliminate them.

118

4th Australian Information Warfare and IT Security Conference 2003

One means of protecting the location of the nodes within the platform is for the node to have multiple
identities and multiple addresses. The node then uses whatever address it has assigned to it, and can
even send packets from the same stream using different IP addresses. The corresponding node would
be able to deduce from the identity which node it is communicating with, as the nodes have predefined
security associations. An approach like this was taken in the Homeless Mobile IPv6 protocol
(Nikander et al. 2001), although for non-military reasons. In Homeless Mobile IPv6 the security
association is not bound to one address, but to a list of addresses. Thus, the node could use any of its
addresses as the source address and any of the destination addresses of the corresponding node.
Another partial solution to the privacy problem was suggested in (Candolin et. al 2001), where source
addresses were removed from the IP packets altogether.
The location (and identities) of nodes from different platforms can be protected by performing
encryption between the platforms. That is, all traffic is tunnelled between the gateways of each
platform. In this way, an enemy that tries to retrieve information from the backbone network cannot
deduce in which platform a certain node exists at the moment.
Protecting the location of the platforms in turn is similar to protecting the location of a network node
within a platform, but is even harder to solve since it is easier to hide one network node than to hide a
whole network.
Time privacy
Time privacy is a more complex issue altogether. Basically it tries to prevent the time of occurrence of
a transaction from being disclosed to an unauthorized party. The enemy may be able to see that a
transaction is taking place based on the existence of network traffic, but it should not be able to tell
when the transaction exactly begins or when it ends. This may be of interest e.g. to prevent the enemy
from deducing the exact time when a specific command has been issued.
There are no feasible solutions to this problem. Basically, threshold cryptography could be used in
such a way that the transaction is completed when k out of n threshold parts have been received, and
the receiver is able to open the encrypted information stream. However, this scheme has not been fully
developed and analysed, so nothing can be said about its feasibility. In practice, it seems that
providing data, identity, and location privacy, it is possible to ensure time privacy as well.
Existence privacy
Existence privacy is another complex issue which attempts to hide the existence of the user, node or
platform altogether. In practice, this becomes infeasible, as network nodes and thus also platforms
always leak out information about themselves. The existence of nodes cannot be hidden altogether, but
their scope of visibility can be limited to a minimum. For example, the transmission range of wireless
nodes could be decreased (on demand). In the future, an approach based on data transmission using
light might become possible, which could enable better protection of the existence. However, no real
solutions exist to this problem at current stage (to the author’s understanding).
However, the existence of nodes and users can be hidden from the backbone network by deploying
encryption between the platforms.
CONCLUSION
Network-centric warfare is becoming a major new concept on conducting warfare. However, the
concept relies heavily on technology, especially on the underlying network(s), which may easily
become a single point of failure. The significance of information warfare (or command and control
warfare), net warfare, and communication infrastructure warfare increases in this environment, as the
most efficient tool of the forces also becomes a tool for the enemy to attack the force. To protect the
underlying networks, strong security solutions must be deployed both on a technical and a social level,
and networks must be designed not only to withstand and prevent attacks, but also to cope with them.
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In this paper, the importance of privacy protection has been discussed on a user, network node, and
platform level. Five privacy classes were recognized: data privacy, identity privacy, location privacy,
time privacy, and existence privacy. All aspects are important in the military case, as already the mere
existence of a transmission flow (as well as its timing and duration) reveals information to the enemy.
Also the operational security of the forces improves as their privacy is properly protected on all levels
of the network.
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ABSTRACT
To appropriately address the problem of large-scale network security management and one of the most
important needs of cyber cities we present a multi-agent infrastructure to establish security in these wide area
networks. In fact it’s like a police system that acts in cyber environments specifically Metropolitan Area
Networks (MAN). It consists up three general divisions, 1.Executive division, 2.Records and 3.Criminal
Investigation plus a Commander to make decisions for executive division. We aim to cope more effectively with
cyber crimes and preventing those using distributed collaborative agents in wide area information systems.

Keywords: Cyber Crimes, Crime Investigation, Large-Scale Networks Security
INTRODUCTION
Rising Computer Networks and their developments and also increasing use of computers in humans
living will cause security and management of information to play more important role. Certainly
security is a vital factor in such systems like E-Organizations, E-banks and other services that have
valuable and private information. Nowadays by propounding E-Government and Cyber City topics to
make an electronic and computer-based future, networks will be so wide and complex.
According to increasing complexity of networks and information systems, the security will be hard to
establish. In this paper we present an infrastructure to establish security in large-scale network of cyber
cities. VPN, SSL and other security technologies (Davis 2001) are useful but not enough to have a
certain secure network. We gather security technologies and options in a collaborative environment
using agent-based systems to defend information system more effectively against cyber crimes.
DEFINITIONS
What is a Cyber City?
At first we define our environment and a cyber city according to IT analysts definitions (Cohill 2000 ,
McIver 2002), Cyber City is a city that has set public policy goals to the global information networks,
some analysts also call “community networks”. It may consist up a MAN (Metropolitan Area
Network) or broadband networks including organizations, companies, LANs and household
computers. To summarize the above definition, we define our environment as integration of highspeed broadband networks using various access technologies (Azzam 1999)such as ADSL/VDSL,
Sonet, Wireless, etc. in a Metropolitan Area Network infrastructure.
Computer Crimes
Computer crimes range from the catastrophic to the merely annoying. Some computer crimes are
perpetrated for kicks, and some for social or political causes; others are the serious business of
professional criminals. The attacks discussed in this paper are those in which the computer itself or the
information it stores is the target of the crime. There are many ways to categorize computer crimes. In
this paper, we have chosen to divide computer attacks (some of these attacks are not crimes in the
legal sense, but annoyances) by the types of computer security that ought to prevent them.
We categorized crimes to these three general categories, based on security methods to prevent them
(Power 2000 , Stephenson 1999).
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1. Person related crimes
2. Communication and data related crimes
3. Physical crimes
Personal Related Crimes: Employees commit most detected computer crime, whether grudges, greed,
or simple boredom motivates them. However, because the computer provides a way to attack a site
remotely, we must address threats from outsiders even people on the other side of the world who have
never directly interacted with our network before. Some of these attacks are Masquerading,
Harassment threats and attacks.
Communication and Data Related Crimes: In this category we include attacks on computer software
and on the data itself. There are many types of attacks on the confidentiality, integrity, and availability
of data. Confidentiality keeps data secret from those not authorized to see it. Integrity keeps data safe
from modification by those not authorized to change it. Availability keeps data available for use. The
theft, or unauthorized copying, of confidential data is an obvious attack that falls into this category.
Some of these crimes are Software Piracy, Session Hijacking, Tunneling, Timing Attacks, Logic
Bombs, Denial of Service attacks plus threats by use of Trojans, Trapdoors, Viruses and Worms.
x Totally we consider fallowing types of attacks:
x Denial of Service (DoS)
x Unauthorized data access
x Data tampering
x Data destruction
x Communications infrastructure attack
x Host attack
x Desktop attack
x Virus
x Trojan horse and Worms
x Unauthorized execution of code
Then we assign priorities to attacks and crimes into five levels based on danger values, Minimal,
Cautionary, Noticeable, Serious, Catastrophic (Lindqvist and Jonsson 1997).
Physical Crimes: We do not discuss about this type of crimes in this paper.
Then we should create crimes table and insert crimes, their priorities and related laws in it.
Acceptable Use Policies
The Acceptable Use Policy (AUP) is one important component of the overall information security
policy[R]. It is used to define how information system users may use information resources. These
resources typically include hardware, software, and network and Internet connectivity. An AUP is
helpful in setting expectations for acceptable usage and defining reactions and consequences to
unacceptable usage. The specific elements of an AUP depend on the goals and specific legal or
regulatory guidelines. In this infrastructure we created policy as a rule table to use by Investigation
part and Commander. Our policy is based on our environment elements and security
standards(Bosworth 2002) such ISO-17799.You see some example elements in the following:
x Application servers
x Authentication servers
x Authorization servers
x Backup/recovery systems
x Configuration-management servers
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x Database servers
x Dial-up systems
x File servers
x Firewalls
x Gateways
x Intranet Web servers
x Logging servers
x Mail servers
x PKI components
x Public Web servers
x Routers
x Switches
x Workstations and PCs
Every element have it’s own policy, checklist and standards.
INFRASTRUCTURE AND ARCHITECTURE
In this part we introduce our infrastructure .As shown in Figure 1 the infrastructure is consists up three
divisions and a center called Commander.

Figure 1: Infrastructure divisions
Commander acts as a manager and decision making system, Investigation Division to investigate and
trace crimes and criminals. Executive Division to detect and prevent of attacks and also checking
environment like police patrols. Records Division to save criminals records, checklists and other data
as a database in order to be used during investigation and system operation.
We present this infrastructure using a center-based multi agent architecture as shown in figure 2.
Agents are classified on their duty, each agent has its specified task list. We will discuss more about
agents in executive division section. Memory is the resources that Commander should use in order to
make decisions, these resources consist up crimes table, policy tables, records, logs, and other extra
information may report by executive and investigation divisions. Also Investigation division uses this
memory to trace criminals in order to complete resources and creates more effective policies.
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Figure 2: MultiAgent Architecture
Commander
The Commander acts as the director of operation. The primary responsibility of the Commander is to
supervise the operational function of each division and as a decision-maker assigns task to executive
division. It uses crime table and policy table to make decisions.
Responsibilities of Commander are:
x Enforce policies established by the network administrators
x Enforce and Create rules
x Assign appropriate tasks to executive division
As a technical view of point Commander is a rule-based expert system(Jackson 1999 , Chadwick
1986) that inferences according to reports from executive division and investigative division and rule
tables from records division then creates appropriate recipes for executive division.
Records Division
In fact this division is a database that includes crime records, crims table, policy tables, reports, event
logs that acts as a knowledge source for commander and investigation division.
Investigation Division
This division is responsible for investigating crimes and if necessary trace the attackers and criminals
according to records, security logs and reports from executive division. It receives requests from
Commander to investigate occurred attacks and finally finds incident reasons such as system
vulnerabilities, weakness and flaws also trace the attacker/attackers who cause the attack. Technically
it uses CBR (Case Based Reasoning) methods and algorithms (Kolodner 1993) to conclude.
Knowledge sources of this division are records, reports of commander, logs (in other word total
footprints of attackers) and formatted incident reports those filled by administrators and attack
detection agents. A sample formatted incident report is shown here (Prosise 2001):
Attack Date-Time?
Detection Type?
Detection Date-Time?
Compromised Target
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Hardware/OS/Software:
IP address :
Network type:
Any critical information here?
Physical location:
Physical security:
Primary user/administrator:
Current status:
Hacker actions
Ongoing activity?
Source address?
Malicious/foreign logic introduced?
Any denial of service?
Any vandalism?
Insider or outsider?
Client actions
Connectivity pulled?
Remote access/local access to compromised machine available?
Any changes in network, such as firewall, ACL, etc?
What tools are available locally?
Sniffing
Network auditing
Investigation Division completes policy tables and reports bugs and vulnerabilities to Commander
using these information.
Executive Division
This division is responsible for Crime Detection, System Monitoring, Weakness Checking. It has a
multiagent architecture and consists up four types of agent, these agents interact(receive their recipes,
send their reports and environment feedbacks) with Commander. Agents are categorized based on
their duty:
Intrusion Detection
Vulnerability Scanning
System Monitoring
InterCommunication
We use the PKI and encryption methods to establish secure inter-communication. Also all messages
except urgents are encrypted.
AN ATTACK SCENARIO
Let's go through an attack scenario to show you how an attacker typically compromises a computer
and how our system incident response acts. In reality, an attacker often performs several of attacks in
parallel, but we will break them out to make it easier to follow. Suppose an attack on a UNIX system.
In this scenario, you will see how an attacker does some basic reconnaissance against the system and,
through port scanning, identifies a vulnerable service and exploits it to gain access. The following are
the steps in summary for this attack:
The attacker performs the information gathering and network scanning. This information is used to
identify which systems are active on the network. At this stage distributed intrusion detection agents

125

Mohammad Reza Ehssani and Hamid Houshyarifar

report scanning to Commander, Commander checks reports to determine whether or not an
administrator or checking agent has performed a network scan then creates rules using policy tables
and received reports to prevent it and sends rule/rules to firewall to ban the attacker.
Suppose the attacker passes former step and runs scanners to scan port of the system , the target will
be specified ,we must protect it, Commander creates rules and assigns those to firewall. Also a record
that includes attack information will be added to records for further surveys by investigation division.
CONCLUSION
Reliance on technology to facilitate the flow of information have become more complex and harder to
manage. Though technology is increasingly aligning towards more open integration and stronger
security functions, the same technology has permitted greater ease to deny, disable, collect illegally,
and the decipherment of information. This has placed greater emphasis on wide area networks to
continually monitor, reassess, and strengthen defence against these threats.
The correct implementation of security controls relies heavily upon a well-structured and documented
information security management system. Security awareness and training associated with each IT
system should take place in parallel.
In addition both in the real-life and cyber situations, criminals may take evasive action to prevent the
real attack direction from being discovered. It is apparently more difficult to perform intention
analysis when one of the opposing strategies is to mislead it. However, there are mathematical
modeling and other techniques that can be used to do a best-judgment exercise. We believe security
will be culminated using cyber police, each division can be developed using new technologies and
computational methods that will lead to increase security management performance. We are working
to development each division to obtain more secure environments.
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ABSTRACT
An important measure in evaluating the performance of a biometric system is the False Accept Rate (FAR),
which indicates the probability that a transaction will be accepted when it should have been rejected. In an
operational setting, the on-line calculation of the FAR for an access control application is not straightforward
and may not be achievable with normal users. This paper focuses on the issues relating to the calculation of the
FAR. Zero Effort, Minimal Effort, and Organised methods of possible attack are examined with their effects on
the FAR calculation. We also discuss the impact that data processing and storage has on the determination of
the off-line FAR.
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INTRODUCTION
A biometric is a measure of a human characteristic or behaviour that provides a means of identifying
or verifying the identity of a person. Biometric technologies automate tasks that are often difficult or
tedious for humans, and hence they may enhance existing systems, in addition to offering major new
capabilities.
A number of biometric technologies have been proposed and implemented, including the following:

x

x

x

x

Face recognition; based on the measurement of the positions of the underlying
structural features in a face. The most common input sensor is a 2D television camera,
so 3D structure is not often used. Face recognition is generally widely acceptable to
users since human beings already use this process and the sensors are well understood
and non-intrusive, it is also one of a few biometrics that can be performed on prerecorded surveillance video (Poulton 2001). Since all faces are basically the same in
structure, face recognition generally has relatively high error rates and is most suited
to authentication in low to medium security applications.
Fingerprint recognition; a biometric used since ancient times which uses the structural
features of the finger (called minutiae) to identify an individual. Computer based
recognition has automated the process, with initially CCDs used to optically read the
subjects finger and now ultrasonics sensors are the leading technology since they have
the advantage of not requiring direct contact with the subject’s finger (Finger-scan
2001). Fingerprint pattern matching is by far the most widely used biometric
technology since it may yield intermediate to relatively low error rates and the sensors
and processors are low cost and easy to use.
Hand dimension; a technology whereby the subject has the length, width, thickness
and surface area of their fingers and hand imaged resulting in a 640 x 480 pixel image
(Sanchez-Reillo et al. 2000). Only a silhouette is recorded, so the sensor is relatively
insensitive to dirt on the subject’s hand. The technology produces error levels in the
low to mid-range of biometric sensors and is very easy and convenient to use.
Iris recognition; in comparison to the other biometrics, iris recognition is a very
accurate form of identification. Every iris is essentially different, including the left and
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x

x

x

right eye of a single individual, and from the age of eight months the retinal pattern is
fixed and remains constant throughout the subject’s life (Wildes 1997). The subject
presents their eye close to the camera (in the order of 300mm), producing a highresolution image of the features found in the iris which is used to verify the subject.
Retinal structure; related to iris analysis, but uses a light source projected into the eye
to scan the vein pattern on the retina. The error rates are thought to be very low, but
retinal scanning is a relatively intrusive process that could only be considered for high
security applications where there were willing users (Biometrics-scan 1999).
Signature recognition; an early biometric that has been implemented in recent times
through the use of computers. A digitising tablet connected to the computer enables
the spatial information in the signature, as well as the dynamic aspects of the actual
writing process, to be analysed (Namboodiri et al. 2002). Based on similar principles
to voice recognition and produces similar error rates.
Voice recognition; based on the analysis of the temporal and spectral variation of a
voice when articulating a known set of words (George et al. 1995). The technology
produces relatively low to medium error rates, but it is dependent on the quality of the
data channel used to transmit the voice. Voice recognition has one of the higher public
acceptance rates due to its unobtrusive nature.

There are two distinct uses of biometric technologies: access control based on verification (positive
identification system) and surveillance (negative identification system). Verification systems are often
overt implementations in controlled environments. The first step in such a system is to generate a
gallery of biometric measurements (called templates) from known users in an enrolment process. In
operational mode, the user commonly provides a token (PIN, password, proximity card, etc) that
allows the system to retrieve that person’s enrolment template from the gallery. The retrieved template
is compared with the current (live) biometric data in order to verify that the user has access rights.
Surveillance systems on the other hand must identify an individual by searching for a match against a
large database and they often must contend with difficult environmental conditions. Whilst we shall
restrict our discussion to verification systems our approach can be applied, with appropriate
modifications, to surveillance applications.
When considering access control applications there are two primary measures of interest: the False
Reject Rate (FRR) and the False Accept Rate (FAR). FAR indicates the probability that a transaction
will be accepted when it should have been rejected, whilst the FRR indicates the probability that a
transaction will be erroneously rejected. By transaction we refer to the attempt by the user to gain
access by providing one or more biometric samples followed by the decision of the system. FRR is
generally straightforward to determine, but FAR it is often difficult to analyse in an operational
setting. In this paper we shall highlight some of the problems in analysing FAR and discuss methods
that may provide a more realistic measure of a biometric systems susceptibility to intrusion.
FALSE ACCEPT RATE AND FALSE REJECT RATE DETERMINATION
There is generally a trade-off between the FAR and FRR based on a decision threshold in the
biometric processor. If the decision threshold is raised to reduce the FAR the FRR will generally
increase and vice versa (Graves et al. 2003). In addition to the error trade-off, errors vary between
technologies based on the discrimination quality of the biometric data measured.
The FRR may be evaluated by presenting a sample of valid users to the system and recording the
probability of failure. This is the FRR at the chosen decision threshold. If the similarity measures for
the presentations are recorded, the probability density curve obtained may be used for estimating FRR
at other threshold settings. This data can also be used to quantify system performance, for instance the
Equal Error Rate (EER), Receiver Operating Characteristic (ROC) and Detection Error Trade-Off
(DET) curves.
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The EER is the point where the FAR and FRR values are the same. It is often used as a single
indicator of system performance, however this does not necessarily show the system performance at
other values of FAR and FRR (Martin et al. 1997). To better show the system performance, the FAR
and FRR data can be used to generate ROC curves. Traditionally ROC curves have been used to
display the trade-off between FAR and FRR values. However for multiple biometric systems, or
systems operating with different variable values, the ROC curves can be difficult to distinguish
performance where the performance of each is similar. To alleviate this problem DET plots are
produced where the FAR and FRR values are plotted on the X and Y-axes on a logarithmic scale. This
type of plot spreads out the data and offers easy observation of system contrasts (Martin et al. 1997).
The FAR is not as straightforward to determine as FRR, since it requires the presentation of people
who do not match the tokens they are using. This may be disruptive in an operational setting and it is
common for FAR to be calculated off-line using recorded data. FAR is obtained off-line by comparing
the stored biometric data with non-matching data from the gallery. This process gives rise to two
questions that affect the FAR determination:

x
x

When are off-line analysis appropriate and what subset of the gallery should be used
to generate operationally valid FAR outcomes?
What influence does the data recording method have on the outcome?

The following discussion will focus on these two issues and show some of the problems that may arise
in off-line FAR determination in a biometric verification system.
GALLERY ISSUES IN OFF-LINE FAR CALCULATION
The simplest way to compute FAR using the stored transaction data is to compare each transaction
biometric with all non-matching gallery data to generate FAR estimates. This is called the zero effort
FAR and is valid as a way of evaluating the algorithm in the biometric system. However, for many
technologies it ignores operational realities. For example, a person attempting to bypass a signature
recognition system would at least try to sign the name of the true user if they were to have any chance
of success. The zero effort approach assumes that the intruder will present his/her own signature,
which is clearly not a rational option so the zero effort analysis will have little operational value in this
case. In this case we are incorporating zero effort and active impostor attempts as defined in
(Mansfield et al. 2002).
It is possible to define a range of possible intruder approach categories in addition to the zero effort
approach. We have chosen to define the following classes of intrusion sophistication and discuss the
implications for FAR estimation in each case: zero effort, minimal effort, and organised. Although our
argument has arrived at these classifications by way of a consideration of the off-line calculation of
FAR, these categories will need to be considered for on-line testing of FAR as well. The applicability
and types of approach that may be considered for a variety of technologies is outlined in Table 1.
Zero Effort
An unauthorized user may attempt to gain access by using a stolen/found token by simply presenting
the token and his/her biometric with no concern as to the likelihood of success; hence this is zero
effort attack since the intruder has not made any effort to maximise the chance of success. Zero effort
may be the only approach available to most intruders against some of the biometric technologies, but it
could be misleading if used to characterise those systems using technologies where the intruder can
take action to influence the outcome.
To illustrate the operational limitations of the zero effort analysis, consider the case of a middle aged
Caucasian male who wishes to defeat a face recognition system. The man may choose to use a token
belonging to another male of similar appearance or he may have access to a token of a female teenage
woman of Asian extraction. The zero effort approach assumes that he is equally likely to choose either
token, although that is obviously not what will happen in reality. This neglect of operational realities
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underlies the zero effort FAR analysis technique and limits its usefulness in evaluating system
performance.
The FAR for a zero effort attack may be estimated off-line by comparing each set of transaction data
with non-matching templates from the gallery, either all of them or with a randomly chosen subset.
Minimal Effort
An intruder obtains a token from a person with similar biometric characteristic. For example, a person
attempting to intrude on a hand dimension recognition system would chose to use the token of
someone of a similar gender and with hands of similar general size if possible. This class of intrusion
could be considered viable if the cost of failure was relatively low and the value of a successful
outcome was high. This class of intruder could include illegal immigrants who consider that they have
little to lose and much to gain by attempting to bypass a border crossing system. This class of attacker
would not be expected to have the resources to obtain a token with close resemblance, but he/she
would at least be rational enough to not even try an attack unless the token referred to someone of the
same gender and ethnic background.
The minimal effort and zero effort approaches are not applicable to those biometric technologies that
rely on measures that are not easily perceived by a human being (eg retinal signature). With these
technologies, there is nothing that a human can do with minimal effort to add to the chances of success
of an intrusion. Minimal effort approaches are possible with the more easily interpreted technologies
such as face recognition, hand dimensions, signature and voice recognition, as summarised in Table 1.
Some of these approaches may be assessed off-line by selecting a subset of the gallery data that
incorporates the specific group of interest (eg race/gender/age for face recognition), but others may
only be assessable through real time testing.
Organised
A group of intruders may be well organized with the specific goal of gaining false access. Techniques
could range from substitution (eg using cadaver material) to mimicry (eg using trained voice
impersonators) as shown in Table 1.
An attacker in this class may view the cost of detection as being very high, since it could compromise
high value operations. The organized group would therefore be expected to expend some effort in
matching the presented biometric to the stored template.
This FAR for this type of intrusion may be analysed off-line with some technologies (eg face
recognition using only look alike persons from the gallery), but in general, real time testing will be
required to test the range of possible attack modes.
Determined
An organization that has considerable resources at its disposal could use a similar biometric system to
the operational system to develop and optimise an attack. This would have the effect of defeating the
biometric system and there are no technical solutions to such an attack. No further work is proposed to
determine FAR for this approach and it is not listed in Table 1.
Thus, when assessing the vulnerability of a biometric system to attack, it is necessary to define the
sophistication of the attacker and the vulnerability of the technology. In some cases it is possible to
assess FAR off-line, but many attack methods an only be assessed on-line, so it will be important to
plan any operational assessment process to account for the specific requirements of the attack
sophistication and the biometric technology. For instance zero effort FAR may be suitable for
assessing some types of biometric systems, it is likely to be of limited value for others.
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Table 1 below shows the possible intruder approaches for several types of biometrics. Factors that an
attacker may take into consideration are shown but some may be irrelevant due to live-ness testing of
the system.
Biometric

Intruder Approaches
Minimal Effort
Organised
Mimic
Substitute
Face
Limited
Race, Gender, Age
Look Alike
Photograph, Mask,
Applicability
Avatar
Fingerprint
OK
N/A
N/A
Mould, Cadaver
Hand dimension
Limited
Size and Shape
Surgical
Cut-out, Cadaver
Applicability
Modification
Iris
OK
N/A
N/A
Photograph,
Cadaver
Retina
OK
N/A
N/A
Cadaver
Signature
N/A
Name, Style
OK
Photocopy
Voice
N/A
Gender, Pitch
OK
Recording,
Synthesiser
Table1: Applicability of different types of intruder approaches
Zero Effort

DATA ISSUES IN OFF-LINE FAR CALCULATION
Data Sampling
The true match similarity (FRR) distribution for a verification system is relatively easy to obtain by
presenting true users to the system and comparing their gallery and incoming biometric data, directly
recording the similarity values for each transaction. The FAR for an operational system is often
calculated off-line by comparing each stored incoming biometric measure with a sample of nonmatching gallery records to generate a false match similarity distribution. This process is valid in those
situations where full biometric data is stored for each transaction. However, some verification systems
only sample the incoming data until a match is found, at which point the data gathering ceases. This
process may be illustrated by considering a face recognition system in which video feed is used as the
input. At the start of the image gathering process, the user may be looking to one side, or blinking or
otherwise poorly posed, so the system will continue to sample images from the video feed until a
stable matching image is obtained or until a fixed time limit has been reached. The transaction will
then be terminated. This means that the data stored for the transactions will be of variable duration,
depending on the timing of the data stream termination. This variable length data cannot be used offline for estimating the operational false accept rate, since it does not allow false transactions to reach
their potential maximum false similarity values. For example, in the case where the image stream is
terminated by a good true match on the first image, only one image will be available for consequently
generating the false match similarity data. This does not match the operational characteristics of the
system, where each false transaction is able to access all of the images that can be recorded up to
timeout. These images have not been stored and the false match estimate is therefore biased for this
type of transaction.
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Data Truncation
The issue of data truncation is something that may need to be considered when designing a biometric
system. The best practice (Mansfield et al. 2002) where multiple data may be used in each transaction
is to record all possible data rather than terminate data recording when a match is declared. However,
this may not be practical in an operational system where minimum-processing time is required and the
best practice will then be to generate FAR data using on-line testing. On-line testing could then be
conducted in a controlled manner using a subset of the transacting population, possibly in off-peak
periods of legitimate system use. Each transactor could present as themselves and each other person
enrolled (depending on the method of attack as described in Table 1).
Data Compression
An additional issue with operational systems is that it is sometimes necessary to compress transaction
data or modify it in some way in order to reduce storage requirements. For facial recognition for
instance, the image may be cropped and/or compressed. This may affect off-line analysis, as the
calculated system performance could be different from the actual live system performance (Graves et
al. 2003). The possibility of recording the full data should be considered when analysing a system offline. This could be done with an existing system by using a person to oversee the transactors to ensure
that the transactions are continued until the time limit has expired. In this case there would be a full
transaction data set for each person, which could be compared against other templates in the usual
manner. When designing a biometric verification system that will require off-line analysis, the full
data set should be recorded.
CONCLUSIONS
Error analysis in biometric systems must be approached from the operational perspective if it is to be
of value in assessing system performance in an operational setting. The standard techniques of
assessing FAR off-line must be treated with caution, depending on the technology and the data storage
methodology. In some circumstances, off-line analysis is appropriate, but there are many situations
where on-line testing or a method involving the capture of the full data set is the only option.
Zero effort FAR analysis will be applicable for those technologies where the user has no way of
modifying his/her biometric data to improve results, but it may be very misleading as a measure of
performance of those systems where the user can influence the outcome. The analysis methodology
for many biometric systems should account for varied levels of attack sophistication if operationally
valid measures of FAR are to be generated.
The method of data storage can significantly bias off-line analysis results and the effects of data
storage truncation and possible compression effects should be considered in the system design and
analysis process.
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ABSTRACT
Modern society owes a lot to the Internet and related technologies. These technologies, on one hand, enrich
economic, political and social lives of the global population, and on the other hand have rendered the
security of communities, businesses, and nation states, vulnerable. Be it competition among businesses or a
full-scale military conflict, new forms of intrusion into information systems and manipulation of
information contained in them are being devised by businesses, communities, nation states, and even
individuals to impose their will on their adversaries. It’s the emergence of a whole new perilous
international system in which balance of power is evenly poised among communities and nation states.
Ironically, most vulnerable are the technologically advanced nations and communities. At the same time
there is a constant struggle for supremacy, with a fine line dividing freedom of expression, information
imperialism, in wake of cyber hegemony. As the interconnectivity of global population increases, there is a
growing need for some sort of order in the otherwise chaotic cyber world. Due to disparities between
requisite skills, technological infrastructures, and lack of recognition of the problem at a global scale,
endeavours to enforce a technological solution to safeguard the information systems and their contents has
proved to be insufficient and has aided offenders and innocent alike. Thereby calling for a holistic solution
that embodies technological, social, democratic and legislative aspects. This paper presents a case for
measures and legislation on a global scale to enforce an Information Control Regime that would maintain
the balance of power in the cyber world and realize a secure common economic and cultural space.

Keywords: Information Warfare, National Security, Balance of Power, Semantics, Information
Security.
INTRODUCTION
The last two decades of the twentieth century saw enormous political, social, economic and
technological changes that have tested the social, political, and economic structure of Nation States in
such a way that they are confronted with challenges and issues hitherto unseen in the history. On the
political front emergence of a unipolar world and materialization of globalization pushed the
international system into a new phase where the notion of balance of power seems to be losing
relevance (Lipschutz, 2000; Conway, 2000; Held, 1999; Vasquez, 1998). After almost 90 years, we
are again witnessing the globalization of economy, though this time the facilitator is not colonialism,
but information. Businesses around the globe now have capacity to reach the remotest parts of the
world without having to have a physical presence there. This world of unlimited flows of information
and images is punctuated with uncontrolled and confusing change, global society is going through a
transitional period where there is a propensity among people to rearrange themselves around identities
such as, religious, ethnic, territorial, and national (Castells, 2000). Interconnectivity among business
and states has reached a point where “global networks of instrumental exchanges selectively switch on
and off individuals, groups, regions, and even countries, according to their relevance in fulfilling the
goals processed in the network, in a relentless flow of strategic decisions” (ibid, p3). Is it the Hegelian
progress of consciousness towards freedom, or Hayek’s attempt to create a world of free men through
economic and social freedom?
Information and Communication Technologies, especially the Internet, are at the core of these
political, economic and social transformations. Capitalizing on the potentials of these technologies,
communities, groups, nations, and businesses are striving to outclass their adversaries. Conflicts of
knowledge economy are not restricted to battlefields; in fact there is a constant war in pursuance of
economic, social, cultural and political agendas, ironically without tangible weapons, as the major
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weapon used is ‘information’. Harris (1999) highlights the importance of information and argues that
it serves as the foundation for our thinking, judgment, belief system, choices and understanding of the
world. The emergence and fast acceptance of Internet and other E-Commerce technologies have on
one hand played an important role in the intellectual rise of global population, and on the other hand
due to their open structure have rendered the security of their users vulnerable. People and
organisation with varied backgrounds use the internet for a variety of reasons, which makes utopians
argue that the Internet offers novel and enhanced modes of information dissemination (Levy 1997);
while dystopians contend that the information potential of Internet can take people away from their
communities (Stoll 1995). Semantics of cyber information is not the only security issue as information
systems encompass structural, procedural, and strategic points of intrusion, which are further
compounded by non existence of universally accepted legislation. All it takes is a small computer
terminal with requisite hacking skills, and the whole security of a nation could be at risk. Information
security and assurance are indeed the foremost challenges facing nation states and businesses in the
new economy, and in fact organizations of all types.
The recent rise in terrorism and the methodologies employed in conducting those activities speak
aloud of the vulnerability of technology, as it can be emulated easily. This not only shows us how
defenseless and ill equipped we are to face unforeseen challenges, but also highlights the need for
safeguarding the right of freedom of expression and safety of public. Consequently, there have been
many attempts by different countries around the globe to reinforce security of their information assets
and systems containing them, ranging from electronic surveillance and interception to encryption
techniques; paradoxically favoring the criminals in the same process. Johnson and Post (1997, p 62)
argue that “by creating a new global space that disregards national borders and that cannot readily be
controlled by any existing sovereign, the Internet weakens many of the institutions that we have come
to rely on to resolve the basic problems of collective action - the selection of means by which
individuals coordinate and order their interactions so as to achieve what they believe is a greater good.
Thus, the very nature and growing importance of the Internet calls for a fundamental reexamination of
the institutional structure within which rulemaking takes place”.
This paper aims to explore the concept of information warfare. Information warfare is a vast area;
however, our discussion is largely confined to ways of information manipulation and its impacts on
public. We particularly suggest that, information warfare is not necessarily confined to a struggle
between nation states, as businesses and social groups also exploit the potentials of information for
competitiveness and influencing public opinion. We argue that the issue here is multifaceted and
therefore requires a holistic solution that embodies technological, procedural, strategic and legislative
steps on a global scale to ensure that the balance of power is maintained within the electronic world.
We suggest that any technological solution is not enough, as technology can be emulated easily. We
propose enforcement of an information control regime at a global level through a body like, for
example, United Nations Organization.
MODERN WARFARE – JUST 0sS AND 1s or More?
The term ‘Information warfare’ has featured in literature only recently, however information has
always been a potent weapon in war. Be it Crimean war, or the two Great wars, or the recent Gulf
wars, information has been used to either dent enemy’s military power or influence enemy’s
perception since ages. The modern warfare sees its usage in terms of smart technology, seizing control
of enemy’s information systems thereby rendering him militarily impotent, or influencing the public
opinion through mutilating facts and figures or constant propaganda. Libicki (1995) divides
information warfare into seven areas, they are, command and control warfare, information based
warfare, electronic warfare, psychological warfare, hacker warfare, economic information warfare and
cyber war. Here, the term warfare does not solely means a conflict between two nation states, as
different businesses, communities and social groups also engage in similar activities to advance their
own agenda. We have the living examples of companies like ENRON, where the accounting managers
basically took advantage of the beauty of ‘information’, thereby masking the reality of information to
dupe their shareholders. Email spamming, customer profiling through Internet cookies, and viral
marketing, are some of the most common ways that businesses engage in their war for market share.
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However, the Swedish Cabinet Working Group on Defensive Information Warfare (1997) notes a
number of variations in information warfare that involves commercial organizations, these are:
a.

Subversive spreading of rumors in traditional media and in new forms of
communication

b.

Company espionage by reading the application profiles of company employees on the
Internet

c.

Mapping out of customers and suppliers by following the company's e-mail and
communication on home pages

d.

Mapping out of key employees via mobile phone networks and the Internet

e.

Disturbance of the company's own communication by, for example, e-mail bombing

f.

Destruction of the company's communication and production by the implanting of
viruses

g.

Affecting direction, disturbing production or image-destruction through stolen user
identities.

So, what is war then? According to Clausewitiz (1976), war is hostility at a larger scale. Its means are
use of force, and its objective is to impose our will on the enemy. He asserts that there are two ways of
imposing our will, one is through political means, such as negotiations, diplomacy and international
relations; and the second is through war, which is invoked when the first means fail. Nonetheless, both
ways pursue imposition of our interests or objectives. He describes two kinds of wars, first in which
the objective is to overthrow the enemy by rendering him completely powerless, in so doing forcing
him to accept our terms; second kind of war is often referred to as limited war, whose objective is to
do substantial harm or pose substantial threat so that we could bring the enemy to the negotiations
table. At the same time Alger (1996) defines information warfare as actions intended to protect,
exploit, corrupt, deny, or destroy information or information resources in order to achieve a significant
advantage, objective or victory over an adversary. In, Wikipedia (2003), the term information warfare
is referred to as the use of information, and attacks on information, as a tool of warfare. It is
convincing the enemy through propaganda to give up and denying them information that might lead to
their resistance. According to the Joint Doctrine for Information Operations (1998, p. vii), issued by
the US Joint Chiefs of Staff, “information warfare involves actions taken to affect adversary
information and information systems while defending one’s own information and information systems.
They apply across all phases of an operation, range of operations and at every level in war”.
The above discussion suggests that the concept of information warfare is the same as that of
Clauzwitiz for conventional warfare, however there are two fundamental differences in its conduct.
First, this warfare is not limited to a tussle between standing armies; its scope is much broader as it
includes communities, groups, businesses, and states. Secondly, it’s passive, and can by continuous.
Moreover, there is a big element of surprise in the conduct of information warfare, as there is no
convention that provides with the rules of play and therefore one could expect mostly innovative
forms of intrusion and information corruption from the enemy. For that reason, a defensive strategy
may prove to be too costly yet ineffective, whereas an offensive may not only be easy but inexpensive
as well.
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Figure 1 – Information Warfare

Source Hutchinson (2002)

Hutchinson (2002) also illustrates that the scope of information warfare is not limited to a military
conflict, and demonstrates its relevance to commerce, government and society (Figure 1). He contends
that intrinsic goal of information warfare is to dominate one’s adversary by gaining superiority in area
of interest, and at the same time disadvantaging the adversaries in those areas. Cronin (2001) further
supplements these views and argues that lexicon and analytics of information warfare have already
established firm footholds in the worlds of commerce, international relations, and advocacy politics, as
the tools and techniques of information warfare are being adapted for non-military purposes, like
political activism and civil disobedience, and as a result we are beginning to see an altering of certain
established social relations and power dynamics within society at large. Therefore, apart from the
military conflicts the semblance of information warfare can be seen in B2B, E-Government, and B2C
commerce. According to Wilson (1997), the possible aims of information warfare could be,
destruction of the public trust in public and political structure and capacity, damaging social insurance
system, destroying national economy, burdening authorities that fight crime, and putting information
systems out of order. However the motives behind these activities can be grouped into six categories,
such as, ideological, economical, revenge, search for a thrill, recognition, and creation of identity.
Main targets in information warfare can be identified as infrastructure related, information systems
related and communicated related. Wilson (1997) further breaks them down and states them to be
power supply, water supply, fuel supply, banking system, air transport, railway system, road system,
schools/religious institutions, administrative buildings, rescue services, commercial organizations
(such as stock markets), public events, and the public sector. Figure 2 summarizes the targets,
objectives and methods employed in information warfare.
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MORE ADVANCED - MOST VULNERABLE
Incongruity of information warfare has introduced a surreal balance of power among the members of
international community. It disregards the size, power and resource capabilities, as even a single
desktop computer can wreak havoc with the most advanced of technological setups. Irony is that in
this case its the technologically advanced communities and countries, that are the most vulnerable. The
risk actually increases with the increased interconnectivity and automation of country’s infrastructure.
Recent case of a teenager charged in US for spreading Blaster virus is a living example of how easy it
is to intrude and how vulnerable technology is. Berkowitz (2000) cites some other examples, and
states that during Serbian conflict United States military command debated at length the legality and
morality of attacking the computer systems that controlled Serbia's public utilities before deciding not
to take the information warfare offensive. His study also cites that during Operation Desert Storm
United States forces apparently planted bogus data in Iraq's air defense computers by having troops tap
into phone lines. Apart from these direct attacks on information sources, cyberspace acts as an open
Hyde Park where communities and organizations engage in a relentless propaganda wars. To live up to
our belief in freedom of expression such openness has to be defended as long as the material is not
aimed at fomenting communal hatred, inciting violence and affecting public opinion. However, lack of
control and ease of publication signifies that a fair proportion of the cyber information is actually
aimed at dividing communities on ethnic, racial, and religious lines. At the same time, business and
individuals are also engaged in activities, such as invasion of privacy, hacking, money laundering.
Internet’s self regulating and open structure makes it an easy platform to publish, access, retrieve,
manipulate, and distribute information, and hence raises the issues concerning potentially beneficial
and harmful effects of cyber information on society.
These problems have increased with the increasing flow of information resources being distributed in
the cyberspace without editors and fact checkers (traditional gatekeepers for print publications)
monitoring them. In an interconnected world, where stocks markets, businesses, and nations are
increasingly becoming dependent on cyber information, disinformation can spread waves of fear and
gloominess round the globe. Paradoxically, it’s the technologically advanced and intellectually
enlightened public that is at risk, as their lives are more dependent on technology. In an interconnected
world, still grappling with the issue of security of information and systems containing information,
even the remotest parts of the world provide for points of intrusion and action. Bergen (2001) exposes
this irony when he describes how Al-Qaeeda uses information technology. In his words, “from the
peaks of the Hindu Kush Mountains in Afghanistan, a place barely touched by modern world, the
declaration of war was written on an apple computer and then faxed or emailed to supporters in
Pakistan or Great Britain. Who in turn made it available to Arabic newspapers based in London, which
subsequently beamed the text, via satellite, to printing centers all over Middle East and New York”
(ibid, p. 28). These few lines expose the harsh reality as they embody the semblance of concepts like
virtual organization, networking through horizontal federation, a very tight integration of the supply
chain, maximum resource mobilization without much of an effort, and what’s more, the article of trade
is ‘information’ and the medium is Information and Communication Technologies. However, at the
same time, any such operation directed in revise direction, would be considered foolish simply for
want of requisite technological infrastructure and non dependency on technology in daily life, in a
place like Afghanistan.
INFORMATICS WAR OF ATTRITION
The issues concerning cyber information are deeply related to the rise of science and modern
technology (Castells 2000, Borgmann 1999, Walsham 2000). An attempt can be made to understand
the nature of social changes that occur with the use of information. Burrell and Morgan (1979) suggest
a framework that could be used to study information flow and the resulting transformation in society
(Figure 3). It represents epistemological/knowledge and the theory of society along its axis. The nature
of information at the subjective extreme of the epistemological/knowledge dimension illustrates the
modernistic view, meaning that there is truth available, which is dependent on the subjective
experience. The objective extreme suggests that the quest of truth is independent of the subjective
experience.
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Figure 3 – Framework of Paradigms

The framework provides four dimensions, i.e. interpretive, radical humanist, radical structuralist, and
functionalist, to study the phenomena of information. Information in each paradigm has a different
concept. Information in the Interpretive perspective is understood as meaning being a subjective
phenomenon that relies on the individual perception, context and experience of the world. Radical
Humanist perspective shares the Interpretive concepts of information and meaning, but also caters for
the societal change. Clearly, by embodying this change, information serves as a way of emancipation
to society. However, this perspective is relatively chaotic, as different individuals and communities
struggle to attest their perspective of information on fellow communities and individuals. At the same
time, it is not clear whose information is valid, as after all each perceptive may be right according to
its context. Such predicaments could be seen during the massive propaganda wars from both sides
during cold war era. Another example is that of the tension between what media shows and the way
governments respond in pursuing their policies. As an example, the live images of the anti war rallies
via CNN before the recent Gulf War did not change the resolve of the ‘alliance of the willing’. At the
same time, images of the bodies of soldiers killed in action weaken public resolve, notwithstanding the
strategic or humanitarian justification for military action. This context based comprehension of
information lessons within the Radical structuralism and the Functionalist perspectives, as both treat it
as an object. Within Radical structuralism, information becomes a source of power and results in
hegemony. Those who govern the information aspire to maintain the existing state of affairs, and those
who are governed aspire to put an end to existing state of affairs. Information is seen as bastion of
power. The Joint Doctrine for Information Operations (1998) defines this information superiority as,
“the capability to collect, process, and disseminate an uninterrupted flow of information while
exploiting or denying an adversary’s ability to do the same. It may be all pervasive, or function, or
aspect specific, localized and temporal”. Figure 4 illustrates the strategic orientation of gaining
information superiority, through information operations.
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Figure 4 – Information Operations Engagement Timeline
Source Joint Doctrine for Information Operations (1998, p. II8)

This strategic orientation is further explained in Table 1 that traces the differences dynamics between
conventional warfare and information warfare, its dynamics, and its impacts on society.

Ultimate Destructive Capability

First
Wave
Agrarian
A Warrior class,
Mercenaries, Militia
Tribe, City, State,
Family
Trade
Representational
Conflict
Gunpowder

Leadership
Information Based Warfare
Information Technology in War
Information War

Hierarchical
Yes
No
No

Descriptor
Physical Security Provided by
Dominant Social, Political, Economic
Force
Economy Dominant by
War Characterized by

Second
Wave
Industrial
Professionals,
Citizens
Nation-State,
Factories
Money
Mass Armies, high causalities
Mass destruction (Nuclear,
chemical.)
Top down orders
Yes
Yes
No

Third
Wave
Information
Information
Knowledge leaders
Global conglomerates
Symbols (e.g. in databases)
Information Attacks, minimal
causalities
Critical Data Deletion
Low level empowerment, flat structures
Yes
Yes
Yes

Table 1 - Emergence of Information Warfare
Source Toffler and Toffler (1994)

DOORS OPEN FOR INTRUDERS
In information systems research, technological and economic aspects of web based systems have been
the focus for many scholars. However little consideration has been given to the social and cognitive
implications of people’s interaction with the Internet (Levinson 1997; Turkle 1995). Figure 5 reveals
that there has been greater emphasis laid on representation or syntax of information, with little or no
consideration given to the semantic, pragmatic and social levels. Thereby leaving important escape
routes and loopholes in the system, as it does not possess holistic and all encompassing properties of a
sound system.
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H um an
In f o r m a t io n
F u n c t io n s

S o c ia l: B e lie f s , e x p e c ta tio n s , c o m m it m e n ts , c u ltu r e ( C o lle c t iv e
c o n c e p t io n )
P r a g m a t ic : In te n tio n s , c o m m u n ic a tio n s , n e g o tia tio n s ( P u r p o s e
o f in f o r m a t io n )
S e m a n t ic : M e a n in g s , p r o p o s itio n s , v a lid ity , tr u th , s ig n if ic a tio n ,
d e n o ta tio n ( A u t h e n t ic it y o f in f o r m a t io n )

T e c h n ic a l
P la t f o r m

S y n t a c t ic : F o r m a l s tr u c tu r e , la n g u a g e , lo g ic , d a ta , r e c o r d s ,
d e d u c tio n , s o f tw a r e , f ile s ( F o r m s a n d m a n ip u la t io n s o f
In f o r m a t io n )
E m p ir ic s : P a tte r n s , v a r ie ty , n o is e , e n tr o p y , c h a n n e l, c a p a c it y ,
r e d u n d a n c y , e f f ic ie n c y , c o d e s ( S t a t is t ic s o f in f o r m a t io n )
P h y s ic a l: S ig n a ls , tr a c e s , p h y s i c a l d is tin c tio n s , h a r d w a r e ,
c o m p o n e n t d e n s it y , s p e e d , e c o n o m ic s ( E c o n o m ic s a n d
c o r p o r a lit y o f in f o r m a t io n )

F ig u r e 5 – S e m io t ic P e r s p e c t i v e o f t h e C y b e r s p a c e

Source (Stamper1973, 2001)

In Cyberspace the intensity of this issue is further amplified, as people with varying degrees of
knowledge, different ethnicities, variety of beliefs and values use the internet for an assorted set of
reasons. Hence it is questioned whether, it will contribute towards the decline of social interaction and
assimilation, community involvement, political participation, and integration (Putnam, 2000; Kraut et
al., 1998), or it will foster new forms of identity and social interaction (Wynn and Katz 1997; Parks
and Floyd 1996; Turkle 1996).
This issue is embedded in the architecture of the Internet, through its emergent self regulation,
openness, decentralization, and self-stabilizing tendencies. As an emergent self organizing system, it is
far from equilibrium, in a non linear and chaotic state and possess vast amount of information. The
characteristics of openness and decentralization are essential to the Internet, as they provide the
Internet with its fuel i.e. information. Consequently the system is bound to accept different kinds and
levels of information for its operation and growth, and inevitably there will be information that could
be termed as malicious, manipulated, and unqualified. “n 25 August 2000, stockholders were stunned
by news that Emulex, a server and storage provider, was revising its earnings from a $0.25 per share
gain to a $0.15 loss and that it was lowering its reported net earnings from the previous quarter as
well. This press release was being distributed by news services like Dow Jones, Bloomberg, and CBS
Marketwatch. Within 16 minutes, Emulex shares plummeted from their previous day’s close of
approximately $104 per share to $43. It was not a true press release, but was actually initiated by a
former employee of, Internet Wire, a Los Angeles firm that distributes press releases. He launched the
release from the company’s server, which was believed to be true by the media companies as well as
the general public. He didn’t hack into the computer systems nor did he develop any complex
algorithm to do that, he just manipulated with the perception of people and waited for altered reality to
produce desired actions that would serve his purpose. All he did was to write a convincing press
release, used a believable distribution medium, and sat back to watch events unfold” (Cybenko et al
2002). This shows how easy it is to manipulate information on the Internet and influence public
judgment. In an another incident, during the 1999 NATO campaign in Kosovo, hackers based in the
Federal Republic of Yugoslavia flooded an official NATO site with viruses and E-mails, thus
overloading it and putting it temporarily out of commission (Pollock and Petersen 1999). During the
same conflict, a large number of Serbian supporters started a concerted effort to clog non-militaryrelated sites in the United States. It is reported that official Pentagon sources confirmed that NATO’s
offensive against Belgrade comprised, among other things, computer attacks which had as their main
targets the foreign bank accounts of several Serbian leaders (Walker 2000).
These instances suggest that, any quest for a technological solution for security of information systems
and ensuring credibility and authenticity of their contents will hardly be pervasive. At the same time,
this issue cannot be ignored as maintaining status quo will lead to catastrophic chaos with
communities and users trying to impose their agendas on others. The situation calls for a solution that
applies to both commercial and military conflicts alike and is applicable in both peace and war times,
without restraining the rights of public in a democratic world.
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POSTMODERNISM, CRITICAL RATIONALISM OR PURE REASON?
Epistemological warfare, psychological warfare, and perception based warfare, are all corollaries to
the same phenomena, with a very fine line separating them. However, each one of these has been
exploited by nations, communities, and businesses under the umbrella of ‘freedom of expression’.
Intellectual enlightenment faces the logjams, as to how much is enough to know and how much is
enough to qualify for freedom of expression. As a result of the ongoing war of terrorism, certain
Muslim, Christian and Jewish organizations are trying their best to contribute to the clash of
civilizations in cyberspace (see for example, http://muslimterrorists.com, http://www.assist-israel.org,
http://www.jihadonline.org and http://www.wayoflife.org/)
One of the vital issues in the information society is that postmodern institutions are being controlled
by those laws, regulations, and norms that came into existence as a by product of industrial revolution.
Lemley (1998) indicates that the Internet represents a diverse community, which consists of
libertarians, communitarians, communists, socialists, rich, poor, nerds and literati. It is very unlikely
that they will reach consensus on any subject. Berman (2000) argues that the power of the actors in the
cyberspace to make their own rules, which can be enforced by any Internet user, poses a problem
because these entities do not have to enforce any constitutional reforms or legislations, or ethical
principles that would allow for all the legitimate interests of stakeholders. With the wide presence of
misinformation or spurious information the beliefs in the accepted wisdom of knowledge society, and
common economic and cultural spaces, cannot be realized. Instead we face predicaments of ideology,
identity, and social integration. Castells (2000, p3) argues that “our societies are increasingly
structured around a bipolar opposition between the net and the self”.
Turkle (1995) points out that Internet works as a postmodern object to think with, which deeply
changes the users' belief systems. She argues that although postmodern ideas have been around for a
considerable period of time, yet they did not receive enough attention from general public;
nevertheless, it is due to the experiences on the Internet that these ideas are growing to be realized and
becoming pertinent to everyday life. The postmodern ideas of perspectivism and multiplicity on the
Internet are not only relevant to the illustration of information or knowledge, but also to the self (Riva
and Galimberti 1997). All the way through the period of growth in literacy in human civilization, the
written word symbolized a trustworthy voice for both literate and illiterate alike. Interpretation as it is
understood now, as a subjective course of action, was not what was derived out of text. A manuscript
was expected to be having unique connotations as that of the intent of the author. This uniqueness of
understanding was a prerequisite for endowing the text with ultimate authority. It can be argued that
just as these ideologies are rooted in the technology of print on paper, new thought patterns are being
fashioned in the electronic paradigm in response to a new set of forces acting on it, such as the
interactivity of Internet. Life in cyberspace seems to be shaping up exactly like Thomas Jefferson
would have wanted, founded on the primacy of individual liberty and a commitment to pluralism,
diversity, and community” (Kapor 1993, p. 53). Popper (2002) suggests that critical rationalism,
which advocates that no one has domination over truth and collectively we can get closer to it, is
essential for the intellectual structure of the open society. However, the three Greek virtues, i.e., the
ability to reason to interpret meanings that different objects carry; the feeling for proportion and
coherence; and the ability to critically examine an object, in order words examining both sides of a
phenomenon, which is actually the bedrock of a democratic society (Cornford 1937), demand
tolerance, balance, and permissiveness of information.
Information warfare is not just one issue, in fact it contains a plethora of issues that are so entangled
with the social and economic fabric of the society that there is no one single set strategies that would
qualify as credible deterrence from it being exploited. In the absence of any control, both in
cyberspace and in real world, the situation is very explosive and when it gets out of hand it may have
serious implications for global population. In the given circumstances, there is a need for global
institutions to play an active role in controlling the proliferation of information warfare methodologies,
these should be amply backed up by requite legislations and laws that not only govern the use of
information, information systems, and cyberspace in peace time but also during a declared armed
conflict.
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ROLE OF INSTITUTIONS
There have been numerous attempts to establish control in the cyberspace. Some endeavors have been
purely technical aiming at electronic surveillance, interception; while others have aimed at enacting
cyber laws. Some scholars have proposed international law, with particular emphasis on political and
social aspects, as the appropriate way of governing the Internet (Cochrane 1998; Nimmer 1995; Selin
1996). While, others suggest norms as a substitute to legal legislation, especially considering the fact
that the Internet population is not homogenous and many countries lack an established legal system
(Lessig 1997). Johnson and Post (1996), suggest that existing legal frameworks are insufficient to
control Internet; therefore, national governments are ill-equipped to handle the issue. They argue that
the solution to this problem is creating virtual courts and virtual governments within cyberspace
(Johnson and Post 1997).However, considering the potency of information as a credible weapon in
both peace and war time; the politically polarized global composition; attraction of not getting caught
due to non existence of legislation at the global level; and many other reasons, there is a need for a
holistic decree that ensures the democratic rights of the entire global population.
In the present circumstances, the viable solution is enforcement of an information control regime at a
global level through United Nations Organizations. It should be noted that, it is the only forum
available in the world that has legislations and institutions available in related areas, such as war
crimes, national security, diplomacy, conduct of war, and international court of justice. This
arrangement will work as a networked organization operating on the principles of self organization by
means of institutional and temporal cooperation. Each member country would have its own laws to
control the dissemination of information and safeguard the systems containing information. On a
broader level all these member countries will have to comply with the UN declaration. By endorsing
this declaration and safeguarding systems and information originating out of their national boundaries,
governments can offer a stable platform for information exchange to their citizens and economy, and
for the development of varied commercial and non commercial contents. Two major problem faced at
the moment are that, information related crimes do not provide enough grounds to constitute a war
crime; and during peace time it is difficult to try criminals who actually are not based in the country
where the crime has been committed, such as those who hacks into a system from other countries, or
publish malicious material from another country, or pilfer into data resources in other countries. Here,
only a globally accepted legislation or decree can work with each member state ensuring that requisite
laws apply to the cyberspace that interpret public good in broad terms.
CONCLUSION
Controlling information flow and maintaining the security of the systems containing information is
extremely difficult if not impossible. Even more difficult is any attempt to make all the users of these
systems to come to agree to a set of legislations. We have seen that any technological, social or legal
effort of establishing order in the otherwise chaotic world of cyberspace has proved to be insufficient.
A universal declaration under the auspices of the United Nations seems to be the only viable solution,
as it would help maintain the balance of power in cyberspace. Such balance is synonymous with the
conventional balance of power that provided stability and limited the quest for hegemony by any actor
or state (Morgenthau 1967, Waltz 1993). However, this is not to assert that this is a complete solution,
as there have been many instances where different countries have gone beyond the jurisdiction of
United Nations and have acted at their own. In some instances they succeeded in their motives and in
others they got knocked over. Be that as it may, United Nations still provides a legitimate platform to
ensure the rights of the global population in the broadest terms.
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ABSTRACT
The incidence of criminal, illegal and inappropriate computer behaviours has focused attention on the need for
enhanced digital evidence acquisition and presentation competences. However, the dynamic and multidisciplinary nature of the forensic computing domain has made difficult the identification of the nature, level and
type of competences required. Building on the forensic computing taxonomy of Broucek and Turner (2001) this
paper reports on a survey of competences amongst 21 Australian FCI teams within Australia. This survey
provides insights into the current practice of forensic computing investigation, identifies anticipated key future
competence requirements and enables a refinement of the taxonomy of forensic computing.

Key words: Forensic Computing, E-crime, Forensic Computing Investigation, Taxonomy, Computer
Misuse.

INTRODUCTION
At the broadest level within the private and public employment sectors, the increased risk and
incidence of criminal, illegal or inappropriate computer behaviours has heightened awareness of the
need to develop defensive and offensive responses to e-crime and computer misuse (McKemmish
1999; ACPR 2000; ACPR 2001; Broucek & Turner 2001).
Although traditional methods for addressing conventional social transgressions (including deterrence,
security and education) still have a significant role to play, computer misuse and e-crime present
unique challenges in that, when this behaviour is detected, there is also a need to:
x Formally investigate and assess the extent and effect of the behaviour; and
x Gather evidence and proof for future actions that may include criminal or civil prosecution,
organizational censure or dismissal.
Concurrent with the technical difficulties of detecting, identifying and recording these behaviours,
there exists a number of legal considerations regarding types of evidence acquisition (‘forensic’)
activities and the legal admissibility of the digital evidence that these forensic activities produce. As a
result, a multi-disciplinary mix of specialised human skills is required to ensure the successful conduct
of computer forensic investigations. However, the identification and relevancy of these skills, their
nature, type and level of the competence, is complicated by the dynamic nature of the forensic
computing domain.
At the practical level, a significant number of publications written technical, legal and organisational
issues pertaining to computer misuse and e-crime have been produced by computer security experts,
legal professionals and information systems specialists. However, an exploration of the
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interrelationships between these issues has until recently been limited by the lack of a conceptual
framework within which to position these different approaches. This has also inhibited the
development of the specialised skill sets required to advance the theory and practice of forensic
computing research and investigation (Broucek & Turner, 2001).
In the Australian context, the paper describing the forensic computing taxonomy developed by
Broucek & Turner (2001) provides a summary of results from a survey of 21 forensic computing
investigation teams aimed at establishing a body of knowledge relating to FCI team competence. This
survey provides insights into the current practice of FCI and the existing competences contained
within current Australian FCI teams. Significantly, the survey also provided insights into how these
human skill sets were evolving in anticipation of the new challenges of computer misuse and e-crime
facing FCI teams. Finally, the results of the survey enabled a validation and further refinement of
Broucek & Turner’s (2001) taxonomy of forensic computing.
The remainder of this paper is in five sections. Section One provides a brief overview of assessments
of the current levels of computer misuse and in particular e-crime in Australia. Section Two provides
background on the taxonomy of forensic computing (Broucek & Turner, 2001) and illustrates how it
was deployed as a basis for the survey of Australian FCI team competence. Section Three outlines the
survey and summarises its key findings. Section Four considers the development of offensive forensic
computing techniques in the era of e-crime and information warfare. Section Five provides a
conclusion and looks to the future.
SECTION ONE: LEVELS OF COMPUTER MISUSE
The diffusion of information and communication technologies (ICT) throughout Australian
government, business and society has led to new opportunities, new challenges and new risks. By the
end of 2002 surveys of ICT connectivity revealed that in Australia:
x
x
x
x
x

67% of households own or lease a computer;
52% of households were connected to the Internet;
72% of Australians aged 16 years and over have Internet access from any location;
73% of Australian males and 72% of females aged 16 years and over have Internet access; and
80% of people aged 16-34 and 68% of people aged 35 years and over in Australia have
Internet access.

Given these figures it is not surprising that the propensity of individuals and/or groups utilizing ICT to
engage in computer misuse and e-crime (McKemmish, 1999; ACPR, 2000, 2001; Broucek & Turner,
2001) has increased over the last ten years. However, obtaining accurate figures on the levels of
computer misuse are fraught with difficulties.
In the United States, approximately 70% of corporations reported e-crime incidents during 2000, up
from 30% in 1999. It is estimated that these e-crime incidents cost corporations approximately
$US265,589,940 in 2000 (AFP, 2001).
In Australia a similar trend has been observed. The Australian Computer Emergency Response Team
(AUScert) recorded similar increases in e-crime response requests from Australian organisations over
the period 1998 to 2000 and AUScert’s most recent Computer Crime and Security Survey reported
that 42% of respondents had experienced one or more significant attacks that had harmed the integrity,
confidentiality or availability of network data or systems and that 38% of respondents were
dissatisfied with the level of IT security qualifications in their organisations.
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Other trends observed by AUScert were:
x Greater occurrence of externally-sourced harmful attacks
x Financial losses due to computer attacks which harmed the confidentiality, integrity or
availability of network data or systems had doubled over the last year ($12 million in 2003,
compared with $6 million in 2002)
x Financial fraud, laptop theft and virus, worm and Trojan infections are the largest source of
computer crime losses
x 22% of organizations surveyed experienced more than ten computer security incidents.
(Source: AUScert, 2003)
The nature and extent of the problem of computer crime within Australia is not known. There is a lack
of comprehensive data that clearly identifies the level and incidence of electronic crime within
Australia that is compounded by non-reporting and non-detection of e-crime (ACPR 2000; Etter
2001b).
The last ten years have seen the development of specialist Forensic Computing teams to conduct
investigations into criminal, illegal or inappropriate behaviour committed or facilitated through the use
of computers or other digital devices. In the absence of specific training courses these teams have been
required to draw on knowledge, skills and experience from a range of disciplines in order to meet the
challenges of conducting an investigation in a digital environment.
SECTION TWO: A TAXONOMY OF FORENSIC COMPUTING
The last decade Forensic Computing teams has seen the emergence of Forensic Computing teams in
government and non-government organisations. These teams have evolved from a variety of
backgrounds and draw on the multi-disciplined backgrounds of the team members in order to provide
the knowledge, skills and experience necessary to undertake Forensic Computing.
The increased uptake of technology within Australian society, coupled with rapid developments in
digital technology, has occurred more quickly than the development of a legal framework to address
aspects of criminal, illegal or inappropriate conduct occurring within this medium (Drucker &
Gumpert 2000; Broucek & Turner 2001; Etter 2001a). This has vast implications for Forensic
Computing teams operating within Australia that are constantly required to gain new legal and
technical knowledge in addition to maintaining their existing skills necessary to conduct Forensic
Computing operations.
The lack of an overarching conceptual framework was identified by Broucek and Turner (2001) as a
source of both confusion and frustration for researchers wishing to explore aspects of the emerging
discipline of Forensic Computing. Conversely FCI teams rely on individual members contributing a
variety of knowledge, skills and experience in order to provide all the necessary human resources to
undertake Forensic Computing investigations. The proposed taxonomy by Broucek and Turner (2001)
provided both the academic community and practitioners within the field of Forensic Computing with
a basis for examining existing research and skills and upon which to direct research for the future
development of practitioner knowledge, skills and experience.
Broucek and Turner (2001) further developed the concept of Forensic Computing as a multidisciplinary academic by building on previous work by authors including Farmer (2001) and Venema
(2000) and expanding on the definition of Forensic Computing as provided by McKemmish (1999).
McKemmish (1999:1) proposes the following definition for Forensic Computing:
‘the process of identifying, preserving, analysing and presenting digital evidence in a manner that is
legally acceptable”
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Through the examination of previous research, Broucek and Turner (2001) argue that in the absence of
an overarching taxonomy, Forensic Computing research has failed to combine and leverage the
strengths of individual disciplinary investigations of particular forensic issues. To overcome this, they
proposed a taxonomy for the discipline that includes multiple dimensions and sub-categories upon
which to frame the future development of the discipline. Table 1 provides the expanded dimensions
within the proposed taxonomy.

COMPUTER SCIENCE
x

Operating Systems and Application Software

x

Computer Security

x

Systems Programming and Programming Languages

x

Computer Law

x

Criminal, Civil and Technology Law (CCT Law)

LAW

INFORMATION SYSTEMS
x

Systems Management and Policies

x

User Education

SOCIAL SCIENCE
(Adapted from: Broucek & Turner 2001)

Table 1

Proposed Taxonomy: Forensic Computing

Broucek and Turner (2001) recognised that the proposed taxonomy may be incomplete; however they
suggested that it served as a starting point for the development of a more comprehensive conceptual
framework to support research in Forensic Computing Investigation.
SECTION THREE: A SURVEY OF COMPETENCE IN AUSTRALIAN FCI TEAMS
This research sought to examine practicing FCI teams currently operating within Australia. The
existing taxonomy was used as the basis for the development of the instrument for the measurement of
FCI team competence within this research study.
In addition to the disciplines included in the existing taxonomy, Forensic Computing team leaders
were asked to provide information on any additional areas that they believed were essential to
undertake Forensic Computing Investigation.
This study collected data through the use of a questionnaire completed by 21 FCI team leaders in
organisations currently conducting Forensic Computing Investigation in Australia. The questionnaire
was developed to include questions suitable for administration to a team leader, Sergeant or Inspector
(or equivalent rank or being the sole Investigator within an organisation) leading a Forensic
Computing Investigation Team.
The questionnaire comprised 22 questions divided over three parts, all relevant and specifically related
to the objectives of the research and designed to gather information that would enable analysis relating
to the operations of the team (location, industry and number of investigations), and the knowledge,
skills and experiences held by the team and desired by the team leaders in the future.
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In addition, a section of the questionnaire sought to gather information relating to the method of
competence development and the level of experience that each FCI team held within each area of
competence.
The outcome of the research was that the taxonomy provided by Broucek and Turner (2001) was able
to be used to describe many of the areas of knowledge, skills and experience that FCI teams employ to
undertake Forensic Computing. However, the taxonomy fell short of the inclusion of investigation as
a distinct discipline whereas investigation was observed as being one of the most common and most
desired disciplines within practicing Forensic Computing teams.
x

Investigation skills

The discipline of investigation skills was observed as the most common experience held by FCI teams
operating within Australia. This was further supported by the team leaders rating investigation skills
as the most important skill for Forensic Computing both presently and into the future.
The term “investigative skills” within the sample of forensic computing team leaders was taken to
mean law enforcement investigation related skill sets. The distinction is different from an academic
meaning of the terms investigation or investigative where in normal (academic) context would be used
to describe a study to examine a specific phenomenon.
Within the context of Forensic Computing Investigation, skills may include (but not be limited to):
x Methodological approach to the investigation
x Case management
x Communication
x Interview technique
x Preparation of court documentation
x Preservation of physical aspects of evidence and investigation
x Documentation of process
x Appropriate use of resources
x Critical thinking
Investigation skills are necessary to ensure that the investigation process complies with the legal or
organisational requirements governing the investigation whereas investigative practice is determined
by the experience of the team based upon training, legal requirements and organisational policy.
In conducting this study the researchers observed that the majority of FCI team members operating
within Australia, even when currently employed by agencies outside state and federal police
organizations, had some law enforcement background. This reflects the concerns raised by the
Australasian Centre for Policing Research in its 2000 scoping paper “The Virtual Horizon: Meeting
the Law Enforcement Challenges” which identified that a major concern of policing jurisdictions
operating FCI teams will be the retention of highly trained staff members.
The confirmation of these fears reinforces the need for law enforcement agencies to find new methods
to encourage the retention of the highly trained FCI team members. To meet this challenge, traditional
policing management practice within Australia may need to be confronted and new innovative ideas
employed in order to encourage staff to remain within the organisation when incentives to leave are
often considerable.
Further Observations from Practicing Australian Forensic Computing Investigation
Teams
The email survey was distributed to a sample of 30 Forensic Computing team leaders currently
practicing in Australia. From the 30 surveys distributed, 21 were returned as completed by the
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respondents. The sample was developed through extensive investigation on the part of the researchers
in the absence of previous research in the area. The sample represented a cross section of industries
including:
x
x
x
x
x
x

Property and Business Services
Finance and Insurance
Government Administration and Defence
Education
Law Enforcement
Transport and Storage
(Industry categories based upon Australian Bureau of Statistics (1997) categories)

The researchers recognised that other organisations may have been conducting Forensic Computing
Investigation within Australia however, in the absence of previous comprehensive research in the area
and despite exhaustive enquiries undertaken as a component of this research, no further organisations
engaged in Forensic Computing Investigation were identified.
Accounting was also recognised by some team leaders as an additional discipline of knowledge, skill
or experience required to undertake Forensic Computing. Unlike, investigation skills, accounting was
not unanimously supported by the team leaders as an additional discipline. The researchers accept the
legitimacy of accounting in some Forensic Computing investigations and indeed in some teams,
knowledge of this area may be crucial to the investigation. However, the researchers believe that
inclusion of accountancy may be a legacy of the evolution of some of the FCI teams from former fraud
investigation teams or because the organisation within which the team operated was essentially an
accountancy firm.
SECTION FOUR: FORENSIC COMPUTING AND INFORMATION WARFARE
In the age of information warfare, Forensic Computing offers government and private organisations
the ability to detect, identify and record legally admissible evidence that may form the foundation to
prosecute attackers. Further, proactive Forensic Computing can provide the basis upon which to
devise defensive strategy, gather intelligence or initiate counter operations.
While this paper presents a suggestion for an expansion of the existing taxonomy of Forensic
Computing in the context of Information Warfare, the knowledge, skills and experience held by
Forensic Computing teams can provide a valuable resource. The ability of a Forensic Computing team
to detect, identify and record legally admissible evidence upon which prosecution of attackers may be
based is a central function. However, the knowledge, skills and experience possessed by the team to
undertake this function can also be mobilised and deployed for the gathering of intelligence and
counter intelligence. The versatility of these teams can provide a wealth of information and deterrence
against attack in an age of information warfare.
Information warfare, as with Forensic Computing, is not longer the sole domain of government and
military organisations. The expansion of Information Warfare into private corporations and society at
large presents a growing need within Information Warfare operations (Warren & Hutchinson, 2001) to
incorporate the knowledge, skills and experience held within Forensic Computing teams. Further the
mobilisation and deployment of such knowledge, skill and experience in both offensive and defensive
roles may bring with it a distinct strategic advantage for an organisation engaged in an Information
based conflict.
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SECTION FIVE: CONCLUSIONS AND LOOKING TO THE FUTURE
The survey conducted with FCI teams in Australia is now being used as the base for a similar study to
be conducted by a University in the United Kingdom by the end of 2003. It is anticipated that an
international comparative study of applied practice among FCI teams will result.
The taxonomy of Forensic Computing continues to be refined as this paper is contributing to potential
international comparisons of work within this field and is the first step in the development of a matrix
of computer behaviour requiring Forensic Computing Investigation.
Within the Australian context, the incidence of criminal, illegal and inappropriate computer
behaviours has become so serious that Forensic Computing teams have developed across all industries
and this research can be utilised as an initial framework for the future examination of this growth.
x

The future

Broucek and Turner (2001) identified the need to develop specialised training in Forensic Computing
and identify what such training might cover. Etter (2001b) states "the challenge of e-crime is real and
immediate" and supports Broucek and Turner’s call for specialised training, and specifically the need
to identify training needs at all levels within Australian law enforcement, government and private
organisations to address the unique challenges of Forensic Computing. Loper (2001) and May (2002)
go further in identifying a knowledge gap between the technical knowledge of computer hackers and
Forensic Computing Investigators.
Hannan and Turner (2003) state that the key to superior performance within this environment is in the
development of knowledge. This taxonomy provides the strategic framework for the development of
this knowledge, skills and experience by both practitioners and academics in order to address many of
the risks faced in an era that is now requiring Forensic Computing Investigation.
The taxonomy, with amendments, may serve as the basis upon which more formalised training and
acceptable standards of practice may be developed in order to address the needs identified by Broucek
and Turner (2001); Etter (2001a); Loper (2001); and May (2002).
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ABSTRACT
This paper presents a proposed extension to the object oriented paradigm, whereby software objects are not only
responsible for the encapsulation of data, but are also aware of the sensitivity of that data. Those software
objects which encapsulate sensitive information will actively defend both their sensitive data and their
functionality. These self-defending objects use object level role based access control to secure those sensitive
resources. Applying access control measures within self-defending objects will not only ensure that access
controls are appropriate and non bypassable, but will also simplify the development of security aware
applications.

Keywords: Trusted Systems, Access Control, Security Architecture, Computer Security, Object
Oriented System.
INTRODUCTION
The development of trustworthy security aware applications has become increasingly important as
business adopts web services as a means of conducting business over the internet. We propose an
extension to the object oriented programming paradigm which aides the development of security
aware applications. Using that approach, those software objects which encapsulate sensitive data are
not only responsible for the maintaining the integrity of that data but also its protection from
unauthorised access. Because they actively defend their resources, such objects are referred to as selfdefending objects (SDOs). The adoption of this approach is expected to significantly enhance the
effectiveness of a security aware application in maintaining both the integrity and confidentiality of
their sensitive resources when subjected to malicious attack. Logically, these SDOs provide the same
functionality as an operating system providing mandatory access control, though at a much finer level
of granularity.
The remainder of this paper will: identify the need for a programming paradigm change to support the
development of security aware applications, discuss concepts and recent research which relate to the
concept of SDOs and describes the SDO architecture. The paper concludes by outlining future work
to further develop the SDO concept.
SDOS - THE LOGICAL EXTENSION TO SOFTWARE OBJECTS
With the widespread adoption of C++, Java and .Net, the object oriented (OO) paradigm has become
the dominant programming paradigm for the development of application programs. By using objects
to encapsulate data and restricting the interaction between objects to message passing, ensures that one
part of an application does not depend on the implementation details of other parts and so simplifies
the maintenance of data integrity.
The OO paradigm represents the latest stage in the evolution of approaches to 3GL programming from
structured programming through the use of abstract data types (ADTs) to current programming
practices based on the use of object oriented programming and software component technology. Each
approach provided an increase in the level of abstraction and degree of data encapsulation available to
application programmers.
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Applications which manage sensitive information have additional requirements including the
restriction of access to sensitive information or security sensitive functionality and preserving the
integrity of its own code. During the evolution of computer languages and programming paradigms,
the provision of support for maintaining the confidentiality and integrity of information has been
neglected. Certainly, each approach provided increased support for the maintenance of data integrity
against software errors, but not malicious attacks. Much of this improvement has been achieved
through the localisation of all code which is able to directly access data. That approach has also
enabled more effective testing and correction of programming errors.
Currently most security aware applications authenticate the user and thereafter mediate their access to
sensitive information on the basis of that identity and the applications security policy. Unfortunately,
the code which enforces that control is not localized. Instead security checks are made from wherever
in the code is deemed appropriate, i.e. from effectively anywhere within the application. Consequently
the possibility of making an inappropriate security check, or not performing one at all, is unacceptably
high. It is apparent that what is required is an approach similar to that employed to preserve data
integrity. Responsibility should be localized within the software object. Such objects will actively
defend their encapsulated resources so they are referred to as being self defending.
A self defending object (SDO) is a software object which, in addition to its current role of preventing
corruption of its encapsulated data, is also responsible for: (1) maintaining the confidentiality of that
data i.e. preventing unauthorized disclosure, (2) the protection of that data from unauthorized
modification and (3) the protection of its security sensitive functionality from unauthorised use. In
contrast to the usual practice whereby a software object will always supply requested information or
perform the requested operation, the action taken by a SDO will depend on the user on whose behalf
the request was made (and the security policy). No longer will the same message sent to an object
necessarily result in the same response. The response will depend on the origin of the request. The
SDO will defend its sensitive data and functionality by enforcing mandatory access control on its
protected resources. For example, a self defending medical record object will only provide details of
the patients’ medical history if the request was made on behalf of the doctor currently caring for that
patient. It will not provide that information to any doctor who has access to the system.
The use of SDOs will also ensure that the requirements of the security policy are non by-passable. A
software object after all, provides the only mechanism by which its encapsulated information can be
accessed from within the application. (The protection of persistent forms of that information is
delegated to the underlying trusted operating system or equivalent structures.) Thus, the only access
point for a particular piece of data is also where access controls are applied.
The concentration of the security measures in an SDO parallels the approach taken within trusted
operating systems whereby critical security related functionality is concentrated within the OS kernel.
Such localisation simplifies and underlies the establishment of trust. Similarly, the adoption of the
SDO concept is expected to not only simplify the construction of security aware applications, but also
raise the level of trust in those systems.
The adoption of the web services model to enable business to business integration has greatly
increased the need for trusted security aware applications. Security flaws in a web services server are
particularly serious as critical business systems are exposed to attack from the security hostile internet.
Current application development techniques may not be sufficient to provide the increased level of
trust required of a web services server. The evolution of programming paradigms, beyond the object
oriented paradigm to include the concept of SDOs, is required to help meet the need of application
developers who must deliver trusted web services servers.
RELATED CONCEPTS
Currently no work has been conducted which directly employs to the SDO concept. There are several
areas of information security research which parallel the SDO approach in that components of a
system take responsibility for their own security. This section begins with a review of two such
research areas: self securing devices and self protecting objects. It continues with reviews of object
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oriented programming, role based access control, relevant aspects of computer security and finally the
use of web services.
Self securing devices
Self securing devices, is an approach to securing computer systems in which hardware devices take
responsibility for their own protection, i.e. the devices are self securing. (Ganger et al., 2001) The
argument developed to support their proposal involves drawing an analogy between the evolution in
defence strategies in ancient times and the defence strategies used to secure computer systems. They
argue that the security mechanisms employed in modern computer systems parallels the approach
taken to securing towns in Roman times, when defence relied on the provision of a wall to secure the
perimeter. Once breached, the invaders effectively gain access to everything inside that perimeter.
Similarly, Ganger et al. (2001) argues that “conventional security architectures are brittle by design,
because a small number of border protections (e.g. firewalls and/or host OSs) are used to protect a
large number of resources and services. For example, an attacker who compromises a machine's OS
gains control over all resources of that machine”.
Over time the ancient defence strategies evolved in response to more sophisticated attacks. By
medieval times, multi-tiered defence structures were employed. They argued that a similar change is
needed to secure computer systems. The current perimeter approach to security should be
supplemented by the provision of internal defended boundaries. Ganger et al. (2001) describes their
approach as “This “self-securing devices” architecture distributes security functionality amongst
physically distinct components, avoiding much of the fragility and unmanageability inherent in today's
border-based security”.
Due to the similarity of the concepts of self-securing devices and SDOs, the argument applies equally
well to the need to apply the SDO concept to the development of security aware applications. Also the
effectiveness of providing localised protection within self securing devices supports our belief that the
SDO concept will prove to be a valuable extension to the object oriented programming paradigm.
Self protecting objects in object oriented databases
The term “self protecting objects” has been employed in the context of federated object oriented
databases. Olivier (1996b, 1996a)describes the mechanism by which the use of self protecting objects
ensures that all policies relating to a particular object are enforced as the object is migrated within the
federated database. The security architecture relies on the presence of a Trusted Common Core (TCC)
within all member databases. The TCC is responsible for providing basic protection measures
including assurance that any the specific protection measures associated with a particular object are
enforced. An optional Trusted Extension (TE) may be present at a site to provide additional site
specific protection for its objects. If an object is migrated, the TE migrates with that object. The TCC
ensures that the TE associated with the object will always be executed, so access to the information
within the migrated object will always be in accordance with the security requirements of the site from
which it originated.
Olivier et al. (1992) also introduced the concept of baggage: “baggage is collected from all the
components involved in any request; this baggage may be verified by the object against its personal
security profile before any method is executed”. This mechanism permits the evaluation of
requirements such as “method X can be invoked only in response to a message if that message was
transmitted over secure channels”. The baggage associated with the message, includes amongst other
accumulated information, the necessary transmission channel details.
Although self-protecting objects are restricted to object oriented databases, while self defending
objects are used in the context of application development, the realization of federated object oriented
databases based on the concept of self-protecting objects, supports our belief that SDOs will also
prove useful. The concept of accumulated baggage may also provide insight into how trust in
messages exchanged between SDOs may be maintained in a distributed application.
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The need for trusted operating systems
As noted by Loscocco et al. (1998), “Current security efforts suffer from the flawed assumption that
adequate security can be provided in applications with the existing security mechanisms of
mainstream operating systems”. They continue by arguing that such an approach “can only result in a
“fortress built upon sand””, hence the review of the fundamentals of OS security later in this section.
As suggested by Loscocco, it is impossible to construct an application, including one relying on SDOs,
which will be able to secure information unless the underlying operating system is secure. The SDO
prototypes developed as part of this research project will execute on a trusted operating system
platform, such as Trusted Solaris.
The Concept of Trust
When timesharing computers were first introduced, there was great concern about the security of these
systems as many were used for military purposes. In the military model, information was ranked
according to sensitivity and divided into compartments according to subject matter. Users were given
clearances which enabled the user to access information with a given sensitivity and topic (Pfleeger,
1989.). A significant development in the management of such systems was the Bell LaPadula model
(Bell et al., 1973) which described a mechanism by which classified documents could be handled in a
secure computing system. Pfleeger (1989.) described that model as being “a formal description of the
allowable paths of information flow in a secure system”. That model together with the Biba and
Clark-Wilson models, define the basis of trust in computer systems. The Biba model (Biba, 1977) is
concerned with the appropriate modification of data, namely: a subject cannot modify an object with a
higher integrity level and an object cannot be used by a subject to generate another object of higher
integrity. The Clark-Wilson model (Clark et al., 1987) deals with maintenance of data integrity by (1)
requiring that subjects can only access object through programs and (2) require separation of duty
which ensures that authorised subjects are unable to make inappropriate changes.
At about this time, a major attempt to quantify the security measures needed to secure a computer
system was undertaken by the U.S. Department of Defence. The set of standards, the Trusted
Computer System Evaluation Criteria (TCSEC), provided criteria for evaluating not only the
functionality provided by the OS to secure a computer system, but also evaluated the level of trust that
the functionality has been correctly implemented (DOD, 1985). Consequently the rating obtained for
a system, related directly to the strength of the system to withstand an attack. A key functional
requirement of a secure operating system identified in that standard was the provision of mandatory
access control (MAC).
The TCSEC effectively provided an implementation model for the construction of secure computer
systems by specifying the six fundamental requirements:
x

SECURITY POLICY - There must be an explicit and well defined security policy enforced by
the system

x

MARKING - Access control labels must be associated with objects.

x

IDENTIFICATION - Individual subjects must be identified.

x

ACCOUNTABILITY - Audit information must be selectively kept and protected …

x

ASSURANCE – The computer system must contain hardware/software mechanisms that can
be independently evaluated …

x

CONTINUOUS PROTECTION – The trusted mechanisms that enforce these basic
requirements must be continuously protected …
(DOD, 1985)

A major criticism of TCSEC is that it bundled functional and assurance requirements. As the criteria
were developed to evaluate level of security provided by computing systems for essentially
governmental use, it was of little surprise that security models more applicable to commercial use
were not supported.
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TCSEC, together with several national standards which emerged later, were superseded by the
international standard, Common Criteria for Information Technology Security Evaluation (CC 2.1)
(CCPSO, 1999). The CC provides a mechanism by which security requirements may be captured,
together with a certification mechanism that allows the claims made by a product developer to be
evaluated by a trusted third party. These mechanisms potentially combine to provide a mechanism by
which the purchaser of a security related product can have confidence that a procured product will
meet their security requirements, not just those of the military.
The significance of considering the need to establish trust in a security product or system, is that
security aware applications should be evaluated against similar criteria. Not only should the
application provide security related functionality, but evidence should also be provided that it can be
trusted to correctly perform that functionality. A significant component in establishing that trust is the
design methodology used. A design based on the SDO concept will not only simplify the design of a
security aware application, but also simplify program testing and code inspections. One would expect
that a greater level of trust in an applications’ security measures is established when the
implementation is based on the SDO approach rather than on more ad hoc approaches.
Mandatory and Role Based Access Control
A SDO will conceptually provide the same protection to its encapsulated data and functionality as a
secure operating system applies to its protected resources. Access control, the controlling of the
access of subjects (users) to objects (resources), is divided into two categories: discretionary and
mandatory. When discretionary access control is employed, as in a typical UNIX system, the control
of access to the resources owned by a user is left to the discretion of that user. (Pfleeger, 1989.)
However in a commercial, and more so in a military setting, the generator of information is not the
owner of that information, so organizational policies should dictate access to the resource.
As described by Loscocco et al. (2001), the function of a mandatory access control (MAC) system is
to “enforce a administratively set policy over all subjects and objects in a system, basing decisions on
labels containing a variety of security-relevant information”. MAC mechanisms ensure that security
depends on the security requirements of the data, not on the discretion of users. A major problem with
classic MAC approach is the cost and complexity of the administration of such systems e.g. when a
new user is given access to the system, all the numerous privileges needed by that user must be
incorporated into the security policy.
To overcome the problems with MAC administration, Ferraiolo (1992) proposed a different form of
MAC, one based on the roles which users perform within the organisation. In a role based access
control (RBAC) system, rather than directly associating users with access to resources, users are
associated with roles, and roles are associated with access to resources. When using RBAC, a new
user gains the rights and permissions needed to operate within the system by simply being associated
with one or more roles.
In recent years, little emphasis has been placed on the provision of MAC and trusted operating
systems in general. However, the National Security Agency has been conducting research into the
feasibility of adding RBAC functionality to an existing operating system. They developed and
provide a patch to the Linux kernel, which transforms standard Linux into, Security Enhanced Linux
(SE Linux) (NSA, 2003). Sun Microsystems is also promoting Trusted Solaris, which similarly
provides RBAC support, to commercial users developing trusted applications.
Middleware provides RBAC functionality
Currently fine grained access control decisions are typically made within application programs.
Beznosov et al. (1999) suggest that “There are two main reasons for application-level access control,
namely the necessity in fine-grained access control and the need for authorization decisions based on
factors known only to the application.” Most applications access their information resources by
making calls on the API associated with the particular type of resource e.g. the OS file API for file
access. Whether the user of the application should be permitted to access a particular resource is
determined at potentially numerous places within the application code.
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Barkley (1995) argued that the flexibility afforded by RBAC enables it to be applied within
applications. He proposed the removal of the access control logic from the application and moving
that functionality to a middleware layer, which mediates the interaction between the application and
the information resource.
In such a system, the application ignores the need to restrict access to information and attempts to
access the information by invoking the appropriate method in the API. The API method however,
does not access the information resource, but instead makes the corresponding call on a role object.
(A role class exists for each role and encapsulates the security policy for that role.) The role object is
responsible for determining which resources a user acting in that role is permitted to access and the
form of that access. If the requested access is permitted, the corresponding method call is invoked on
the object maintaining the information resource. An advantage of this approach is that a change in the
privileges associated with a role, does not require a corresponding modification to the application
program, instead only the (potentially automatically generated) role class requires updating.
This model illustrates that the separation of application logic from authorization logic can be achieved
while still applying fine grained application specific authorization. Systems based on the use of SDOs
will also achieve the same separation of logic by delegating the responsibility for access control to the
individual SDOs. As Barkleys’ model suggests, it might be prudent to further separate the
authorization logic from the data manipulation logic by partitioning the SDO. The authorization logic
could be encapsulated within a separate authorization object intimately associated with the SDO. The
use of separate authorization objects should simplify the updating of the relevant SDO policies in
response to updates to the application wide security policy.
Web Services
The need for trusted security aware applications has been highlighted with the adoption of the web
services model for constructing distributed computing systems. The SDO paradigm is aimed at
partially addressing this need. To demonstrate why the adoption of the web services model has
increased security concerns, a brief introduction to web services follows.
Extensible markup language (XML) is a general purpose markup language which allows the structural
description of data. These data descriptions are text based, so they provide a mechanism by which
arbitrarily complex data may be transferred between applications running on different platforms.
XML messaging can also be used to provide a remote procedure call semantics. This permits web
servers and their clients to communicate by exchanging XML messages which are typically based to
the WC3 Simple Object Access Protocol (SOAP). Loosely coupled distributed applications can be
constructed using multiple XML web servers belonging to various entities working together over the
web. A web service might provide simple functionality that is of general appeal, or alternatively it
might expose a significant proportion of a business information system to business partners, enabling
business to business integration of computer systems.
The current SOAP standard completely ignores security issues relying on the assumed HTTP transport
protocol to provide the necessary level of security (Endtrust, 2001). However, web services, without
security enhancements, are known to be insecure. IBM et al.(2002) acknowledged this problem as
“our customers, industry analysts, and the press identify a key area that needs to be addressed as Web
services become more mainstream: security.” Submissions have been made to extend relevant
standards to address this problem , including WS-Security (Atkinson et al., 2002). IBM et al. (2002,
Kreger, 2001) in supporting that proposal, claims that the WS-Security extensions to SOAP enables
the exchange of confidential, authenticated and unmodified SOAP messages. However such
enhancements may not be sufficient to secure critical business systems. These efforts only attempt to
secure the communications channel (including the passing of user credentials) between the consumer
of the web service and its provider. Unfortunately these measures do not attempt to address the
increased level of trust placed on the web services server to function correctly.
The security of the application must be a major design concern when developing such server software.
A programming error which results in a vulnerability in the web services server is a significantly
greater problem than the same vulnerability in another distributed application. A web server is
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exposed to the security hostile web environment and potentially makes available descriptions of its
functionality and methods of access publicly available. The SDO paradigm is expected to help
support the development of trustworthy web services servers.
Object oriented language support for Security – Java
Work is underway to use the Java programming language to develop a number of security aware
applications based on the SDO concept. These applications will hopefully provide proof of concept of
the SDO approach. In this section, the suitability of the Java language for developing these
prototypes, as well as security aware applications in general, will be discussed.
Security was a major design goal of the Java programming language and execution environment.
Applets are a particular concern as they download along with a web page, usually from an untrusted
site and possibly without the knowledge of the recipient. Consequently, the Java language and the
Java virtual machine restrict the actions that Java applications, and particularly applets, can perform.
The Java language incorporates features that promote the production of robust systems, namely, strong
typing, extensive run-time checking and automatic garbage collection. The absence of such features in
older programming languages such a C, has often been exploited by hackers to attack computer
systems and application programs (Howard et al., 2002).
When Java code is running, the security manager ensures that all restrictions placed on classes by the
local system are enforced whether the code forms part of an application or an applet. The security
policy grants permissions to running code which enables it to access to what the security manager
considers to be sensitive resources. A permission may be granted on the basis of the location from
which the class was loaded or the presence of a specified digital signature.
Java, by default, does not provide a means of providing application level access control based on who
is running the application. The Java Authentication and Authorization Service (JAAS) Framework
was introduced to overcome this deficiency. Sun (2000) describes the extensions made by JAAS as
“the Java 2 security architecture requires addition support for authentication (determining who is
actually running the code) and extensions to the existing authorisation components to enforce new
access controls based on who was authenticated. The JAAS framework augments the Java 2 platform
with this support.”
The SDO and JAAS approaches to security aware application development are similar in that both aim
to provide mandatory access control based on who is running the application. They differ in that
JAAS provides a support architecture for developers. The SDO concept on the other hand, describes
how the access control within security aware applications should be implemented. Thus the SDO
concept provides guidance into how the JAAS mechanisms, or indeed other mechanisms, might be
used to develop security aware applications.
The proposed architecture for developing security aware applications using the SDO concept is
presented next.
ARCHITECTURE FOR SELF DEFENDING OBJECTS
The incorporation of the SDO concept into the OO paradigm involves a shift in the way in which
application developers look at objects. Currently there is no notion of an object restricting access to its
encapsulated data. (When the SDO concept is used, those objects which provide either security
sensitive functionality or encapsulate security sensitive information will mediate access to those
resources.) The identification of which objects should be self defending will be apparent early in the
design process as restrictions on the provision of functionality and data will be specified in the security
requirements for the application. Objects which do not encapsulate sensitive information or perform
security related functionality, will not be SDOs.
An SDO will apply mandatory access control on its protected content and functionality. In an attempt
to reduce the administrative overhead involved in the maintenance of the security policy and the
potentially huge number of authorisations required, it is anticipated that role based access control will
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need to be employed. As one might expect, some form of credential will need to be presented to a
SDO, to facilitate this mediation. Such mediation is achieved by controlling access to:
x

the object constructor which enables the instantiation (creation) of the SDO: in a particular
security context, the ability to instantiate a particular SDO may expose the system to a
potential security breach. In such cases, instantiation of these SDOs must be restricted to
authorised users.

x

accessor and mutator method calls: the preamble of those methods which access data members
of the object will contain checks which ensure that user is authorised to call that method

x

sensitive data members: all data members within a SDO will be declared as being private.
Consequently, access can only be gained through method calls. When a method accesses
multiple data members, not only will the ability to call that method be checked but also
additional authorisation checks will be performed before access is made to each of the
sensitive data members. Should an access authorisation fail, the SDO should take the
appropriate application specific action such as raising an exception or possibly providing a
subset of requested information.

x

other sensitive methods: access to those methods which do not access sensitive data members
but still perform sensitive operations are also protected by the inclusion of checks in the
method preamble.

An additional benefit of using the SDO approach is the separation of application and authorisation
logic. The first level of localisation is achieved by moving all authorisation logic from the main
application as a whole to the SDOs. A second level of localisation can be achieved if the SDO
contains a dedicated authorisation object into which all of the authorisation logic is moved. That
authorisation object should obviously be private to the SDO, and encapsulate only that portion of the
applications’ security policy which relates to its associated SDO. Logically, the authorisation object
need only provide two methods: one determines whether the provided credential entitles the user to
invoke the specified method of the SDO, while the other determines whether that user may access the
specified data field of the SDO in the requested manner. The use of a separate authorization object
has the advantage that it allows an arbitrarily complex set of access rules to be applied without
increasing the complexity of the SDO code.
The creation of a separate authorisation object also simplifies the updating of the authorisation logic in
response to changes to the applications security policy. A number of mechanisms could be employed
to implement the required authentication object. By way of example, one of the simplest approaches
would be to write a single authorisation class. When instantiating an authentication object, the
constructor is passed the name of the class to which its SDO belongs. This enables the loading of only
the relevant authorisation information from the applications' policy file or database. Subsequent
authorisation decisions requested by its associated SDO are based on that, now static, policy
information. Such a simple approach is only applicable to short-lived non-distributed applications.
When application development is being performed in a Java environment, in simple situations such as
that just described, the same functionality can be realised by using JAAS authorization. Then, the
ability of a user to invoke a method or access a sensitive data member can be determined purely on the
basis of the possession of a privilege. Instead of using a separate authorization object, calls to the
security manager (or access control context) can be used to determine whether the required privilege is
held, and hence whether the operation should be permitted.
The number of application specific privileges required to initialize an application based on SDOs is
significant. The required privileges include those needed to (1) instantiate each of the SDOs which
are present in the initialised system, and (2) invoke those SDO methods which are needed to raise the
system into a consistent initial state. A separate role needs to be defined for that purpose as the
privileges are different from and more extensive than those which a normal user of the application
would possess. An automatic logout from that role is required immediately after system initialisation.
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We believe that using the SDO approach when developing security aware applications will provide
very fine grained access control which is both complete and not able to be bypassed from within the
application itself. Little protection will be provided if the sensitive information can be accessed by
means other than the application. If attacks against persistent copies of the sensitive information
protected by the application (i.e. the databases or data files) are possible, any the security provided by
the application is negated. An attack might also take the form of modification to the policy,
authorisation or authentication files on which the applications’ security measures rely. Although
cryptographic techniques may prove useful in providing confidentiality or permitting the detection of
modification of such resources, only the MAC services provided by a trusted OS can protect these
systems.
A significant part of securing a computer system or application involves the generation of complete
audit information. SDOs also perform the primary role in the provision of this function. To establish
a complete audit trail, all occurrences of tracked operations must be recorded i.e. the audit process
must not be able to be bypassed. As all these tracked operations will be performed by an SDO, the
SDOs should be primarily responsible for the creation of the audit trail. When a user logs into the
application, the authentication process will not only establish the role in which the user wishes to
operate but also identify the user as an individual. Information relating to the individual as well as the
role in which they were acting must be recorded along with the security sensitive operations which
they performed. Hence the credential passed to the SDOs must not only include role information for
the authorization process but also the identity of the user to permit the writing of the audit entry. A
separate policy will be used to determine which of the SDO operations require logging.
As already noted, a security aware application should only be run on a trusted platform. Given the
need for a trusted OS, an application based on the SDO concept will require a mechanism by which
SDOs are able to determine the trust worthiness of its operating environment. Some form of
credential exchange between the application and the OS will be required to establish this trust. The
“trusted platform concept” of the trusted computer platform alliance (TCPA, 2000) could potentially
provide such a mechanism by which that trust can be established. On the basis of the established
security of its environment, the SDOs will conduct an informed risk assessment of operating safely in
that environment and tailor its behaviour accordingly. Should the environment be judged to be
sufficiently insecure the SDOs might refuse to operate for fear of compromising their sensitive data or
functionality. In extreme cases, the objects might even self-destruct after destroying persistent copies
of their data.
FUTURE WORK
Immediate future work will involve the reporting on the lessons learned through the development of a
number of security aware applications based on the SDO concept and written in Java.
A number of other research questions will be explored as part of this research project including:
x

Is the SDO concept scalable to large systems?

x

Can quality security aware applications be constructed using software component technology?
If so, how can the SDO concept be extended to produce self defending components (SDCs)
and how can SDCs be made aware of their security environment?

x

Can improvements in the security, such as those which might result from the use of the SDO
concept, be quantified?

x

Can the SDO concept can be used in distributed systems?
-

how can the secure distribution of an up to date policy be achieved?

-

how will a migrated SDO become aware of its operating environment and respond
accordingly?

As described, later research will focus on the usefulness of the SDO concept in enhancing the security
of a web services server.
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SUMMARY
In this paper, we initially identified the need for a change in the object oriented programming
paradigm to simplify the development of security aware applications. The concept of self defending
objects was introduced as a way of fulfilling that need and related to other research being carried out
in computer security. We then presented a high level overview of how the proposed self defending
object paradigm might be used by application developers to provide assurance in the development of
trustworthy security aware applications.
The incorporation of the self defending object does not require a dramatic change in the way in which
security aware applications are written. However, we believe that by making software objects
responsible for the protection of encapsulated security sensitive data and functionality, will
significantly simplify the writing of security aware applications, thus enhancing information systems
security.
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ABSTRACT
Recent events have brought the Intelligence function to the attention of the mass media. This attention has
highlighted the necessity for the intelligence function and product to have high integrity. Also, it has
demonstrated the highly political nature of the product. This paper examines the pressures on the intelligence
function to conform to organisational norms when, in fact, to produce an intelligence product of high integrity,
the opposite may be desirable. Should the intelligence process and product be independent of the pressures of
Groupthink? This paper attempts to answer this question.

Keywords: Groupthink, Intelligence, Intelligence function, Intelligence failure, Group dynamics.
INTRODUCTION
“Every nation, in every region, now has a decision to make. Either you are with us, or you are with the
terrorists.”
President G.W.Bush (2001)

The above quote rang out to the world in November, 2001. The message in it implied that if nations
were not for the USA then they were obviously supporters of her enemies. The logic of the arguments
is obviously suspect but does show the kind of pressure bought on Intelligent services especially in the
USA However, the consequences of the underlying reasoning and worldview behind that statement is
becoming obvious at the time of writing this paper (July, 2003). The media is full of accusations of
dubious intelligence, manipulation of the intelligence product for political gain (never an uncommon
thing), lack of intelligence sharing between agencies, and perhaps more importantly, the manipulation
of the Intelligence services of the USA, UK, and Australia to come up with the ‘right answer’ (BBC,
2003; Independent, 2003; Daily Mirror, 2003, Guardian, 2003: Australian, 2003, Time, 2003). The
media exposure to these issues, both published and televised, has been enormous. The implication is
that political leaders not only had selectively used dubious intelligence as a justification for decisions
made but the intelligence itself had been created to produce an effect. The ‘objectivity’ of intelligence
had been created by the clients of the intelligence function rather that intelligence given to leaders to
make decisions. It is a trap similar to law enforcement officers finding evidence to convict a suspect
rather than looking at the evidence to find a suspect.
Although the examples are on the international stage, the pressures and dubious practices can be
created at any level. This paper examines aspecific element of this failure in intelligence; that of the
phenomenon of Groupthink and its effect both on the process and product of intelligence – it posits
that to function effectively the intelligence role must be aware of, but divorced from, the
organisational worldview. It will examine the function of intelligence, the concept of Groupthink, the
reasons for Intelligence failures because of Groupthink, and the results of a survey of intelligence
professional giving some indication of how prevalent these failures are.
THE FUNCTION OF INTELLIGENCE
Intelligence can be defined in many ways depending on the environment being considered (military,
commercial, etc.). The term is used to mean both the process of gathering and analysing information
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as well the product of this activity. Intelligence (the process) can be generalised to be the gathering of
information “for policymakers which illuminates the range of choices available to them and enables
them to exercise judgement…in addition to its value in policymaking, intelligence is vital to the
specific decisions needed tom implement policy and decisions that might be labelled planning
decisions” (Richelson, 1993, pp.4-5). Steele (2001, p.278) states that intelligence (the product) is
“information that has been deliberately discovered, discriminated, distilled, and delivered to a single
specific decision maker or decision making group in order to facilitate a serious decision with
political, economic, or social consequences.” Both the process and product definition imply that
decision makers should be provided with a product that has been produced with the least bias as
possible. Decision makers should be provided with the maximum range of options to better enable
them decide on the best course of action. Also, this implies that the product of intelligence should be
produced and presented in a timely fashion. The process and production should be free of narrow
perceptions of the world.

Policy making
function
Intelligence
product

External data
(environmental
Scanning;
External
intelligence)

Policy

Planning and
Intelligence
function

Operational data and
reports
(Internal
intelligence)

Internally generated
information for the
external world

Instructions for
Operational units

Figure 1: Adapted summary of the Beer model to show major elements

Beer’s (1984, 1985) model of a viable system put the intelligence function as an essential part of any
organic entity and essential for its survival. Figure 1 is an amended version of Beer’s model to
illustrate the place of intelligence in the organisation. The policy making function is ‘fed’ intelligence
by the Intelligence and Planning function. This intelligence has been created from analysed data
sourced from the external and internal environments. Both are needed to match capabilities with
threats and opportunities. The model demonstrates that for survival the ‘brains’ (decision makers) of
an organisation must be given correct options based on an accurate understanding of the external and
internal worlds. Anything less than this will put the survival of the entity at threat; corruption of the
process will mean that decision makers will be basing judgments on fallacious options which maybe
beneficial to subsets within the organisation, or even external entities, but not for the whole
organisation. In a sense, intelligence stops the organisation from being victim to a ‘surprise attack’
(Kam, 1988) be that a military or commercial blow. As such, the intelligence function should make
decision makers aware of the type, place, time and reason for the attack. Often, a surprise attack is an
act which is at odds with a victim’s expectations (a failure of intelligence). Good intelligence provides
advanced warning and allows for preparedness.
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In a world where the concepts of Network Centric Warfare, Information Superiority (Alberts et al.
1999), and Effects Based Operations (Smith, 2002) are becoming more influential in the military,
government, and commercial worlds, the need for speedy intelligence of high quality becomes
essential for the successful use of these management ideas. Therefore, anything that interferes with
this process will have profound effects.
THE GROUPTHINK IDEA
Janis (1982) published his text Groupthink as an analysis of American policy making failures.
Although, this was a psychological analysis of the decision making process, the implications for the
intelligence function are profound. The term has become a contemporary cliché; however, Janis (ibid,
p.9) defines it as:” a mode of thinking that people engage in when they are deeply involved in a
cohesive in-group, when the members’ strivings for unanimity override their motivation to realistically
appraise alternative courses of action…Groupthink refers to a deterioration of mental efficiency,
reality testing, and moral judgement that results in-group pressures.” Janis also emphasises this point
(ibid, p.13): “The more amiability and esprit de corps among the members of a policy-making ingroup, the greater is the danger that independent critical thinking will be replaced by groupthink,
which is likely to result in irrational and dehumanizing actions directed out-groups.” These are quite
the opposite effects required of a well functioning intelligence group. The dilemma is that many
organisations, such as the military, go to great lengths to create this esprit de corps. Many individual
managers do exactly the same in their departments.
The negative outcomes from Groupthink can be (Boucher, 1999):
x Examining few alternatives;
x Not being critical of each other’s ideas;
x Not examining early alternatives;
x Not seeking expert opinion;
x Being highly selective in gathering information;
x Not having contingency plans.
At a superficial glance, it can be seen that these could be disastrous for the intelligence function in any
organisation. Figure 2 illustrates the classical Intelligence Cycle.

DIRECTION

DISSEMINATION

COLLECTION

INTERPRETATION

COLLATION

Figure 2: The Intelligence Cycle (shortened version from Hughes-Wilson (1999, p.6)

Therefore, being too highly selective in gathering information at the collection stage could be less than
optimal, as would not examining alternatives or not being critical of each other’s ideas in the
Interpretation stage. An environment where free thoughts cannot be expressed openly can only lead to
a dysfunctional intelligence process. Also, limited views on the collection of information, collation of
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ideas into only acceptable alternatives, interpreting the data with only an organisational view,
disseminating the intelligence product to ‘customary’ (but not necessarily appropriate) decision
makers, or directing the whole effort with a narrow perspective can all limit the intelligence process.
Any manager who embraces the philosophy expressed in the first quote of this paper (Bush, 2001) is
likely to create an oppressive form of Groupthink behaviour. In 2002, Alter (2002) described a
potentially disastrous effect of this process when describing the impending war with Iraq. She listed
the Groupthink characteristics in relation to Bush’s foreign policy over this topic:
x
Illusions of invulnerability leading to excessive optimism and the taking of extreme risks;
x
Collective efforts to discount warnings that might otherwise force the decision maker to
reconsider;
x
Stereotype views of the enemy;
x
An unquestioned belief in the group’s inherent morality;
x
Advocates of the consensus view putting pressure on dissenters;
x
‘Mind guards’ keeping information away that might shatter the shared complacency; and
x
Self censorship of people if they have view that deviate from the consensus view.
All these factors should not be common in an open democracy. However, they were (are?) prevalent
and were a cause of the criticism in the media of the leaders of the USA, UK, and Australia ‘leading’
us mistakenly to war. It matters little whether the war was ‘correct’ or not, the rationality of the
decision makers are in question here, not necessarily the outcome. Were intelligence professionals
forced to look at only a few options to prove a point that needed to be proven, etc.?
HOW GROUPTHINK CAN CAUSE INTELLIGENCE FAILURE
Heuer (1999) established that mindsets are inevitable and quick to form and resistant to change. Also,
he states that new information is assimilated to existing images. He posits (ibid, ch. 6) that: “Major
intelligence failures are usually caused by failures of analysis, not failures of collection. Relevant
information is discounted, misinterpreted, ignored, rejected, or overlooked because it fails to fit a
prevailing mental model or mind-set.” Thus, intelligence professionals (especially analysts) need to
question their assumptions. This would put them into direct opposition to their colleagues in an
organisation with a strong Groupthink atmosphere. Heuer directly recommends such things as
questioning perspectives, playing the “Devil’s Advocate”, stimulating creative thinking, deferring
judgements, encouraging the cross-fertilisation of ideas, and trying to eliminate self imposed
constraints. As Heuer (ibid) says:” This is not easy; creativity implies criticism of that which already
exists." It is, therefore, inherently disruptive of established ideas and organizational practices.” In
other words, it is almost the antithesis of Groupthink.
Hall (2003) explicitly states that to anticipate an adversary’s actions is fundamental to the intelligence
process. He uses the Red and Blue Wargaming concept to explain this – see Table 1.
Red’s view of Self

Red’s view of Blue

Blue’s view of self

Blue’s view of Red

Red’s view of Blue’s
view of self
Blue’s view Red’s
view of self

Red’s View of Blue’s
View of Red
Blue’s view of Red’s
view of Blue.

Table 1: Red and Blue Wargaming Construct (after Hall (2003, p.33))

The table shows that an intelligence team should know itself, its target, what its target thinks of itself,
and what the target thinks of you. Also, it means that a team should attempt to interpret the perceptions
of the target by ‘putting yourself in the shoes of’ the target. What do they think of themselves, of you,
of your view of yourself, and what they think you think of them? These mind games take some mental
agility and cannot flourish in a constrained, preconceived, or oppressive environment.
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Kam (1988) in his seminal work on Surprise Attack explained the failures of intelligence. Most of the
errors are caused by the inability of the analysts to perceive the warnings because they do not fit into
the accepted wisdom. Again it reinforces the argument that intelligence should be an imaginative
function and not stuck in a rut.
DOES GROUPTHINK HAPPEN IN INTELLIGENCE PRACTICE?
The impact of Groupthink on the actual practice of intelligence is still difficult to establish. However,
anecdotal information and some case studies such as those exposed by Janis (1982) imply that it is
common in many organisations. Researching intelligence related issues is always difficult because of
the confidential nature of the work. An opportunity arrived in May, 2003 when the West Australian
branch of the Australian Institute of Professional Intelligence Officers (AIPIO) held a two day
seminar. A short survey was produced to investigate the perceptions of the participants (all
intelligence professionals) regarding Groupthink issues in their own workplace. No claim to scientific
reliability for this survey is made, but it was thought that it could provide some indication of the
pressures on actual intelligence professionals and their work practices. The survey sample was
localised mainly to Western Australian participants with a few from the Eastern states. The survey
forms were anonymous as it was assumed that participants would feel freer to state their opinions
honestly.
There were 60 survey forms completed (there were 70 participants over the two days). All were
completed at the same time. The number of participants from each industry was:
x Law enforcement
28 (47%)
x Government
9 (15%)
x Military
0 ( 0%)
x Commerce
4 ( 7%)
x Other
2 ( 3%)
x Not specified on form
17 (28%)
The survey was kept short to ensure that they would be filled out. There were eight questions based on
the published problems with Groupthink. Participants were asked to grade the frequency of occurrence
for each point in their organisation on a five point scale. Both the questions and the responses can be
found in Table 2.
The questions were designed to investigate the following:
x
Question 1 investigates the level of critical thinking allowed;
x
Question 2 explores the perception of the freedom allowed for alternative views;
x
Question 3 looks into how much pressure is applied to follow a common group option;
x
Questions 4 considers how detached the group is from the rest of the organisation;
x
Question 5 explores how much pressure there is to follow a superior’s viewpoint;
x
Questions 6 attempts to establish the level of pressure to conform with the group’s
viewpoint;
x
Question 7 examines how the group and management cope with poor decisions. Are
excuses made for poor performance? An indication of how introspective the group is;
x
Question 8 is the reverse of question7. Are poor decisions admitted and turned into a
learning experience. An indication of an ‘open’ group.
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QUESTIONS
1. Does your organisation inhibit critical thinking about
situations?

LEVELS OF AGREEMENT
(N = Absolute numbers;
N% = Percentage to nearest whole number)
Never
Seldom Some Often Always
times
4
13
29
13
1
7%
22%
48%
22%
§1%

2. Do you feel that you are ‘encouraged’ to examine only
a few alternatives when problem solving?

6
10%

23
38%

16
27%

14
23%

1
§2%

3. Are you encouraged to follow the path already
established by the organizational group when analyzing a
problem?

2
3%

16
27%

19
32%

22
37%

1
§1%

4. Does your team feel separate from the rest of the
organisation?

1
§2%

9
15%

20
33%

20
33%

10
17%

5. Do you feel free to present an analysis that will not
support management’s opinion?

6
10%

13
22%

21
35%

13
22%

7
§11%

6. Are you ever pressured to come up with the analysis
supported by the group?

7
12%

18
30%

26
43%

9
15%

0
0%

7. Are poor decisions rationalized after the event?

1
§2%
3
5%

11
18%
20
33%

25
42%
24
40%

17
28%
10
17%

6
10%
3
5%

8. Are poor decisions examined to provide a learning
experience?

Table 2: Survey questions and number and percentage of responses for each level of agreement

The responses show that for question 1, the responses were almost centred on the mid-point with a
slight disposition towards the participants thinking that their organisation did not inhibit critical
thinking. The response to question 2 was much more heavily biased toward the opinion that no
encouragement was given to examine alternatives. This seems a slight contradiction to the answers for
question 1.
The responses to question 3 indicate a slight bias toward their organisations ‘encouraging’ the
acceptance of the group worldview of a problem. The answers to question 4 show a marked tendency
for the respondents to feel separate from the rest of the organisation. It will be argued in the next
section that this might not be a negative attribute of Groupthink in an intelligence context. Of course,
it is negative if this ‘separation’ becomes self serving and the intelligence group forgets that it is a part
of the whole even if it should not be totally contaminated by the restricted worldview held by a
cohesive corporate culture. Also, it should not develop its own elitist separation either.
The answers to question 5 are even spread around the mid-point with almost a normal curve of
opinions about their ability to present an opinion contrary to management’s view. However, the results
for question 6 indicate that there is little pressure to arrive at the same conclusions as those of the peer
group – indicating a healthy group environment by and large.
The answers to question 7 indicate a bias toward the practice of rationalising poor decisions after the
event. This implies a lack of critical review of practice. The responses to question 8 also indicate a
lack of willingness to use failure as a learning experience. Kam (1988) explicitly states this resistance
to learn from previous failures as a cause of successful surprise attacks against those who practice it.
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PERCEIVED ORGANISATIONAL
PRACTICE
QUESTIONS

Not normal
practice

Periodic
practice

Normal
practice

1. Does your organisation inhibit critical thinking about
situations?

29%

48%

23%

2. Do you feel that you are ‘encouraged’ to examine only
a few alternatives when problem solving?

48%

27%

25%

30%

32%

38%

4. Does your team feel separate from the rest of the
organisation?

17%

33%

50%

5. Do you feel free to present an analysis that will not
support management’s opinion?

32%

35%

33%

6. Are you ever pressured to come up with the analysis
supported by the group?

42%

43%

15%

20%

42%

38%

38%

40%

22%

3. Are you encouraged to follow the path already
established by the organizational group when analyzing a
problem?

7. Are poor decisions rationalized after the event?
8. Are poor decisions examined to provide a learning
experience?

Table 3: Showing results combined to show different perceived levels of practice

The results were then combined to give a different view of the figures. The results for ‘Never’ and
‘Seldom’ were combined to indicate that these answers represented the situation of ‘Not Common
Practice’ in the organisations of the respondents. The ‘Sometimes’ responses were taken to mean
‘Occasional Practice’, and the combined ‘Often’ and ‘Always’ responses taken to mean ‘Normal
Practice’. The combined results can be found in Table 3.
When these results are combined and the assumptions about the levels of practice accepted, it can be
seen that:
x
Critical thinking is generally not inhibited although this inhibition is prevalent in 23% of
those surveyed (Question 1); 29% thought it was not normal practice to inhibit critical
thinking.
x
The majority (75%) feel that it is not normal practice of their organisations to restrict
alternative views when problem solving; (Question 2).
x
The group was almost evenly distributed regarding the need to ‘follow the party line’ when
performing analysis. 30% thought that it was not normal practice, whilst 38% thought it
was. (Question 3)
x
The results were skewed in this case (Question 4). 50% thought it was normal practice for
the intelligence team to feel separated from the rest of the organisation. Only 17% thought
they were not.
x
An even distribution for normal and not-normal practice (33% and 32%) was achieved for
those who thought they were free to dispute their management’s viewpoint. (Question 5).
x
The results for Question 6 showed a marked skewness with 42% thinking it was not normal
practice to be pressured by their peer group to come up with ‘acceptable’ answers.
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x

x

x

In Question7, there was another marked skewness with 38% thinking it was normal practice
to rationalise poor decisions, indicating a lack of organisational willingness to criticise
itself.
The respondents in Question 8 back up the impression given in Question 7. 38% stated
threat it was not practice to use the lessons from a poor decision as an educational
experience. Another indication that there was reluctance for self criticism.
Most questions had periodic practice as the highest category. This is to be expected as most
groups experience these factors at some time, although it does indicate that they were not
entrenched. This mid-point was not the commonest option when the issue when asked about
the examination of alternatives where it was not normal practice to do so (48%). However,
the Occasional Practice option was exceeded by the combined Not Normal Practice and
Normal Practice options in all cases.

Unfortunately, this sample was not selected across industry, geographic regions and other factors,
nor were the results triangulated. However, it does give a snapshot of the perceptions of a group of
intelligence professionals and their opinions regarding the influence of Groupthink in their
workplace. It does show that there is generally a healthy regards for divergent and dissent in
analytical thinking, although there was strong tendency to follow the organisational line when
established. There is a general feeling of being ‘separate’ from the rest of the organisation and a
lack of willingness to face and learn from errors and failures.
CONCLUSION
The intelligence function should be free to examine all possibilities to ensure that decision makers
have the biggest spread of viable options from which to choose. Decision makers should know
that the intelligence function is scanning the organisation’s environment in a rational way.
Intelligence is no more that making decision makers aware of the world by collating relevant
information about it. Any limitation of this ability will threaten the viability of the organisation in
some way. Intelligence should relieve some of the complexity of the world for decision makers
but not at the expense of a simplistic view of the world at the intelligence analysis level. To
achieve this desired aim, the working environment of the intelligence team must allow for the
‘whole’ world to be examined and not just a biased subset. The work practice should encourage
creativity and self examination. In many organisations, this is not the norm. Pressure to conform to
the corporate view (culture) is enormous, as are personal agendas. This is one reason that the
intelligence function should not be caught up in corporate Groupthink. Thus, a feeling of being
separate from the rest of the organisation is not necessarily a bad thing. However, that, in itself,
can cause problems of non-communication, resentment, suspicion, and the creation of an elitist
Groupthink environment in the intelligence group. It is matter of balance. All organisation’s have
political pressures at the individual and group levels. For instance, Stempel (1997, p.1) states that
“people will hide information when they believe it is to their advantage.” This is a common
criticism of intelligence departments. Therefore, the intelligence function must balance the needs
of its employer whilst at the same time keep its freedom of thought.
The above implies a (probably unsolvable) conundrum. Organisations spend a lot of resource
ensuring that their employees absorb their corporate culture. Will they accept that intelligence
professionals must be outside this umbrella? Will they allow them to do their jobs which require
free-thinking and, sometimes produce unpalatable solutions? Perhaps more importantly, will the
decision makers be able to overcome their own Groupthink pressures and act rationally on the
intelligence supplied? There is probably no answer to these problems as they are intimately
associated with the behaviour of people in organisations. However, the working environment can
be made more conducive to creative and open minded analysis. The philosophy and mindset
created by the quote at the beginning of this paper are not helpful in the development of
intelligence groups that look at all options and from all worldviews. Perhaps, a more idealistic
viewpoint was given by an ex-CIA agent who was bemoaning the decision to withhold the fact
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that the Gulf of Tonkin incident that was used as a pretext to send more combat troops to Vietnam
did not take place. He said:
“In Intelligence we should tell it as it is without fear or favour.”
- SBS (2003)
Hopefully this is the situation most would aspire to.
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ABSTRACT
Most of cryptographic techniques today provide secure enough communications in society. However, none of
them can provide unconditional security (except One-Time pad, which is the only such mechanism). They all
have weaknesses. That is why they should be consistently updated and renovated along with changes in
technology.
However, the quantum computers have potential to completely revolutionize cryptography. They would be so
powerful that all complex computations and mathematical problems on which current cryptography rely, would
become trivial. They would be able to solve them in a matter of seconds. At the same time quantum
cryptography would offer perfectly secure communication.
This paper is brief introduction to quantum computing, quantum cryptography, and to existing quantum
technology.

Keywords: Quantum Computing, qubit, QKD, PKA, RSA, DES, BB84, B92, cryptography,
decoherence, NMR.
INTRODUCTION
The idea of quantum cryptography and quantum computers came from quantum mechanics and
quantum Physics. This idea of implementing a computer where an atom, the photon in this case, would
not be in a single state but in a two states at once is still very much a theory. The quantum laboratories
around the world are trying to overcome some of the major difficulties in quantum technology.
The goal of cryptography is to provide the highest possible security. Discovery and application of
quantum cryptography would have all advantages and almost no disadvantages over classical
cryptography. The quantum computer would be able to do everything that normal computer can do
and even more. As a result, the whole cryptography would fail apart, as its computation time would
enormously decrease. For instance, some of the hardest mathematical problems like factoring 129
digits prime and discrete logarithm problem, quantum algorithm would solve in less then a second.
The paper is consisted from the following parts: Part two explains some basic quantum computation;
part three introduces major quantum cryptography techniques; part four does some cryptanalysis; part
five explains possible infrastructure if quantum computer substitutes classical one; and the last three
parts are talking about existing quantum technology and about major difficulties which need to be
overcome in a future.
Quantum Computing
The fundamental difference between quantum and classical computing is that quantum single state can
contain two different numbers at the same time. Thus, every state in quantum computing is presented
in a coherent superposition of two states, which is called a qubit or quantum-bit. This phenomenon of
superposition is not very intuitive to the ordinary man (A. Steane, 1998). For instance, one of the
choices for creating a qubit, is an electron spinning in a magnetic field. The electron spinning in this
field, is either in the same direction with the field (i.e. “spin-up” state) or it is in the opposite of the
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field direction (i.e. “spin-down” state). However, if the electron is isolated from the outside
environment, it behaves as it is simultaneously in both states. This is known as superposition of states
(E. J. Lerner). If it is pushed a bit further, these qubits can be added together so that two qubits can
store four different numbers, three qubits can store eight different numbers at once, and so on. From
mathematical point of view if a simple qubit register starts in state 0, it creates superposition of states
0 and 1 by applying operation H (i.e. Hadamard Matrix) (D. Deutsch , A. Ekert, 1999):
| 0 > ĺ 1/ ¥2( | 0 > + | 1 >),

two qubits register contains four different numbers, from 0 to 4, in a superposition , represented as,
1/ ¥2( | 0 > + | 1 >)

1/ ¥2( | 0 > + | 1 >) = ½ (| 00 > + | 01 > + |10 > + | 11 > ).

Whereas L qubits register contains all 2l different numbers in a superposition,
1/ ¥2( | 0 > + | 1 >)

1/ ¥2( | 0 > + | 1 >)

…

1/ ¥2( | 0 > + | 1 >)

L times
= ½ (| 00…0 > + | 00…1 > + |00…10 > + …+ | 11…1> ), where is any positive integer.
L times

Thus L qubits can store 2l different numbers in a state vector. That means that any computation on
some state of L qubits would be a simultaneous computation on all 2l different numbers at the same
time. Thus, this would exponentially improve the
computation.
The quantum computing takes completely different approach to the mathematics, in general. The
mathematics is a tool, which should be applied to explain some of the objects in a real physical world;
otherwise it looses its purpose. Many types of classical cryptosystems work perfectly fine and provide
almost perfect security in current classical computers. However, if quantum technology, based on
absolutely different structure, comes to reality, different properties and different structures would be
applied (A. Ekart, 1999). Ekart says that the fundamental phenomenon which makes quantum
computing so different from the classical is “quantum interference”. That is the concept on which the
whole theory of quantum computing; and simultaneously quantum cryptography, is based on (D.
Deutsch , A. Ekert, 1999).
Quantum interference is derived from the operation not, which is also something new that does not
exist in classical computing and mathematics. (D. Deutsch , A. Ekert, 1999) It is safe to say that
quantum computing does not apply current logic at all. In other words, the axiom of additivity theory
in probability does not hold here (i.e. j,ipij=1 is not true in quantum mechanics) ( D. Deutsch , A.
Ekert, 1999). There is involved “probability amplitude” as the other new and important concept. The
behaviours of the “not”, “quantum interference” and “probability amplitude” are nicely explained in
quantum theory, and the knowledge of this topic is the result of many experiments and refutations
through the years. It involves longer mathematical computations which will not be covered in this
paper.
All of these operations are bases, for some more complex operations in quantum computing, which
could be identified to Turing machine, on which principles classical computers are operating (D.
Deutsch , A. Ekert, 1999).
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Quantum Cryptography
The most important difference between classical and quantum cryptography is that classical
cryptography employs various mathematical techniques and problems, whereas quantum cryptography
applies laws of physics to protect the channel through which the information is sent. The quantum
cryptography has a lot of similarities to symmetric-key cryptography. This section introduces couple
of major quantum cryptography algorithms.
The well known fact is that One-Time Pad is the only perfectly secure cryptosystem discovered by
now, which uses different key for each transmission. All other symmetric and PK systems are not
perfectly secure. All Public Key systems contain the seed which can destroy their security. The only
danger to One-Time Pad is attack caused by unauthorised third party which can steal the key during
transmission, if the channel is not secure enough. In other words any classical key distribution can
always be passively monitored, without any trace of the attacker’s existence in the communication (A.
Ekert, 1999). The quantum cryptography would offer solution to this problem. It uses laws of physics
to provide safe transmission of the key.
In general, there are two kind of quantum cryptography: Quantum Key Distribution; and Quantum bitcommitment. A. Ekart (1995) describes three most important quantum key distribution protocols.
They apply One-Time Pad pattern, with some
additional laws of physics to provide secure communications. Therefore, security of quantum key
distribution system depends on secure transmission of the key through a private channel. There are
three different types of quantum cryptosystems:
BB84 cryptosystem
Ekert’s cryptosystem
B92 cryptosystem.
S.Wiesner (1970) and latter C.H.Bennett & G.Brassard (1984) proposed first quantum cryptosystem,
known as BB84. The system includes two participants Alice and Bob, and both of them need to be
equipped with one polarizer. A sender Alice first uses her polarizer to transmit photons (i.e. equivalent
to atoms in classical computing, as they represent the state in quantum computing) in one of four
different polarizations: 0, 45, 90 or 135 degrees. A recipient Bob at the other end uses his polarizer to
receive and to measure the polarization. The photons can be transmitted in one of four different
polarizations. Bob at the other end, for each incoming photon, chooses a random measurement: either
the rectilinear type: -, | , or diagonal type: /, \ (A. Ekart, 1999).
When Bob receives complete sequence of photons, he tells Alice what basis he uses to measure each
photon. Alice needs to tell him which bases are correct and which is not. They keep then only
correctly measured photons, and then convert them into a string of bits by agreeing on which direction
should be decoded as 0 and which should be 1, to define a key (e.i. represented in figure 1).

0

1

0

1

figure.1 An example of one translation of photon directions

They are not allowed to announce the actual measurements; only the type of measurements could be
publicly discussed. There is always a danger of intruder or Eavesdropper in communication. That is
why, they need to discuss about the basis after the photons have been transmitted, as eavesdropper
may find out about the basis and decrypt the message (A. Ekart, 1999).
If intruder Eve tries to intercept the communication some sort of disturbance will appear. Disturbance
can either be grate enough so that is easily noticed or it may not be immediately noticed but the Bob
may measure the photons differently from what Alice sent. When Eve intercepts the communication,
she needs to choose the basis for her measurements. Now, if Eve chooses the right bases, all is fine
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and Bob has no chance to find out about the Eve. However, if Eve wrongly chooses the basis, she will
then send the photon in one of two possible directions. Then, even if Bob chooses the same bases as
Alice has, the photons will be randomly measured in both directions. So there is a chance that Bob and
Alice may not have identical strings, for the key. Thus, they can compare some of the bits and if they
do not match, the presence of Eve will be discovered. So Eve will leave a trace of herself. (S. Vittorio,
2002). So, the problem of classical cryptosystems is that the message can be passively monitored,
without any changes of the physical system (A.Ekert, 1995).
In 1990 A.K. Ekert proposed QKD cryptosystem built upon quantum entanglement of the photons and
the Bell Theorem. Qubits are in entangled state if they can not be factored as a product of one-qubit
states. For instance, a pair of particles (for example two electrons) is in entangled state if the spin of
one electron is in opposite direction from the other. Thus, if one of the particles is measured and found
to be in spin-up direction, for example, the other particle must have spin-down direction. The particles
need to be isolated (E. J. Lerner). In this system the sender Alice sends the sequence of correlated
particle pairs of photons, where each party choses one particle from each pair. Now, the perpetrator
would need to know the particles if he wants to read the signal. However if he tries to detect one
particle he would destroy its quantum correlation with the other particle in the pair. Thus he would be
easily detected (A. Ekert, 1995). This technique which involves entanglement of particles was
experimentally performed in IBM laboratories for the first time.
The third QKD cryptosystem was constructed by C.H. Bennett in 1992, for IBM, known as B92. This
cryptosystem is based on a non-orthogonal plane-polarised qubit alphabet, which is used to encode the
key. This is very secure system with maximum bit-error rate close to 4 %.
In 1982, C.H.Bennett and G.Brassard discovered a quantum bit-commitment protocol (I. Damgard,
1999). This protocol does not provide unconditional security, as QKD protocols do. A bit-commitment
protocol scheme is following:
1.

It first allows Alice to commit on a random bit ra from {0,1}, and a random bit rb as follows:

Bits
00
01
10
11

state
|0›
|1›
|+›
|-›

Choosing 0:rb is measured in |+›,|->
basis
Choosing 1: rb is measured in |+›, |-›
basis

Figure 2.Bit states
2.
3.
4.

Bob does not know what basis to measure on
Alice unveils ra , rb to Bob
Bob measures received qubits in the correct basis to check her honesty.

This protocol is not immune to attacks, even though it looks perfectly fine. Mayer, and Lo and Chau
have discovered that Alice may easily cheat in the communication (I. Damgard, 1999). She may
choose a random bit ra to be a Bell state (i.e. Bell state is 1/ ¥2( | 01 > + | 10 > ) and by choosing this
state she does not commit to the single measurement (I. Damgard, 1999). For instance, if she commit
to state 0, she can send to Bob a photon in the rectilinear basis: - |; and if she commit to 1, she can
send to Bob a photon in the diagonal basis: /, \. However, because of entanglement property of the Bell
state, which says that 1/ ¥2( | ļĽ > + | Ľļ>= 1/ ¥2( | / \ > + | \ / > holds, she may be sure that
whatever she chooses for bases Bob measurement will always be opposite to hers (D. Gottesman, H.
K. Lo, 2000). Thus, it allows her to change her mind at the last moment and still not to be caught by
Bob, and it defeats the purpose of bit commitment. That is why bit-commitment can never provide
unconditional security (D. Gottesman, H. K. Lo, 2000).

184

4th Australian Information Warfare and IT Security Conference 2003

One of the greatest limitations for further development of quantum cryptography today is very slow
progress in quantum hardware. Quantum cryptography can not be implemented without suitable
hardware. These kinds of problems are discussed in chapter five.
Quantum Cryptanalysis
The most significant advantage of quantum computing over classical computing is that computations
exponentially improve. Quantum mechanics and quantum computers will completely change the world
of today’s cryptology.
The “One-Time-Pad” (introduced by G.S. Vernam) is the only perfectly secure cryptosystem today,
with random key disregarded after every transmission. All other encryption systems do not offer
perfect security. They rely on difficulty of solving some mathematical problem. For example, the most
efficient Public Key Algorithms have provable security (i.e. provable security means that these
algorithms are equivalently difficult to the set of the hardest number theory problems). For instance,
the security of RSA, as the most secure PK system, is based on difficulty of factoring a large prime n.
Similarly an ElGamal cryptosystem relies on discrete logarithm problem. A primality test is the other
very important criterion for public key algorithms and there two groups of such algorithm:
deterministic and randomised algorithms. Both of these groups of algorithms are very slow. For
example, the fastest deterministic algorithm discovered by now has complexity O((log)12) (M.
Agrawal, N. Kayal and N. Saxena, 2002). The purpose of primality testing is to check whether the
large number n is prime or not, and this is one of the problems on which most of public key algorithms
rely.
However, quantum computers, if they come to life one day, would change all of this. They would
simplify all hard mathematical problems on which classical cryptography rely on. For instance, two
major quantum algorithms Shore’s and Grover’s algorithm, would be able to break all cryptosystems
and to solve the hardest mathematical problems very fast. Shore with his algorithm would break
almost all of public key schemes, such as RSA, Elgamal or schemes based on elliptic curves. His
algorithm would be able to factor numbers 100 decimal digits long in fraction of seconds, by using
quantum Fourier Transform (QFT). “The QFT is related to the well-known classical Fast Fourier
Transform but it can be computed exponentially faster” (cited by M. Steffen, L. M. Vandesypen, I.L
Chuang, 2001).
Similarly, Grove discovered algorithm, by which quantum computer would be able to find a particular
item among N objects by looking at only O(¥N) objects, whereas ordinary computer would require
checking of O(N) items. This algorithm would drastically weaker strength of DES, and the key length
would need to be doubled to provide enough security (D. Gottesman, H. K. Lo, 2000). A. Ekart
(1999) pointed out that Quantum Factorisation problem would be solved with the algorithms
complexity of O(n2) by applying Shore’s algorithm, which is much lower complexity than any
algorithm in classical cryptography has.
Possible Infrastructure
An absolutely new criterion will be applied with further developments of quantum cryptography and
with the discovery of first quantum computer (M. Steffen, L.M. Vandesypen, I.L. Chuang, 2001). All
PK cryptosystems would no longer work; as quantum computer will speed up computation
exponentially by checking out the computations of the functions on all possible inputs simultaneously.
D. Gottesman (2001) further explains that only some symmetric-key systems and QKD will provide
secure communication. That is all fine in case of message transmission and communication.
Unfortunately, all PK Infrastructures in the world and digital signatures, which are supported by PK
cryptosystems, would not be applicable anymore (D. Gottesman, 2000).
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Two parties in communication such as Alice and Bob will not be able to communicate in a trusted
environment if they have not met each other before. Therefore, some other centre or some other form
of trusted third party will need to exist to provide trust and confidence in a system. (D. Gottesman,
2000)
This new quantum cryptography would look more like symmetric key cryptography. The hardest
problem in QKD scheme is safe key transmission. The key would need to be distributed before QKD
begins. It will not be anymore possible to use Public Key cryptography for key exchange purposes, as
it will no longer provide security in quantum environment. However, the laws of quantum physics
would provide safe key transmission. Therefore, there must be provided some sort of secure
transmitter.
Chip Elliot suggests usage of two distinguished channels; one for transmission of the message, and the
other for transmission of the key (C. Elliot, 2002). C. Elliot in his journal further introduces QKD
network (i.e. introduced in Deutsch’s work in 1989 for the first time) and explains the advantages of
existence of it over a single point-to-point link. He explains that if single link is disrupted by active
eavesdropper, all set of keys transmitted over the link will be ceased (C. Elliot, 2002). He further
explains implementation of QKD networks, as they would be far more robust than any single point-topoint link since they offer multiple paths for key distribution (C. Elliot, 2002). Thus, if one path is
intercepted or disrupted users can always choose the other one.
There are two different kinds of key transmitter: point-to-point fibre optic quantum key exchange
channel; and a satellite based key exchange system using free-space quantum cryptography. There are
still major technical setbacks in construction of a QKD link. One of the major setbacks is that fibre
links can operate on small geographical distances only. There are some free-space links which are
connected over satellites and they are capable to cover wider area, but still they do not cover any two
points on the globe (J G Rarity et al. 2002). These sorts of problems along with some real life
examples are discussed in a chapter six.
Technical Difficulties
A Steane in his paper explains that a computer which only exists on a paper does not have any
contribution to computer science, and the only possible way to resolve the issue is to build a quantum
computer (A. Steane ,1998). He adds on it that it is very possible that no quantum computer will be
built in his life time. The reason for this assumption is that quantum computer would need to apply
thousands of qubits for each operation, and only two-bit operations have been successfully
implemented without any interaction with surrounding. The quantum gates with three, five and seven
qubits involved are still very hard to run without interaction with surrounding, but the experiments
have been done on them. Thus the greatest problem to quantum computing is that qubits are extremely
unstable and only if they are completely isolated from other atoms or qubits they can stay stable and
calm. However, if they are close to each other they react with each other and any form of
superposition will collapse. This happens because of collisions between them (A Steane, 1998).
So the current technology is trying to find the way to isolate the particles. There are many mechanisms
which are trying to achieve this today. The building of quantum devices has made some advancement
in last decade. However, there are still major difficulties, which are preventing us of building first
quantum computer. The most important three difficulties are (J. West, 2000):
Decoherence
Error correction
Hardware architecture
To prevent errors in transmission and to improve further hardware development quantum technology
first must find a way to control decoherence. Decoherence is the interaction of qubit gates with the
environment. Increase of the number of gates in the network directly increases interaction with the
environment. That is why single gates can be built easily, but more complicated gates are still beyond

186

4th Australian Information Warfare and IT Security Conference 2003

current technology (A. Steane,1998).Thus, when more complicated quantum state interacts with the
environment, it losses its original state and it comes to incoherent state (A. Steane, 1998).
A. Steane and J. West see quantum error correction as a solution to the noise processes. The errors in
transmission are direct result of decoherence. The interactions between qubits and environment are
causing a lot of errors in computation. The first theory of quantum error correction proposed in 1995
was a great help to the error transmission problem. Shore and Kitaev demonstrated in their later
research that correction can be achieved even when the operations are performed, but with some small
error tolerance (A. Steane, 1998).
Thus, it could be concluded that the following practical requirements need to be satisfied so that
quantum computer can be experimentally implemented (M. Steffen, L. M. Vandesypen, I.L Chuang,
2001):
I. The system of qubits need to exist
II. The qubits must interact very weakly with the environment
III. The qubits must interact very strongly with one another to make logic gates and transfer
information
IV. The states of qubits must be efficiently initialized and the computation result must be easy to
read-out.
The reasons mentioned above are still preventing further progress in quantum computer hardware
design. The aim of the research in this area is to discover methods to defeat destructive effects of
decoherence, to be able to develop better hardware for building a first quantum computer.
There are two major projects which are trying to build more useful quantum computer. One is based
on ions and the other on spinning nuclei in atomic field (E Lerner). The first one is using
electromagnetic forces between individual ions to form superposition of their states which interact
between themselves. The second is using Nuclear magnetic resonance (NMR) technology, which
involves orienting and measuring the spins in an atomic field (E Lerner). Within the past few years a
quantum research groups from Los Alamos National Laboratory and MIT in USA constructed the first
experimental demonstration on quantum computer using nuclear magnetic resonance technology. The
NMR technique gave the ability to fix the errors in transmission and to provide higher level of
coherence (i.e. higher ability to control decoherence) between qubits (J. West, 2000).
Application of Quantum cryptography
The most of the current research today can be divided into two major groups: the first one is trying to
implement more reliable quantum key transmitters; whereas the other is trying to make some progress
in building more practical quantum computer. There are two established quantum key exchange
systems: point-to-point fibre optic quantum key exchange channel; and a satellite based key exchange
system using free-space quantum cryptography (C. Elliot, 2002). The satellite based key exchange
systems can achieve transmission on much longer distances than optical fiber channels and with higher
security in general.
In couple of laboratories around the Europe and USA, there are designed point-to-point fibre optic
quantum key exchange channels with maximum distance of up to several tens of kilometres. The
largest optical fibre used for quantum key exchange is 67 km long and it is built in Geneva (D. Stucki,
N Guisin, 2002). Whereas, the open air experiments were done on approximately 23 km range. One
of the longest single-photon quantum key transmitters in the world was built in University of Canberra
campus in 2001, and it is long 4.2 km (P J Edwards, 2001). However, the aim of the current science is
to design the satellite based key exchange system which would be able to transmit the key from any
two points on the globe. For example, J G Rarity, P Tapster and P Knight (2003) described how this
system would look. They described three different types of the satellite based key exchange systems.
They all allow key exchange on 800- 1600 km range. J G Rarity, P Tapster and P Knight further
explain that keys need to be exchanged first between one ground station and the satellite. The satellite
would then store the key until the second ground station come close to the satellite. The satellite would
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then send the key to the second ground station using one-time-pad scheme to encipher the key, and so
on (J G Rarity, P Tapster and P Knight, 2002). They came to conclusion that development of one such
system is possible, but further development of this system would be very expensive.
The other important question is when or whether the first more practical quantum computer will be
built. Since, 1970 and 1980 when quantum computers were first proposed quantum technology has
made significant improvement. First 2-qubit quantum computer was built in 1998 at University of
California Berkley. In 1999, Chuang along with couple of colleges built first 3-qubit computer and
they demonstrated Grover’s database search algorithm. In 2000, quantum computer was advanced to
5-qubit, and after a year, in December 2001, scientists from IBM built the 7-qubit computer, the most
complex quantum structure constructed by now (IBM Research News, 2001). This 7-qubit computer is
able to compute Shor’s algorithm which factorises numbers (discussed in chapter three). The NMR
tool was used to minimize decoherence errors in this 7-qubit experiment (IBM Research News, 2001).
The Next Step
Most of the researchers today are trying to make some progress in building first quantum computer
and in further development of the secure quantum key channel over larger distances and with the
higher possible rate. The experimental free-space channel recently built in Canberra plays significant
role in this area. UK and the rest of European Union have serious attention to invest over ten millions
Euros to build more powerful and secure quantum key exchange systems (J G Rarity, P Tapster and P
Knight, October 2002).
Decoherence; and the error correction are still major drawbacks in building more practical quantum
computer. Two-bit operations have been successfully implemented without any decoherence. The IBM
research laboratory performed operations with up to several tens of qubits by using NMR techniques
and the first 7-qubit computer was built there. However, any more useful operation requires thousands
of qubits (E Lerner). Some of the scientists deeply involved in this area of research, from MIT, IBM
Research and The Free University of Berlin (2001), express their doubt that first practical quantum
computer can be built in next 15 to 20 years.
CONCLUSION
B. Simon and A. Ekart discussed an interesting issue that if science finds a way to solve these
problems, first quantum computers may have completely different architecture. They will probably be
consisted of simple units-“cells”, instead of transistors, and they would form more natural structure (S.
Benjamin and A. Ekert).
Another interesting issue is whether these computers will run the same algorithms from classical
computing, or some other algorithms from laws of quantum mechanics will be constructed, like
Shore’s or Grove’s algorithm.
Quantum cryptography does promise absolutely new approach to secure communication. However, no
one is still sure whether these powerful computers will ever be built or their idea will end up on some
simple experimental quantum computers consisted of couple of qubits. Thus, only time and patience
will bring the answer to this important issue in technology.
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ABSTRACT
Kerberos V is a trusted third-party authentication mechanism designed for TCP/IP networks. It uses strong
symmetric cryptography to enable secure authentication in an insecure network. In a Microsoft Windows
domain, many protocols use Kerberos V as the primary authentication mechanism. We use SMB (Server
Message Block) and LDAPv3 (Lightweight Directory Access Protocol) as examples of such protocols. We
discuss how an attacker could use a replay attack to steal other users’ identities on the local network. In
addition to Windows 2000 and Windows 2003 we examine one open source (Samba 3.0) and one commercial
(NetApp Data ONTAP 6.4R1) product and discuss implementation and configuration specifics that affect the
feasibility of replay attacks.

Keywords: Kerberos V, replay attacks, authentication, SMB, LDAPv3
INTRODUCTION
Kerberos V is the authentication mechanism primarily used in a Microsoft Windows domain. In this
paper we use SMB (Server Message Block) and LDAPv3 (Lightweight Directory Access Protocol) as
examples of protocols that use Kerberos V for authentication. SMB is the protocol used for file and
print services. Active Directory resources are accessed with LDAPv3.
Kerberos was developed at MIT as a part of Project Athena. It is based on a key distribution model
invented by Roger Needham and Michael Schroeder (Needham, 1978). Symmetric cryptography and a
trusted third-party are the basis of this authentication mechanism. There have been two versions of the
protocol in public use, namely Kerberos IV and V. In this paper we discuss only Kerberos V.
The security of Kerberos has been discussed in several papers: see (Bellovin, 1991) for an example.
Possible weak points include replay attacks, password attacks against Ticket-Granting tickets or preauthentication data, attacks against network time protocols (Kerberos requires time synchronization)
and malicious client software. In this paper, we focus on the first scenario: replay attacks. We examine
several server products (Windows 2000, Windows 2003, Samba 3.0, NetApp Data ONTAP 6.4R1)
that operate in a Windows domain and discuss implementation specifics that affect the feasibility of
replay attacks.
We show that replay attacks are feasible by presenting attacks on both SMB and LDAPv3. An
attacker will be able to access file shares and modify directory entries with the victim’s credentials.
Some server implementations have actual weaknesses, while others have default configurations that
make the attack possible.
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BACKGROUND
This chapter will cover the technical details behind protocols and mechanisms that are relevant to this
paper. We discuss the Kerberos V protocol itself and related mechanisms such as GSS-API (Generic
Security Service Application Program Interface) and SPNEGO (Simple and Protected GSS-API
Negotiation Mechanism). We also briefly explain the basics of SMB (Server Message Block) and
LDAPv3 (Lightweight Directory Access Protocol).
Kerberos V
Kerberos V authentication is based on symmetric cryptography and a trusted third-party that has
access to all passwords. If a client wishes to authenticate himself to a network service, the typical
process shown in Figure 1 includes the following steps:
1. The client requests for a Ticket-Granting Ticket (TGT) from an Authentication Server
(AS)
2. The AS will reply with the TGT
3. The client will use the TGT to request for a ticket for the service he wishes to use from a
Ticket-Granting Server (TGS)
4. The TGS will reply with a ticket for the service
5. The client will use the ticket and some other information to authenticate himself to the
server

Figure 1. Kerberos V authentication messages.
For a detailed description of all the messages, we will refer the reader to (Kohl, 1993). To help
understand the replay attack, we discuss the final message, KRB_AP_REQ, in more detail.
KRB_AP_REQ includes a ticket for the service the client is accessing and something called an
authenticator. The ticket includes the following information (note that {x}Ky means x is encrypted
with key Ky):
Tc,s = server, {client, addr, valid, Kc,s, flags}Ks
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The fields are defined as follows:
x
x
x
x
x
x
x

server is the server’s name
client is the client’s name
addr is an array of valid source network addresses
valid is the validity time of the ticket
Kc,s is a session key for the client and server to use
flags describe ticket options
Ks is the server’s key

A new authenticator is created for each authentication attempt. Authenticators are of the following
form:
Ac,s = {client, time, checksum, seskey}Kc,s
The authenticator is encrypted with the session key Kc,s. The fields are defined as follows:
x
x
x
x

client is the client’s name
time is a timestamp
checksum an optional checksum
seskey is an optional additional session key

The replay attack will exploit this final message sent to the server.
GSS-API AND SPNEGO
The Generic Security Service Application Program Interface (Linn, 1997), as its name implies,
provides software developers a generic security service framework having a well defined interface that
is independent of the specific implementation details of the underlying security mechanisms. The
provided services include security context initialization, entity authentication, data origin
authentication and data integrity and confidentiality protection.
One security mechanism supporting all the mentioned features is the Kerberos Version V GSS-API
Mechanism defined in (Linn, 1996).
GSS-API does not define any method that the participating peers can use to determine a common
security mechanism they are sharing. To solve this problem the Simple and Protected GSS-API
Negotiation Mechanism (Baize, 1998) was introduced.
GSS-API and SPNEGO are relevant when we discuss data integrity protection which has a large
impact on the success of replay attacks.
Figure 2 describes the relationships between upper layer protocols, GSS-API, SPNEGO and Kerberos
V.
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Figure 2. GSS-API and SPNEGO layers.
SMB
SMB (Server Message Block) is a protocol used for file and print services. It is a client-server,
request-response protocol that enables servers to share file systems and other services. SMB primarily
uses Kerberos V as an authentication mechanism in a Microsoft Windows domain. To those who are
familiar with the acronym CIFS, it is the open version of SMB that some vendors are currently
developing. The CIFS standard (SNIA, 2002) can be used as a reference for the authentication process.
We will go through the session negotiation and authentication steps, which are important in
understanding the replay attack we implemented. These steps are shown in Figure 3.

Figure 3. Messages transmitted in SMB session setup.
We assume that both parties accept Kerberos as the authentication mechanism. There are normally
four steps:
1. A client will send a Negotiate Protocol Request to the server, telling which dialects it
supports.
2. The server responds with a Negotiate Protocol Response. It tells the client which dialect to
use and other options it supports including support or requirement for data integrity.
3. The client sends a Session Setup AndX Request to the server. In addition to other data,
this message includes the KRB_AP_REQ described in the previous chapter.
4. The server responds with a Session Setup AndX Response indicating everything was
acceptable
LDAPv3
Lightweight Directory Access Protocol, more specifically LDAPv3, is defined in (Wahl, 1997). It is
used to read and modify directory information. In a Microsoft Windows domain, nearly all relevant
domain information, such as user and computer objects, is stored in an Active Directory server. Active
Directory serves its clients using LDAPv3. The base authentication mechanism used is Kerberos V.
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Authentication to an LDAPv3 server is done using a Bind Request message, which will include a
KRB_AP_REQ from the client. With Windows clients, the KRB_AP_REQ will be enclosed in a
SPNEGO token, which in turn is inside a GSS-API token. The replay attack will exploit this Bind
Request message.
REPLAY ATTACKS ON KERBEROS V
A replay attack on Kerberos V exploits the final message, KRB_AP_REQ, presented in Figure 1. The
contents of this message were discussed earlier. The KRB_AP_REQ will usually be inside an upper
layer protocol message, such as the SMB Session Setup AndX or the LDAPv3 Bind Request. If an
attacker is able to access the network traffic from the victim, he will be able to extract the
KRB_AP_REQ sent by the victim. In a replay attack the attacker simply attempts to re-use this
message to authenticate himself to a server. In some cases the server will accept the replayed message
sent by the attacker allowing him full access to the service with the victim’s credentials.
Accessing network traffic from the victim is essential for the attack to succeed. This can be
accomplished in many ways. A common attack known as ARP spoofing uses forged ARP-reply
packets allowing the attacker to impersonate the victim’s default gateway. This method is discussed in
more detail in (Kasslin, 2003).
Kerberos V does include mechanisms that are aimed at making replay attacks difficult:
x

x
x

The ticket inside KRB_AP_REQ should include the network address of the client.
The server should verify that the source address of the message equals the address in the
ticket.
The authenticator includes a timestamp. The server should verify that this timestamp falls
inside the allowable time skew.
The server should use a cache to store used authenticators. This cache should hold all
authenticators that have been used within the allowable time skew.

However, as we will show, these mechanisms are clearly insufficient.
In many environments, the Kerberos KDC will not include network addresses in the tickets it gives out
at all. Even if the tickets did include a network address, an attacker could easily forge his source
address during the attack.
The authenticator timestamp only enforces a maximum time skew of a few minutes. In practice, this
will not be of any help. An attacker will be able to mount the attack within seconds of recovering the
KRB_AP_REQ. If the maximum time skew is configured to be too small, the nodes will face
problems with time synchronization.
If the server uses a cache for the used authenticators, a passive attack becomes impossible. A server
will reject all authenticators it has already seen. The attacker must now resort to an active attack. If he
is able to sit between the victim and the server during session setup, the attacker can refuse to forward
the initial KRB_AP_REQ to the server. After this, he can mount the attack by using the captured
message. The server will not have seen the authenticator and the attack will succeed. Authenticator
caching makes a replay attack slightly more difficult, but is not a sufficient protective mechanism.
In the chapter “Test Results and Analysis” we will discuss how server configuration and
implementation affect the feasibility of replay attacks in practice.

195

K. Kasslin, A. Tikkanen and T Virtanen

PROTECTION AGAINST REPLAY ATTACKS
In this chapter we will examine different methods to defend against replay attacks. Some of them can
be challenging to implement, especially if the environment consists of products from different
vendors.
Network Connection Hijacking
For the replay attack to be feasible, the attacker must be able to listen to the network traffic between
the victim and the server. In some cases he must also be able to actively control the traffic flow from
the victim. This is more commonly known as network connection hijacking. Network connection
hijacking can be done in many ways. In this chapter we discuss the solutions against ARP spoofing,
which is probably the most efficient and common technique to subvert traffic from a node within a
network segment.
There are generally two well known ways to detect ARP spoofing attempts – monitoring the local
ARP cache and monitoring the network traffic on the wire.
ARP cache monitoring on a local machine can be accomplished on most systems with the arp
command. It is quite trivial to notice if the gateway’s hardware address has changed (assuming the real
address of the gateway is known). This can be done automatically with a tool called arpwatch,
available from <http://www-nrg.ee.lbl.gov/>.
Network traffic monitoring can be implemented with certain Intrusion Detection Systems. The Open
Source IDS called Snort is able to do this in real time. Snort is available from
<http://www.snort.org/>.
One of the best ways to protect machines against ARP spoofing attacks is to enforce static ARP entries
on the local machines; especially the entry for the local gateway should be static. This should be
possible on most systems.
IPSec
To protect your network against replay attacks, one efficient solution is deploying encryption on the IP
layer. The use of IPSec (Kent, 1998) would be a sufficient protective action. If all IP traffic is
encrypted the attacker will have no way of intercepting the required data. In many environments
deploying IPSec to secure all client-server traffic is a challenging task which often requires a working
PKI (public key infrastructure).
It should be noted that all the network nodes must be configured to require IPSec on all relevant
connections. An active attacker can easily block all IPSec IKE negotiation traffic between the victim
and the server by simply dropping all traffic to UDP port 500. If the nodes are then allowed to fall
back to plaintext communication, they will be vulnerable to replay attacks.
Data Integrity with SMB and LDAPv3
During a replay attack the attacker is simply re-using data sent by the victim. Inside the service ticket,
which is encrypted using the server’s key, is a session key that the victim and server will share. The
attacker cannot gain information about this session key at any point.
Upper layer protocols such as SMB and LDAPv3 offer data integrity protection that relies on this
session key. A keyed cryptographic checksum of the contents can be included with each packet. An
attacker cannot create these checksums, because he does not know the session key. Therefore, data
integrity protection, if configured correctly, can also be used to protect against replay attacks.
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Figure 4. Integrity negotiation with SMB and LDAPv3.
The SMB protocol itself has support for data integrity. During session negotiations, the server
Negotiate Protocol Response includes two flags that indicate if the server supports integrity and if the
client is required to use it. However, the client has no means to declare its support to the server. If the
parties agree on using SMB signing, all following packets will include a checksum calculated with the
session key. Client and server implementations can usually be configured to disable, enable or require
signatures.
LDAPv3 uses the GSS-API layer for data integrity. The GSS-API token in the client’s Bind Request
will include the session options it supports. The Kerberos V mechanism for GSS-API (Linn, 1996)
defines a new authenticator checksum type (0x8003) for the authenticator inside the KRB_AP_REQ
that is sent with the initial token. The checksum will include option flags, including the data integrity
option (GSS_C_INTEG_FLAG). If both parties agree, subsequent packets will include a
cryptographic checksum to ensure their integrity.
It should be noted that even though SMB signing does not use GSS-API token data integrity, some
clients will use the GSS-API checksum inside the authenticator to declare support for this feature.
We will discuss correct server and client configuration in the next chapters. However, as a rule of
thumb, servers should always require data integrity from all clients. Deploying data integrity protection
should be relatively simple in a domain environment if all members fully support it.
TEST RESULTS AND ANALYSIS
Windows 2000 Server and Windows 2003 Server
Windows 2003 Server is the latest server operating system from Microsoft
(<http://www.microsoft.com/ windowsserver2003>). It will replace the older but still widely used
Windows 2000 Server (<http://www.microsoft.com/windows2000/server>). Our results show that
replay attacks against SMB and LDAPv3 protocols using Kerberos V for authentication are possible in
both environments.
Authenticator Caching
In our tests we discovered that Windows 2000 Server SP4 and Windows 2003 Server do cache used
authenticators. This makes replay attacks more difficult, as the attacker has to prevent the server from
receiving the captured authenticator. In practice, instead of just passively listening to network traffic,
the attacker must now use an active man-in-the-middle attack.
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Enforcing Ticket Addresses
We also noticed that the attacks are simplified by not enforcing matching network addresses in the
service tickets. A Windows 2000 Server and Windows 2003 Server acting as a Kerberos KDC will
never include network addresses in the tickets it gives out. This means that it is not necessary for the
attacker to steal the victim’s network address at any point.
Handling of Kerberos Principals
In our tests we discovered that a Windows 2000 Server and Windows 2003 Server will accept
connections to different services (SMB, LDAPv3) with a single service ticket. In other words, you will
be able to authenticate to an LDAPv3 service using the same KRB_AP_REQ you used with an SMB
service as long as they reside on the same server. All service principals are mapped to a single
computer account. This means that an attacker can use a KRB_AP_REQ captured from an LDAPv3
connection and use it to connect to a SMB file shares and vice versa.
Data Integrity
The result of the replay attack depends heavily on the fact if integrity protection is used and
configured correctly. Windows 2000 and Windows 2003 have support for integrity protection in both
client and server implementations. The figure below shows the default settings of the relevant
configuration options on the client and server regarding SMB and LDAPv3 signing.
Windows 2000 Windows 2000
Pro SP4
Server SP4
SMB client: enable signing
enabled
enabled
SMB client: require signing
disabled
disabled
SMB server: enable signing
disabled
enabled
SMB server: require signing
disabled
disabled
LDAP client: signing requirements
negotiate
negotiate
LDAP server: signing requirements
negotiate
Figure 5. Default integrity settings on Windows 2000 and Windows 2003.

Windows
XP SP1
enabled
disabled
disabled
disabled
negotiate
-

Windows 2003
Server
enabled
disabled
enabled
enabled
negotiate
negotiate

Default Windows 2000 Server settings do not provide any protection against the replay attack on the
SMB service. With SMB, the service has to require integrity protection to prevent the attack, which is
the case with Windows 2003 Server.
By default, the LDAPv3 service is not vulnerable to a replay attack. In this case it is enough if both the
server and the client are configured to support integrity protection. If an attacker attempts to replay a
captured KRB_AP_REQ message with the GSS-API GSS_C_INTEG_FLAG turned on, the server
will require data integrity and the attack will fail.
However, we would recommend that LDAPv3 servers be configured to require signing from all
clients. Because of the way Windows 2000 Server and Windows 2003 Server handle Kerberos
principals, the attacker will be able to use captured KRB_AP_REQ messages from other connections
such as SMB. If a client does not have support for integrity, the attack against LDAPv3 becomes
possible by capturing traffic from this client.
The complete analysis of the effects the permutations of SMB signing settings have on client-server
communication and the feasibility of replay attacks is included in Appendix A. In short, requiring
integrity on the server gives sufficient protection from replay attacks.
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Samba 3.0
Samba is an open source product available from <http://www.samba.org>. Among other features it is
able to act as a file server in a native Windows domain.
The tests were conducted with Samba 3.0 beta1, which was the latest version available at the time.
After contacting developers, some tests were conducted with authenticator caching on development
versions to verify changes.
Authenticator Caching
Our tests verified that Samba 3.0 beta1 does not cache used authenticators. The replay attack is
possible by passively listening to the traffic and replaying a KRB_AP_REQ the server had already
seen. This makes Samba 3.0 beta1 more vulnerable to a replay attack.
In later beta versions and in the final 3.0 release the authenticator cache should be implemented. This
means that a passive attack will not work. An active attack is still possible, as is the case with
Windows 2000 Server and Windows 2003 Server.
Enforcing Ticket Addresses
The test environment for Samba 3.0 used Windows 2000 Server as the Kerberos KDC. As already
stated before, network addresses are not included in tickets from any Windows Server KDC.
Therefore, Samba 3.0 beta1 cannot enforce ticket addresses even though code was added to implement
this feature.
Data Integrity
Samba 3.0 beta1 does not include server-side support for SMB data integrity with Kerberos V. This
means that the replay attack cannot be prevented by server configuration. It is not known if support for
this feature will make it to the final Samba 3.0 release.
Also, the SMB client-side application (smbclient) included with Samba 3.0 beta1 does not include
support for SMB data integrity with Kerberos V. Naturally this means that it cannot communicate with
servers that require data integrity. However, if we consider interoperability with Windows and
remember the handling of Kerberos Principals discussed earlier, another small attack vector against
LDAPv3 should be noted. Consider an environment where all LDAPv3 and SMB clients except
smbclient declare support for GSS-API data integrity. They do this by setting the
GSS_C_INTEG_FLAG flag inside the KRB_AP_REQ. Windows SMB clients do this, even though
SMB integrity is not negotiated this way. Now, if the LDAPv3 service is configured not to require
data integrity, the only possibility for a replay attack to succeed is by using a captured KRB_AP_REQ
from smbclient to an SMB service running on the same server. Because the GSS-API integrity flag is
not set, the LDAP server will correctly allow the attacker to connect without data integrity thus
making the attack possible.
NetApp Data ONTAP 6.4R1
NetApp provides highly available storage solutions which have full interoperability with Microsoft
Windows. Data ONTAP is the operating system used in NetApp file servers (<
http://www.netapp.com/
products/filer/ontap.html>).
The Data ONTAP 6.4R1 was the latest software version available at the time this paper was written.
NetApp was contacted and they confirmed all the found weaknesses. The latest information we have is
that the problems will be corrected in the next release.
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Authenticator Caching
Our tests showed that NetApp suffers from the same problem as Samba 3.0 beta1. It does not cache
used authenticators and so the attack was possible by just monitoring the network traffic. Used
authenticators could be exploited multiple times within the time skew.
Enforcing Ticket Addresses
During the tests NetApp was a member of a domain with Windows 2000 Server as the KDC. It was
stated before that the KDC does not include the network addresses in the service tickets it provides.
This means that NetApp is not the source of the problem of not enforcing ticket address validation.
Data Integrity
NetApp Data ONTAP 6.4R1 does not provide server-side support for SMB data integrity at all. This
leaves the product completely open for replay attacks. It should be noted that the only protection
available is to use IPSec. However, at this moment PSK (Pre-Shared Key) is the only authentication
method supported by Data ONTAP 6.4R1 and no hardware acceleration is available.
CONCLUSIONS
Our research shows that replay attacks against protocols that use Kerberos V for authentication are
possible with modest resources. Some implementations contain weaknesses in their implementation,
while others have default configurations that make replay attacks possible. An attacker will be able to
access network resources such as directories and file shares with stolen user credentials.
If an attacker has access to the network, securing the environment against a replay attack is not trivial
and in practice requires deployment of additional cryptographic mechanisms. Networks, such as
campus environments, where physical access point security cannot be guaranteed are especially
problematic. Administrators should consider enforcing upper layer data integrity if possible. IPSec is
also a solution, but extensive and correct deployment is not trivial.
When evaluating new services that support Kerberos V, some attention should be paid on
implementation details we have discussed. The upper layer protocol specifics are also important,
because features such as data integrity are extremely significant in protecting against replay attacks.
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APPENDIX A
The tables describe all SMB signing configuration permutations between the two client-server pairs.
The configuration options refer to registry keys enablesecuritysignature and requiresecuritysignature
at HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\lanmanworkstation for clients
and \lanmanserver for servers.
The results indicate if a connection is possible between a client and a server, if SMB signing is used
during this connection and if a replay attack is possible. The large differences in results can be
explained by different interpretations of the configuration options. For both parties in the first table,
the enable registry key is a pre-condition for require. This does not hold for the parties in the second
table.
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Figure 6. SMB signing configurations: Windows 2000 SP4 and Windows 2000 Server SP4.
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Figure 7. SMB signing configurations: Windows XP SP1 and Windows 2003 Server.
1

Requires modifying the server’s Negotiate Protocol Response to include support for signing.
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ABSTRACT
This paper applies concepts created in the field of time theories to increase understanding about the effects of
information operations. Traditionally, the definitions of information operations have inherently included the time
aspect but the time-dependency of the effects of information operations has not been explicitly explained. Shortterm information operations provide operating level actors with power to select the moment of the
implementation of activities. This typically extends the duration given to perform the activities. Long-term
information operations have an effect on the theories and mental models of information, war and information
operations.

Keywords: complex systems, effects of information operations
INTRODUCTION
This paper pays attention on the meaning of time when performing information operations. Especially,
the paper applies concepts created in the field of time theories to increase understanding about the
effects of information operations. Joint Vision 2020 (2000) defines that information operations are
actions that are taken to affect an adversary’s information and information systems while defending
one’s own information and information systems. Joint Vision (2000) describes that the level of action
and desired effect is tactical, strategic or operational. In addition, it explains that the nature of situation
where information operations are performed is peace, crisis or conflict. Time is inherently included
when discussing about the level of action and desired effect as well as about situation. However, Joint
Vision (2000) does not explicitly describe the time-dependency of the effects of information
operations.
Joint Vision (2000) extends the term information to cover target, weapon, resource, or domain of
operations in the context of information operations. This paper emphasizes that the term information
should be extended to cover data and knowledge when defining the area of information operations
(Fig 1). Knowledge management approach emphasises that besides information, an organization has to
manage knowledge (Nonaka & Takeuchi 1995), (Krogh et al 2000). Knowledge is currently
considered to be a critical success factor of business activities. Information and knowledge are
essential in the strategic, tactic and operational level activities of organizations.
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Knowledge
Data

Information

Figure 1: Data are turned into information and information is turned into knowledge
(Helokunnas et al. 2003). This continuous multi-directional process forms the basis of
information operations.
Typically, data are defined to be known facts that can be recorded, e.g., (Elmasri & Navathe 2000).
Data are suitable for communication, interpretation, or processing by humans or artificial systems.
Awad & Ghaziri (2003) describe that information has a meaning, purpose and relevance. They
emphasize that information is about understanding relations. Knowledge is the ability to turn
information and data into effective action (Applehans et al. 1999). It is a capacity to act, e.g., (Sveiby
2001). Explicit knowledge can be articulated or expressed but tacit knowledge is difficult to describe.
Tacit knowledge is often based on experience. (Polanyi 1966) Rather than regarding knowledge as
something that people have, it is widely understood that knowing is better regarded as something that
people do (Blackler 1995). So, knowledge is dynamic and personal. Competence is a more
comprehensive term than knowledge. Within psychology, competence has been characterized as the
ability of individuals to respond to the demands placed on them by their environment (White 1959).
Information about target, weapon, resources and domain of operations is data, information or
knowledge depending on time and situation. For example, the term Force XXI is data for a casual
reader, information for a military officer and knowledge for the developers of the Force XXI concept.
This paper describes and applies concepts of data, information and knowledge and theories of time to
the performing of information operations.
INFORMATION AND TIME
Past, Current and Future Information
When the term information is discussed with the theories of time, three types of information are
identified. The types are: information about the past, i.e., memories; perceptions as information about
the current moment and insight and intuition as information about the future (Bergson 1911),
(Damasio 1999). A perception is a physical sensation interpreted in the light of experience. Intuition is
the power or faculty of attaining to direct knowledge or cognition without evident rational thought and
inference. Insight is the act or result of apprehending the inner nature of things or of seeing intuitively.
(Merriam-Webster 2003) Memories, perceptions and insights are data, information and knowledge
(Fig. 2).
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information levels
knowledge

information potential
interpretation

information
data

time
memories
(past)

perceptions
(current)

insights,
intuition
(future)

Fig.2. Memories, perceptions and insights are data, information and knowledge
Current situation and imaginations about the future cannot be understood without information about
the past (Bergson 1911), (Damasio 1999). When the emphasis is on the future, information about past,
current and future has to be in balance and sufficient. The management of past, current and future
information shall follow the practise of information management as presented in information research.
For example, Choo (1998) describes an information management cycle that consists of defining
information needs, acquiring information, creating information products and services, organizing,
storing, disseminating and using information as well as adapting behaviour. Awad & Ghaziri (2003)
states that the overlapping knowledge management factors are technology, organizational processes
and people. The adaptive behaviour phase of Choo’s (1998) information management cycle covers all
of these knowledge management factors. The information management cycle corresponds to the
activity cycle presented by Boyd (Hammond 2001) and known as the OODA-loop. OODA-loop stands
for observe, orient, decide and act steps (Hammond 2001). The observe step corresponds to the
information need definition phase of the information management cycle. The orient step is close to
information acquisition phase of the information management cycle. The decision step is not explicitly
included in the information management cycle. The act step covers information products and services
creation, information organizing, storing, disseminating and using phases as well as adapting
behaviour phase of the information management cycle.
Choo’s (1998) information management cycle can be extended to the management of data,
information and knowledge. In addition, it can be applied to the management of data, information and
knowledge in the context of information operations. For example, information needs in a battle include
information about the future location of competitor forces. Information is acquired by intelligence and
organized and stored in command and control systems. The creation of information products includes
constructing an image of situation consisting of e.g., a digital map about the situation. This
information is disseminated by communication channels and used as a basis of performing activities.
Adaptive behaviour contains short and long-term improvements in technology area such as in data
network infrastructure, integrated information and communication systems as well as development of
operational processes and competencies of people.
Time when Performing Information Operations
The objective of information operations is to control the moment and duration of the effect of data,
information, and knowledge. When organizations are in a fierce competition situation, the aim of
performing information operations is to receive a relative and decisive advantage over the competitors.
To gain advantage, information about time is crucial. We need information about how objective
duration and subjective duration are formed. We need information about how the moment should be
chosen.
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McTaggart (1908) stated that time can be studied by two time-series, A and B. Series A divides the
temporal word to the past and to the future, which are separated by subjective, ever-changing
experience of “now”. Series B divides this world into separate measurable moments, which have taken
place either before the measured moment of “now” or will happen after it. Series A describes the
world as a sliding duration, which is tied to the reality with subjective experience of the present
moment. Series B fills the world with temporally noticeable events, which have starting and ending
moments.
Le us reinforce series A with Bergson`s (1911) thinking about duration. Time shows itself as a relative
matter between interacting entities. According to Bergson (1911, 7) conscious subjects will create
themselves endlessly in time by maturing via change in their existence. The present state of this
subject is a combination of all the past it remembers at this situation. The potential of becoming future
is formed by projecting into future what has been perceived in the past, or imaging for a later time a
new order of those elements already perceived. (Bergson 1911, 2-6) This means that future potential
cannot be formed without experience about such past that produces relevant information for the
foreseeable future. Further on, this means that a successful entity must have somewhat broad
experience about the world, which it is supposed to interact with, and an ability to learn. This requires
such a memory that is updated with reasonable information in a cycle, which is fast enough compared
to on-going situation. This demands imaging, and a good process of thinking, as well (Fig. 3).
Obviously it could be seen that understanding duration needs lots of perceptive activities and thinking
about action under thinkable future interest.
THE ENTITY

remembering

imaginating

thinking

perception

PAST

action

NOW

FUTURE

THE WORLD

Fig. 3. Interaction between an entity and the world. (Bergson 1911) (Kuusisto et al. 2003)
McTaggart’s series B describes moments of those perceivable or expectable events, when some kind
of change will happen. When combining Bergson (1911) into series B, several events from the past
effecting choices made on the present moment can be identified. All these events have their temporal
lengths. One must understand, where putting into practice could be situated on the temporal axis.
Making choices is always imaging the future. To be able to make realistic imaginations, one must
understand that information put into use is effective, i.e. objective duration is exposable. One must
know it’s own temporal capabilities, as well, i.e. how long time an activity will take and how long is
the delay and when the activity will effect on the outer world. After that the right moment can be
chosen. Again, experiences about success and defeat containing temporal information are transferred
into memory and further on to future decision-making process. One has to know its own capabilities to
understand limits of the subjective duration. One has to know the world outside to understand limits
that objective duration sets to it. It is not essential to notice all time variables, but understand and be
aware of those that pertain to the situation under concern (Friman 2001, 161).
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INFORMATION OPERATIONS
Popper (1975) claimed that the whole world could be classified into three ontologically distinct subworlds: the world of physical states, the world of mental states and the world of possible objects of
thought (Fig. 4). The world of physical states contains all the potential information, activities,
situations, moments and objective and subjective durations such as all potential information and
knowing in the context of time. The results of performing activities are included in the world of
physical states too. The world of possible objects of thought consists of ideas in the objective sense,
theories and their logical relations, arguments and problem situations. The world of physical objects
and the world of possible objects of thought have a relation through the world of mental states. The
world of mental states consists of means to turn objects of the physical world into artefacts of the
world of possible thoughts. (Popper 1975) For example, violating the confidentiality of information is
an activity that is included in the world of physical states. The meaning of information that
confidentiality is violated is interpreted through mental states. This interpretation might yield correct
or incorrect thoughts that are included in Popper’s third world.

contents of
thought

physical
states

mental
states

Fig. 4. Popper’s (1975) classification of three worlds
When Popper’s classification is applied to the environment of information operations, a three level
description is formulated (Fig. 5). At the science of war level Popper’s world of physical states
contains all information and activities. The world of contents of thought contains theories of war and
theories of information such as classification of information into data, information and knowledge.
The science of war level is connected to the art of war level through the worlds of physical states. At
the art of war level Popper’s world of physical states contains information operations. The world of
contents of thought contains theories of information operations. The art of war level is connected to
the operating level through the worlds of physical states. At the operating level the world of physical
states contains performing of information operations such as psychological operations, intelligence
and deception. The world of contents of thought contains field manuals about performing of the
operations.
The aim of warfare is to have an effect to the world of physical states and to the world of possible
objects of thoughts. The way to control information and activities of these worlds is to control the
world of mental states at the science of war, art of war and operating levels. Information operations
provide means to control the world of mental states. People make perceptions and interpret them
through their mental models (Merleau-Ponty 1979). Mental models evolve in time by continuous
learning processes. Mental models of people are supposed to evolve towards a shared mental model of
the global noosphere described by Arquilla & Ronfeldt (1999). Rather than changing only the
behaviour of people, the changes in mental models change the beliefs of people (Hutchinson 2003).
Mental models are influenced by organizational and societal cultures of people (Kuusisto et al. 2003).
Most current organizations and groups of organizations act in multi-cultural environments. This makes
achieving the state of a mutual understanding a challenge. Communication provides means to develop
shared mental models between individuals and organizations. Communication is a comprehensive
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process that increases understanding between the ones who communicate (Habermas 1984).
Information operations to be effective should be based on shared mental models. Further on,
Habermas (1984, 1987) argues that those who take part in interaction, should have at least one shared
item of knowledge. Shared knowledge is information by which models for creating mutual
understanding can be formed. Without these models, creating of understanding is not possible.
Prerequisite is that people commit to believe in the models. By those, the question “Why those
involved want to share their valuations and knowledge?” is answered. So, communication for
developing those models is a key activity when an organization aims to perform information
operations.
Popper’s three worlds do not explicitly express time aspect of information and activities. Memories,
perceptions and insights are included into all the three worlds. However, the three level description of
the environment of information operations presented in Figure 5 forms a good basis to understand the
meaning of time in information operations. Long lasting theories of information and war are needed to
be able to formulate information operations. Information operations provide the operating level actors
with power to select the moment of the implementation of operating level activities. This typically
extends the objective duration given to perform the activities. When information operations are
supported by advanced technology such as wireless, electronic communication, people are able to
fully utilize the objective duration given to perform the operations. For example, the short message
service provided by a mobile communication network was a great success because it released people
both from a fixed place and the need to communicate synchronously when sending messages.
However, there is still a possibility to misunderstand the message.
science of war
theories about
information,
information,
activities
war

mental
states
art of war
information
operations

theories about
information
operations

mental
states
operating
intelligence,
deception,
...

field manuals

mental
states

Fig. 5 Popper’s three worlds applied to information operations
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Performing information operations requires future oriented mind. One should be aware of realistic
future actions and their temporal nature. Temporal aspects of past actions should be handled
deliberately to gain understanding about pace and rhythm of futures. Conclusively, one should be able
to understand effects of short-term and long-term operations. Short-term information operations have
an effect on the world of physical states at the operating level. As described previously, they create an
ability to control the moment and duration of operating level activities. Long-term information
operations have an effect on the world of possible objects of thought through mental states at the
science of war and art of war levels. They have an effect on the theories and mental models of
information, war and information operations. They create ability to control the moment and duration
of the activities performed in the worlds of possible objects of thought.
CONCLUSIONS
This paper applied the theories of time to increase understanding about the contents of information
operations. Traditionally, the definitions of information operations have not explicitly described the
role of time. McTaggart´s time series A and B, enforced with Bergson’s thinking, were introduced to
combine time with information operations. Popper’s three worlds were presented as a theoretical
framework to classify the environment of information operations. A description consisting of the
science of war, art of war and operating levels was formulated.
Performing information operations requires future oriented mind. One should be able to understand
effects of short-term and long-term operations. Short-term information operations have an effect on
the world of physical states at the operating level. They provide the operating level actors with power
to select the moment of the implementation of operating level activities. This typically extends the
objective duration given to perform the activities. Long-term information operations have an effect on
the world of possible objects of thought through the world of mental states. For example, the
operations have an effect on the theories and mental models of information, war and information
operations. They create ability to control the moment and duration of the activities performed in the
worlds of possible objects of thought. This view to information operations emphasises that information
has a value in itself and it is not only an instrument of acting.
It is rather obvious that long-term information operations have deeper and wider effect than short-term
information operations. Long-term information operations are continuously ongoing. It takes time to
create long lasting changes. The means to perform long-term operations have to be developed all the
time, because cultural environment keeps to be changing. If short-term operations are favoured and
long-term operations are ignored, the success over competitor will remain temporal.
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ABSTRACT
The paper critically surveys the role of the information component of national power (ICNP) in Australian
national security policy. The paper commences with a review of the post-Cold War global security environment
and the implications of the Information Revolution for national security. Following this, the paper proposes a
model of the ICNP which operationalises the ICNP in terms of five inter-dependent national tasks. The paper
then examines the Australian national security system and provides an initial assessment of its effectiveness at
employing the ICNP. The paper concludes with a discussion of how the Australian national security system
might be reformed so as to enhance employment of the ICNP in support of Australia’s national security
objectives.

Keywords: Australia, information component of national power, national security
INTRODUCTION – NATIONAL SECURITY IN THE CONTEMPORARY ERA
In the wake of the Cold War, there has been a general recognition of the expansion of national security
issues beyond traditional military, political and economic considerations. There had always been at
least some acknowledgment of these other aspects of national security. But they tended to be
sidelined in the militarily-defined bipolar world order in which the state was the pre-eminent
organisational unit. So it is not unsurprising that when the Cold War world order collapsed in 1991,
that the non-military aspects of security would immediately assume a new prominence. This has
increased the complexity of national security affairs for two key reasons. First, the security agenda
has broadened from focusing narrowly on military threats to consider a much wider range of issues.
These have included climate change, uncontrolled population movements, trans-national organised
crime, amongst a host of others. Second, the frame of reference of national security affairs has
expanded from concentrating largely on the actions of states, to include a much richer consideration of
the role played by non-state actors in the global security environment. So whilst states today are faced
with a global security environment that is less overtly dangerous than during the Cold War, it is at
once also one that is more challenging than was previously the case.
A ubiquitous feature of the emerging global security environment is the impact of the Information
Revolution. The Information Revolution has fundamentally transformed economies and societies, and
has yielded new bases for wealth, military power and political influence. But at the same time, the
Information Revolution has eroded the ability of states to control information flows and has created
new opportunities and vulnerabilities in critical infrastructures to external interference and disruption.
Indeed, in global security terms, perhaps the key result of the Information Revolution has been to
increase the reach and power of non-state actors with respect to states (Arquilla & Ronfeldt 1996:
133-134). But this should not be taken to herald the imminent demise of the state as a mode of
organisation (Marsh 1996). Rather, in order for states to compete and prevail in the new global
security environment, they must strive to understand the relationship between information and power,
which is to say the information component of national power (ICNP) (Arquilla & Ronfeldt 1996:
134).
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OPERATIONALISING THE INFORMATION COMPONENT OF NATIONAL POWER
Information-related activities have been present at the heart of strategy and statecraft since the dawn of
human civilisation (ibid.: 132-133; Keuhl 1999: 3-4). But it is by virtue of the effects of the
Information Revolution that the ICNP is now of unprecedented importance. Keuhl has offered the
following formal definition of the ICNP:
‘The use of information, information processes and information tools as strategic
instruments for shaping fundamental political, economic, military and cultural forces
on a long-term basis to affect the behaviour of governments, supra-national
organisations, non-state actors and entire societies to support national security
objectives.’ (Keuhl 2000: 275)
The definition, though long, is useful on several accounts. It is technologically neutral, though in
being so it is in no way incompatible with recognising the fundamental changes wrought by the
Information Revolution. It identities a variety of modes in which information impinges upon
national security affairs: as a tool or weapon, as a target, or as a contested strategic resource. The
definition notes that information-based tools and activities can impact across the different functional
dimensions of national security. Finally, this approach to the ICNP recognises the complexity of the
global security environment, by acknowledging the wide diversity of actor types on the world stage.
But defining the ICNP, whilst important, is insufficient. Rather, there is a need to operationalise
such a definition: to translate the concept of the ICNP into tangible outcomes that might be
implemented, measured and assessed. Following Dearth (Dearth 2000: 101-103), I propose that the
ICNP can be understood in terms of the following five national tasks:
x

Intelligence – the Intelligence task is the sum of all activities undertaken to collect and analyse
information about the global security environment (and the actors within it) and to disseminate
that processed information (intelligence products) to national security decision makers and
executive bodies to support the achievement of national security objectives.

x

Counterintelligence – the Counterintelligence (CI) task is made up of those active and passive
measures taken to counter the intelligence activities of other global actors directed at ourselves.

x

National Information Infrastructure Protection – the National Information Infrastructure (NII)
protection task constitutes those measures taken to protect the NII from all sorts of hazards and
threats (natural, accidental and deliberate) and different means (material, electronic and
malicious or adverse computer code). NII protection is particularly challenging, both because it
is largely owned by the private sector, and because of its seamless connection to the broader
global information infrastructure (GII).

x

Perception Management – the Perception Management (PM) task involves the conveying of
messages to other actors in the global security environment, with the intention of influencing
their behaviour and thereby achieving national security objectives. It comprises such activities
as Public Diplomacy (PD), International Public Information (IPI), and (controversially)
deception and covert information dissemination activities. PM is a routine part of the overall
conduct of statecraft, but it takes on an enhanced urgency during times of crisis and conflict.

x

Information Operations - The use of military means to shape the global information environment
in support of national security objectives. Whilst Information Operations (IO) has both offensive
and defensive components, it is principally through the employment of offensive capabilities
(such as electronic attack and the physical targeting of information infrastructure) and overall
force posturing that IO contributes towards the ICNP.
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These five tasks should not be seen as stand-alone pillars – rather they are all heavily inter-related,
though not necessarily each to the same extent or in the same way. The five tasks do not align neatly
with traditionally established government departments and agencies. Rather, each of these functions
will cut across boundaries between different national departments and agencies, different levels of
government, and across the public/private divide. Each of these five tasks are also closely linked to a
range of other national security issues. Intelligence, CI and PM are the stock-in-trade of statecraft
and touch upon virtually every aspect of national security policy. NII protection is intimately related
to the broader issue of the protection of other elements of critical national infrastructure (CNI) such
as water and power supply, transportation networks, the financial system and so forth. IO cannot be
readily disentangled from the overall conduct of military operations in support of national security
objectives. And the ICNP as a whole is closely associated with broader national policies relating to
the collection, transport, storage and use of information in all its forms. Hence, the ICNP cannot be
understood in isolation from these other policies, which in aggregate might be held to constitute a
national information policy (NIP).
THE AUSTRALIAN NATIONAL SECURITY SYSTEM
Having provided a conceptual account of the information component of national power, attention will
now be focused the mechanisms by which this might be employed in an Australian context: the
Australian national security system. As the result of historical influence of the UK, the Australian
national security system is characterised by a relative lack of formal organisational structures and
processes. Until recently (May 2003), Australia has never established a focal body comparable to the
US National Security Committee (NSC) staff (which was set up in 1947 essentially to deal with the
unfolding Cold War) to deal with national security issues on a full-time basis (Oatley 2000: 11).
Similarly, no Australian government has ever formally articulated a comprehensive national security
policy (ibid.: 6 ). Rather, the core of Australia’s national security system has been a series of part-time
committees that meet on an ‘as-required’ basis (ibid.: 10-14). Reflecting the essential informality of
the Australian national security system, literature dealing with formal organisation and process in
Australian national security policy is sparse. Key works are Swinsburg 2001, Oatley 2000, Brown
1994 and Ball 1982. The outline structure of the Australian national security system is shown below
as Figure 1.
National Security
Committee of Cabinet
Secretaries' Committee
on National Security
Strategic Policy
Coordination Group

Departments and
Agencies

Inter-Departmental and
Inter-Governmental
Arrangements

Department of Prime
Minister and Cabinet

Australian Intelligence
Community

Attorney-General's
Department

Inter-Departmental
Committees and
Taskforces

Department of
Defence

Inter-Governmental
Committees and
Taskforces

Department of Foreign
Affairs and Trade
Other Government
Departments

Figure 1 – The Australian National Security System
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The apex of the Australian national security system is the National Security Committee of Cabinet
(NSC). NSC is a Cabinet sub-committee comprised of the Prime Minister (Chairperson), the Deputy
Prime Minister, the Treasurer, the Minister for Foreign Affairs and Trade, the Minister for Defence,
the Attorney-General and the Minister for Immigration and Multicultural and Indigenous Affairs.
Other Ministers are seconded to the committee when specific issues relevant to their portfolios are
being addressed (National Security 2003). Supporting the NSC is the Secretaries’ Committee on
National Security (SCNS), which is comprised of the public service heads of the departments noted
above. It also includes the Chief of the Defence Force (CDF) as the principle military advisor to
government and the Director-General of the Office of National Assessments (ONA) as the principle
intelligence advisor to government (Oatley 2000: 25). Both NSC and SCNS are supported by a third,
less formal, body – the Strategic Policy Coordination Group (SPCG). The SPCG is staffed at the
Deputy Secretary/Vice Chief of the Defence Force (VCDF) level (ibid.: 26). A small staff resident in
DPMC provides secretariat support for these three bodies.
Below these senior committees, there is on the one hand the individual departments and agencies
involved in the delivery of national security outcomes, and on the other hand, a range of interdepartmental and inter-governmental committees and task forces. These can either be permanent
(standing), or created for a limited duration for a specific purpose. The arrangements include the
Australian Intelligence Community (AIC), inter-departmental arrangements (comprising solely of
federal departments and agencies) and inter-governmental arrangements (including departments and
agencies from both the federal and state levels of government). The last of these reflects the
considerable powers that reside at the state, rather than federal level of government in Australia,
particularly as regards counter-terrorism and coastal surveillance and protection.
A key feature of the Australian national security system is that mechanisms for coordinating whole-ofgovernment and inter-agency outcomes have traditionally been, and remain, relatively weak. In the
wake of the 11 September 2001 attacks and the 12 October 2002 Bali bombing there has been a flurry
of activity in the policy departments and agencies, and some modifications in the coordinating
mechanisms for dealing with counter-terrorism (NCTC 2002) and NII protection (Williams & Alston
2002). But the core functioning of the Australian national security system has remained essentially
unchanged. Announcements in May 2003 regarding the creation of a new National Security Division
(NSD) within DPMC may indicate a move toward the creation of stronger organisational mechanisms
for developing and coordinating national security policy (Shergold 2003). But as these arrangements
have only been in place since July 2003, it is as yet too early to assess their potential impact. Further,
the newly appointed head of NSD is on the public record as stating that he saw no requirement in
Australia to promulgate a formally articulated national security policy along the lines of the US
National Security Strategy (Jordana 2003).
THE PLACE OF THE INFORMATION COMPONENT OF NATIONAL POWER IN THE
AUSTRALIAN NATIONAL SECURITY SYSTEM
The preceding section provided a high level overview of the structure and operation of the Australian
national security system. In this section, attention will be focused on how the Australian national
security system employs the information component of national power. Before proceeding, it should
be noted that just as Australia has no formally articulated national security policy, no Australian
government has ever formally articulated the place of the ICNP as an element of national security
policy. Indeed, no Australian government has ever articulated a formal NIP (Willingham 1998), but
elements of what might collectively constitute a NIP have over the years been embodied in various
pieces of policy and legislation (Middleton 1997: 10). Over the last two decades there have been a
number of attempts at articulating a NIP proper for Australia (both within and outside of government)
(DOS 1985; Judge 1985; HRSTCFLTS 1991; CRC 2001). But none of these have received official
sanction, and in any case they have touched but lightly on national security matters, if at all.
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But this is not to say that elements of the ICNP are not formally recognised in the Australian national
security system. Within the AIC, organisations and arrangements are in place to perform the national
intelligence and CI tasks (Andrew 1992: 82-114; Gyngell & Wesley 2003: 133-160). In the PM
arena, Australia has long undertaken a range of international broadcasting and public diplomacy
activities to create a positive image of Australia (Hodge 1995: 226-278; DFAT 2003: 129-130).
More recently, a range of mechanisms have emerged for the protection of the NII (NOIE 2001;
Williams & Alston 2002). And the ADF has adopted the concept of IO, and is enhancing its ability to
conduct IO as an integral part of its overall repertoire of missions (Malone 2003). So the ICNP is not
absent from the Australian national security system. Rather, it is present in a piecemeal, disaggregated
fashion.
Noting the above, how effective has Australia been in employing the ICNP in support of its national
security objectives? A detailed examination is beyond the scope of this paper, but an initial survey is
not promising. In the case of the intelligence function, concerns have been expressed that the
intelligence assessments and reporting process has been deformed by imperatives arising out of the
electronic media cycle rather than the demands of national security (Woodard 2001: 20; Sheridan
2002; Nicholson 2003). In terms of the CI function, there has been a narrow focus on the protection of
classified government information and the CI system has failed to address the issue of espionage
directed at Australian commercial or other private interests (Dempsey 1999; O’Neill 2001). In terms
of NII protection, it has been argued that the present arrangements are under-funded, poorly
coordinated, and have been ineffective in engaging the private sector (Gamertsfelder 2002: 10;
Dearne 2002; Riley 2003; Dearne 2003a). In the case of the PM function, there are no effective
standing arrangements for coordinating government messages directed at foreign audiences. Further,
PD and international broadcasting have been poorly resourced, and have suffered financial cut-backs
as the result of domestically-driven political agendas (Editorial 2001: 14; SFADTRC 1997: 153-156).
And whilst the ADF has been fairly successful in employing IO at the tactical and operational levels of
organisation, these have not been supported at the strategic/national level (ANAO 2001: 110-111;
Beasley 2002: 21-22). In short, an initial assessment of Australia’s ability to employ the ICNP that it
does so poorly.
Why is this the case? There would appear to be four key reasons for this. The first is the absence in
Australia of a national security policy document that articulates the full scope of Australia’s national
security objectives, and the place of the various instruments of national power in achieving those
objectives. Such a document might provide the broader framework within which the employment of
the ICNP could occur. In the absence of such a framework, it follows that it is correspondingly
difficult to articulate what role the ICNP might play. The second reason is that the role of the ICNP in
achieving national security objectives has never been formally considered in Australia. As the result,
programs or activities that might conceivably contribute toward the ICNP (and therefore the
achievement of national security objectives) have often been sidelined by domestic political
imperatives. In defence of Australia’s situation, no other state is known to have clearly articulated
the role of the ICNP within its overall national security policy. Arguably, the United States has come
closest to doing so in the various iterations of its publicly released National Security Strategy
documents (Kuehl 2000: 272-287). But even so, the most recent version of this document (released
by the G.W. Bush administration in September 2002) (Whitehouse 2002) has been perceived as a
retrograde step (Kuehl 2003).
The third reason for the poor employment of the ICNP within Australia is the weak state of integrating
mechanisms within the Australian national security system. As was noted previously, the constituent
elements of the ICNP are spread across different national departments and agencies, different levels of
government, and in both the public and private sectors. Accordingly, the effective employment of the
ICNP (whether formally acknowledged or not) is critically dependent upon coordinating mechanisms
that must bridge the inter-departmental, inter-governmental and public-private divides. It is just such
integrative mechanisms that are generally lacking in the present Australian national security system,
built as it is upon part-time and ad-hoc committees. And the fourth reason, which underscores the
above three, is the poor level of understanding of the ICNP of national security decision makers,
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particularly at the senior level. It is scarcely surprising that the ICNP is poorly represented in
Australian national security policy: those responsible for wielding it are largely ignorant of it and the
implications of the Information Revolution for national security affairs.

ENHANCING THE INFORMATION COMPONENT OF NATIONAL POWER IN THE
AUSTRALIAN NATIONAL SECURITY SYSTEM
Given the above negative assessment, how might Australia’s ability to employ the ICNP be enhanced? Possible
solutions resolve into two sets of proposals: those that address the issue of the ICNP as a whole; and those
which address specific short-comings noted in the five national tasks. In terms of the ICNP as a whole, action
should start with the drafting and publication of a proper national security policy, which encompasses all the
dimensions and instruments of national power. As has been noted previously, such a national security policy
document would provide the framework within which the ICNP sits. But there are further benefits to such a
document. It can communicate strategic vision to a range of audiences, both internal and external (Kuehl 2000:
276). Accordingly, such a document can encourage greater public awareness of national security issues (Oatley
2000: 21) as well as contributing towards the national PM task (Kuehl 2000: 276). Finally, the very process of
drafting such a document can contribute toward the consensus and integrative arrangements that a
comprehensive national security policy requires in order to be implemented (ibid.).
Second, there is the need to recognise the ICNP within overall national security policy. Whilst this could take a
variety of forms, Keuhl’s definition and the five national tasks described above represents a workable approach.
The formal recognition of the ICNP would serve two main tasks. It would provide the framework within which
more focused reforms of specific elements of the ICNP (described below) might occur. And it could also serve
an educational purpose, by increasing the awareness and understanding of the ICNP in decision makers and their
supporting staffs in the Australian national security system. Third, there is a need to strengthen the integrative
mechanisms in the Australian national security system, by augmenting the present system of part-time
committees with a full-time staff dealing with national security matters. There are indications that such reforms
are already under way, in the form of the new NSD within DPMC (Shergold 2003). But creating effective
integrative mechanisms might ultimately require is a fully-fledged national security body, along the lines of the
US NSC staff (Oatley 2000: 21).
In terms of addressing shortcomings in the five national tasks within the ICNP noted above, the following
proposals might be considered:
x

Intelligence – There is need for greater level of professionalism in the AIC, particularly as regards strategic
assessments and overall management of the intelligence process (ADA 2003). This would help insulate
both the intelligence analysis and dissemination activities from the more pernicious effects of the global
electronic media, and the imperatives that it induces in the political system.

x

CI – The CI system needs to broaden its conceptual horizon to consider the national security ramifications
of information held outside of the public domain. This would not necessarily require legislative action as
elaborate the US 1996 Economic Espionage Act (Bellocchi 2001). But at the very least this would require
an expanded definition of espionage, as compared to the one that presently exists in Australian legislation.

x

NII Protection – There is a need to consolidate the present NII protection arrangements, and to provide
greater incentives for private sector involvement in NII protection through both incident reporting and the
efforts it takes to protect itself. A possible model for more integrated NII protection measures is the UK
National Infrastructure Security Co-ordination Centre (NISCC), which brings together the various UK
government NII protection stakeholders (NISCC 2002). On the later issue, tax breaks for corporate
spending on protecting privately owned parts of the NII have been proposed as a means both for creating an
incentive for private sector action, as well as socialising the cost of enhancing the security of the privately
owned components of the NII (Dearne 2003b; Gamertsfelder 2003).

x

PM – There is a need to establish standing arrangements for the coordination of messages directed at foreign
audiences, analogous to the US government’s Office of Global Communications (OGC) (Whitehouse 2003)
or the UK government arrangements (Rowlands 2003). Further, consideration should be given to reforming
the funding and governance arrangements for Australia’s international broadcasting activities, so that
decisions on these matters are not driven solely by domestic political considerations. Models for this exist
in the US, UK, Canada and elsewhere (SFADTRC 1997: 113-114; 208).
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x

IO – There is a need to continue enhancing the ADF’s IO capabilities at the tactical and operational levels,
and to improve significantly the strategic integration arrangements both across the entire DOD, and between
the DOD and other national departments and agencies. A possible model for this is the Directorate of
Targeting and Information Operations (DTIO) in the UK Ministry of Defence (MOD). DTIO was set up as
the result of the poor showing of UK and allied IO during Operation ALLIED FORCE in Kosovo in 1999
(HOCDC 2001, para. 67). DTIO acts as the proponent for IO within MOD, and provides a focus for
integrating MOD IO activities with the broader UK government employment of the ICNP (Smith 2003).

The above proposals all have resource implications, potentially quite significant ones, though these are difficult
to quantify immediately. That said, measures to overall the national security system as a whole will also have a
direct impact on the effectiveness of these five national tasks. But ultimately, decisions about enhancing the
ICNP must revolve around both the effectiveness of the national security system, not only its ‘efficiency’ in a
narrow financial sense (Oatley 2000: 21). If the national security system is incapable of effectively employing
the ICNP, or wielding other instruments of national power, then its supposed ‘efficiency’ will count for naught.

CONCLUSION
Information and information-based activities have been an integral part of statecraft and strategy since the dawn
of human civilisation. But a key outcome of the presently unfolding Information Revolution is that the
prominence of information as a tool/weapon, target and strategic resource has increased to a level hitherto
unknown in human history. Accordingly, the ICNP is of increasing importance in the emerging global security
environment. In turn, it follows that the ICNP is of vital significance for the conduct of Australian national
security affairs. This would appear to be the case on two accounts.
Harnessing the ICNP is vital for Australia as a prospective Information Age state, economy and society.
Australia, in common with other Information Age states, is critically dependent upon the evolving GII. On the
one hand, the hyper-connectivity provided by the GII is a potential source of wealth, power and influence. But
at the same time, such dependency creates vulnerability to influence and attack by others, particularly by actors
that previously could not hope to challenge states. Reconciling the potential benefits with the risks to the nation
created by hyper-connectivity is no easy or clear task. However some guidance on such matters might be
provided by formal recognition of the ICNP and its place within an overall national security policy.
But in an Australian context, there is further significance to the ICNP. In world terms Australia is a fairly small
state with only modest resources to influence and shape the global security environment. Further, this needs to
be understood against the backdrop of an increasingly unstable and insecure regional and global security
environment in which Australia’s interests and values will be increasingly challenged and threatened (Reilly
2000; DFAT 2003: 16-19; DOD 2003: 8-22). But Australia has the potential – by intelligently employing
informational means – to wield influence well out of proportion to its size. Indeed, the ICNP may well prove to
be the most important means for Australia to achieve its national security objectives. So harnessing the ICNP is
vitally important for Australia’s present and future national security. It is something that is downplayed or
ignored at Australia’s peril.

ABBREVIATIONS AND ACRONYMS
ADA – Australian Defence Association (Australia)
ADF – Australian Defence Force (Australia)
AGD – Attorney General’s Department (Australia)
AIC – Australian Intelligence Community (Australia)
ANAO – Australian National Audit Office (Australia)
CI – counterintelligence
CNI – critical national infrastructure
CRC – Chifley Research Centre (Australia)
DFAT – Department of Foreign Affairs and Trade (Australia)
DOD – Department of Defence (Australia)
DOS – Department of Science (Australia)
DMPC – Department of Prime Minister and Cabinet (Australia)
DTIO – Directorate of Targeting and Information Operations (UK)
GII – global information infrastructure
HOC – House of Commons (UK)
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HRSTCLTS – House of Representatives Standing Committee for Long Term Strategies (Australia)
IDC – inter-departmental committee
IO – Information Operations
MOD – Ministry of Defence (UK)
NCTC – National Counter-Terrorism Committee (Australia)
NII – national information infrastructure
NISCC – National Infrastructure Security Co-ordination Centre (UK)
NOIE – National Office of the Information Economy (Australia)
NSC – National Security Committee (US)
NSCC – National Security Committee of Cabinet (Australia)
NSD – National Security Division (of DPMC) (Australia)
OGC – Office of Global Communications (US)
ONA – Office of National Assessments (Australia)
PD – public diplomacy
PM – perception management
SCNS – Secretaries’ Committee on National Security (Australia)
SFADTRC – Senate Foreign Affairs, Defence and Trade References Committee (Australia)
SPCG – Strategic Policy Coordination Group (Australia)

REFERENCES
ADA (2003) – Submission to the Parliamentary Joint Committee on ASIO, ASIS and DSD Inquiry into Certain
Matters Relating to Iraq’s Weapons of Mass Destruction, Australian Defence Association, Canberra, July.
ANAO (2002) – Management of Australian Defence Force Deployments to East Timor, Audit Report No. 38
2001-02, Australian National Audit Office, Canberra, March.
Andrew, C (1992) – ‘The growth of the Australian intelligence community and the Anglo-American
Connection’, in P.J. Boyce & J.R. Angell (eds.), Diplomacy in the Marketplace: Australia in World Affairs
1981-1990, Longman Cheshire, Melbourne.
Arquilla, J & Rofeldt, D. (1996) – ‘Information, Power and Grand Strategy: In Athena’s Camp’, in S.J.D.
Schwartstein (ed.), The Information Revolution and National Security: Dimensions and Directions, The Center
for Strategic and International Studies, Washington DC.
Ball, D. (1982) – ‘The Machinery for Making Australian National Security Policy in the 1980s’, in D. Horner &
R. O’Neill (eds.), Australian Defence Policy for the 1980s, Queensland University Press, St Lucia.
Beasley, K. (2002) – Information Operations during Operation Stabilise in East Timor, Working Paper No. 120,
Land Warfare Studies Centre, Canberra, August.
Bellocchi, L.P. (2001) – ‘Assessing the Effectiveness of the Economic Espionage Act of 1996’, International
Journal of Intelligence and Counterintelligence, Vol 14 No. 3, pp. 366-387.
Brown, G. (1994) – Australia’s Security: Issues for the New Century, Australian Defence Studies Centre,
Canberra.
Campen, A.D. & Dearth, D.H. (eds.) (2000) – Cyberwar 3.0 – Human Factors in Information Operations and
Future Conflict, AFCEA Press, Fairfax Virginia.
CRC (2001) – An Agenda for the Knowledge Nation, Report of the Knowledge Nation Task Force, Chifley
Research Centre, Canberra, July.
Dearne, K. (2002) – ‘Critical systems “at risk”’, The Australian, 2 July, p. 30.
------------- (2003a) – ‘Limited money for e-security’, The Australian, 6 May, p. 36
------------- (2003b) – ‘Give security tax breaks – expert’, The Australian, 29 April, p. 30.

220

4th Australian Information Warfare and IT Security Conference 2003
Dearth, D.H. (2000) – ‘Operationalising Information Operations: C2W…RIP’, in Campen & Dearth 2000, pp.
97-109.
Dempsey, G. (1999) – ‘Industrial Espionage: Criminal or Civil Remedies’, Issues and Trends in Crime and
Criminal Justice, No. 106, Australian Institute of Criminology, Canberra, March.
DFAT (2003) – Advancing the National Interest:
Department of Foreign Affairs and Trade, Canberra.

Australia’s Foreign and Trade Policy White Paper,

DOD (2003) – Australia’s National Security: A Defence Update 2003, Department of Defence, Canberra.
Editorial (2001) – ‘Keeping Our Voice in the Region’, The Age, Editorial Opinion, 29 March, p. 14.
Gamertsfelder, L. (2002) – ‘Paltry figure allocated to shielding NII’, Canberra Times, 20 May, p. 10.
--------------------- (2003) – ‘Evaluating Company Directors Duties and Liabilities in Relation to Critical
Information Infrastructure Protection’, Presentation to the National Critical Information Infrastructure Security
Conference, 22-23 April, Sydney, 22 April.
Gyngell, A & Wesley, M. (2003) – Making Australian Foreign Policy, Cambridge University Press, Cambridge.
HOCDC (2001) – Defence – Second Special Report, Session 2000-01, House of Commons Defence Committee,
United Kingdom Parliament, London, January 24. HTML document available from:
http://www.parliament.the-stationery-office.co.uk/pa/cm200001/cmselect/cmdfence/178/17802.htm.
Document downloaded 27 August 2003. Hard copy held by author.
Hodge, E. (1995) – Radio Wars: Truth, Propaganda, and the Struggle for Radio Australia, Cambridge
University Press, Oakleigh, Victoria.
Jordana, M. (2003) – Response to question by author at the Australian Defence Studies Centre Homeland
Security 2003 Conference, Canberra, 31 July – 1 August. Hand-written notes taken by author 31 July.
Judge, P.J. (1985) – National Information Policy, Department of the Parliamentary Library, Legislative Research
Service, Discussion Paper No. 2, 1985-86, October.
Kuehl, D. (1999) – Strategic Information Warfare: A Concept, Working Paper No. 332, Strategic and Defence
Studies Centre, Australian National University, Canberra, February.
------------ (2000) - ‘The Information Component of Power and the National Security Strategy’, in Campen &
Dearth 2000, pp. 275-287.
------------ (2003) – Interview with the author at National Defense University, Washington DC 19 June. Handwritten notes taken by author.
Malone, J.M. (2003) – ‘The Australian Defence Force and Information Operations’ in E.L. Armistead (ed.),
Information Operations: Warfare and the Hard Reality of Soft Power, Brassey’s, London (forthcoming).
Marsh, S. (1996) – ‘Technological Influences on Globalisation and Fragmentation: The Demise of the NationState?’, Royal United Services Institute Journal, June, pp. 44-50.
Middleton, M. (1997) – ‘Information Policy and Infrastructure in Australia’, Journal of Government
Information, Vol. 24 No. 1, pp. 9-25.
National Security (2003) – The National Security Committee, Attorney-General’s Department, Canberra, July.
HTML document available from:
http://www.ag.gov.au/www/nationalsecurityHome.nsf/Alldocs/EB2860B3A616CC87CA256C9800807787?Ope
nDocument. Document downloaded 27 August 2003. Hard copy held by author.
NCTC (2002) – Communique of the 13-15 November 2002 meeting of the National Counter-Terrorism
Committee, Canberra, November. HTML document available from:

221

Jeff Malone
http://www.nationalsecurity.gov.au/www/nationalsecurityhome.nsf/Web+Pages/405C11DD362C9473CA256C7
8007EC923?OpenDocument. Downloaded 27 August 2003. Hard copy held by author.
Nicholson, B. (2003) – ‘Intelligence bodies savaged at Inquiry’, The Age, 20 August, p. 4.
NISCC (2002) – National Infrastructure Security Co-ordination Centre, National Infrastructure Security Coordination Centre, London, January.
NOIE (2001) – Protection of Australia’s National Information Infrastructure and E-Security Policy:
Administrative and Operational Arrangements September 2001, National Office of the Information Economy,
Canberra. HTML document available from:
http://www.noie.gov.au/projects/confidence/Protecting/nat_agenda.htm. Downloaded 27 August 2003. Hard
copy held by author.
Oatley, C. (2000) – Australia’s National Security Framework: A Look to the Future, Working Paper No. 61,
Australian Defence Studies Centre, Australian Defence Force Academy, Canberra, October.
O’Neill, D. (2001) – ‘Defence means more than satellites’, The Australian, 21 June, p. 30.
Reilly, B. (2000) – ‘The Africanisation of the South Pacific’, Australian Journal of International Affairs, Vol. 54
No. 3, pp. 261-268
Riley, J. (2003) – ‘Security agency “needs funds”’, The Australian, 19 August, p. 26.
Rowlands, T. (2003) – ‘Government Perception Management’, Presentation to the Information Operations
Europe 2003 Conference, London, 2-3 July.
SFADTRC (1997) – The Role and Future of Radio Australia and Australia Television, Report of the Senate
Foreign Affairs, Defence and Trade References Committee, Canberra.
Shergold 2003 – Organisational restructure of the Department of Prime Minister and Cabinet, Statement by Dr
Peter Shergold, Department of Prime Minister and Cabinet, Canberra, 23 May 2003. HTML document available
from:
http://www.dpmc.gov.au/docs/Shergold2305.cfm. Downloaded 27 August 2003. Hard copy held by author.
Sheridan, G. (2002) – ‘The CNN Spy Syndrome’, The Australian, 19 February, p. 13.
Smith, R. (2003) – ‘Development of UK Strategic IO’, Presentation to the Information Operations Europe 2003
Conference, London, 2-3 July.
Swinsburg, P. (2001) – The Strategic Planning Process and the Need for Grand Strategy, School of Advanced
Military Studies, United States Army Command and General Staff College, Fort Leavenworth, Kansas.
Whitehouse (2002) – The National Security Strategy of the United States of America, Whitehouse, Washington
DC.
-------------- 2003) – Executive Order: Establishing the Office of Global Communications, Whitehouse,
Washington DC, 21 January. HTML document available from:
http://www.whitehouse.gov/news/releases/2003/01/20030121-3.html. Downloaded 27 August 2003. Hard copy
held by author.
Williams, D. & Alston, R. (2002) – National Information Infrastructure – The E-Security National Agenda, Joint
News Release, Attorney-General’s Department and Department of Communications, Information Technology
and the Arts, Canberra, May 14. HTML document available from:
http://www.ag.gov.au/www/agdHome.nsf/Web+Pages/D42BE159F70BE71FCA256BDB000B2B7E?OpenDocu
ment. Downloaded 27 August 2003. Hard copy held by author.
Willingham, N. (1998) – ‘When is a policy not a policy? Australia’s quest for a national information policy’,
The Australian Library Journal, May, pp. 168-176.

222

4th Australian Information Warfare and IT Security Conference 2003
Woodard, G. (2001) – ‘Enigmatic Variations: The Development of National Intelligence Assessment in
Australia’, Intelligence and National Security, Vol. 16 No. 2 (Summer 2001), pp. 1-23.

223

224

4th Australian Information Warfare and IT Security Conference 2003

Comparison of Critical Infrastructure Viewpoints
P. Marasea and M. J. Warren

School of Information Technology
Deakin University, Australia
E-mail: pasquale@deakin.edu.au, mwarren@deakin.edu.au

ABSTRACT
The National Information Infrastructure is the expanding body that private and public sectors are becoming
increasingly reliant on to conduct everyday business, however the National Infrastructure is a large and
complex system, and defending the entire infrastructure would be a costly exercise. Instead security has been
primarily focused on the sectors deemed critical for a nation’s survival. A number of initiatives have been put in
place by government agencies to protect critical infrastructure however a general criterion needs to be
addressed to ensure crucial elements are focused on.

Keywords: Critical infrastructure; critical infrastructure protection centre; critical elements; national
infrastructure.

INTRODUCTION
In the event of society being ever more dependant on information and with current world events
centralized around terrorism, there has been great debate for the need for countries to develop Critical
Infrastructure Protection Centres to protect key elements reliant on interconnectivity, notably
telecommunication services, financial institutions, power distribution, national defence and economy
from malicious attacks from internal or remote users. (O’Neil 2000)
The National Information Infrastructure is the growing entity that the private and public sectors and
organizations are becoming increasingly reliant on to conduct everyday business; the infrastructure
includes a mix of private and public systems, open and closed networks and a major core backbone of
the Internet (Stagg & Warren 2003). Each public and privately owned sector has become
interdependent with the information infrastructure creating national and global networks vital in the
function and operation of every day business; however any information system connected to the
Internet or public network has the potential to be attacked and will remain vulnerable unless properly
protected (NISCC 2001).
As the national infrastructure is a large and complex system, defending the entire infrastructure would
be a costly exercise and may not be deemed necessary; instead security has been primarily focused on
the sectors deemed critical for a nation’s survival. This evolved from taking a subset of the national
infrastructure and creating protection for the critical information infrastructure (Stagg & Warren
2003).
Consequently, as the critical infrastructure is diverse in nature with key elements controlled by the
private sector (over 85% in the U.S.) both the private sector and the federal government must share
responsibility in protecting this vital asset (CIAO 2003a).
COUNTRY INITIATIVES
There are many elements within a country that can be classified critical. These are the utilities,
organisations, or financial institutions that ensure the integrity and reliability of daily operations that
manage the national defence, economic prosperity, and quality of life that strengthen society (PCCIP
1997).
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As a result these elements produce essential services relating to the minimal operations of the national
economy, such infrastructures include telecommunication, electricity, banking and finance, and
Information Technology (PCCIP 1997; Copeland et al. 2003), which are consequently relied on by
other elements of the critical infrastructure, where disruptions can cause cascading effects directly or
indirectly onto other services depended upon by the community(Copeland et al. 2003; PreDICT 1999;
PCCIP 1997).
Conversely, observations from Critical Infrastructure Protection Centres globally list a number of
different critical elements relating to each country; as there is no official requirements as to what
constitutes as critical. Therefore with a number of initiatives undertaken by various countries to
protect the national information infrastructure, each approach may not prioritize successfully the
elements which are critical to the operation of the country respectively (Copeland et al. 2003; Wenger
at el. 2002).
Critical Infrastructure Protection Centers are organisations set up by government to monitor existing
or potential threats towards critical infrastructure that are both physical and cyber related; liaise with
the community, critical sectors, and foreign intelligence; and to warn each critical sector and the
government of an impending threat once identified (CCIP 2003; NIPC 2003).
A number of countries have acted upon initiatives undertaken by governmental reports (PCCIP 1997),
and this paper will introduce four countries infrastructure protection schemes, including the United
States of America, Canada, Sweden, and Australia, and analyse each initiative by comparing and
contrasting each country. These countries have been selected on the basis of advanced critical
infrastructure protection initiatives, with the exception of Australia as it will be used as a comparative
indicator based on the time to adopt and refine existing models when implementing their proposed
critical infrastructure protection schema.
AUSTRALIA
The Australian government realised the importance of protecting Australian’s interests in critical
infrastructure after the country experienced a considerable disruption to the gas and oil infrastructure
in 1998 which highlighted the potential vulnerabilities facing Australia’s national economic
infrastructure. The Department of Defence analysed the vulnerabilities and dependencies associated to
national defence to develop a strategy to mitigate identified susceptibilities (PreDICT 1999).
The Prime Ministers Department identified Australia’s critical infrastructure, for safeguarding the
nation, as belonging to six sections, transport, banking and finance, electricity, oil and gas, water
supply, and telecommunications (PM 2001). However this list has since been altered by the Australian
government to include public health, food supply and distribution, government services (including
emergency services), national icons, and essential manufacturing (defence and heavy industry based)
(CRIPT 2003).
In November 2001, the federal government announced a strategy to develop a task force to protect
critical infrastructure, which primary focused on the business and government relationship as it was
identified that both the private and public sector own and operate segments of the infrastructure.
Consequently, a trusted information sharing network was developed to allow the private sector to
communicate with other entities that operate and control critical infrastructure and the government to
share and obtain relevant and important information, on the status of specific areas of critical
infrastructure (CRIPT 2003). An advisory council (CIAC) has been established to oversee the
developments of the trusted information sharing network, and it will become a liaison to the Attorneys
Generals office to update the Australian government of the status of the critical infrastructure (AG
2003).
Thus far, there is no single Australian infrastructure authority responsible for monitoring, warning and
responding to security incidents aimed directly at critical infrastructure. Rather, there has been a
committee created and a communication network established to provide a national forum to entities
associated to the risks and vulnerabilities linked to Australian critical infrastructure (CRIPT 2003;
Wenger at el. 2002)
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The Critical Infrastructure Advisory Council (CIAC) was established to supervise and oversee the
process and outcomes from the collaborative trusted information sharing network and report to the
Attorney Generals office in Canberra. It will consist of representatives form the Commonwealth
Government, private sector, and members from each state and territory in Australia to discuss and
focus on long term issues relating to the protection of critical infrastructure in Australia (AG 2003;
CRIPT 2003).
However Australia needs to make changes to the list of critical infrastructure it has included as
significant sectors of importance. For instance, protecting national monuments is an important task
however it should not be the responsibility of the critical infrastructure protection centre. Critical
infrastructure is of nation importance and therefore it should be protected by a federal entity; all other
national infrastructure with low priority should be the responsibility of a state level entity, ensuring the
large and complex entity is broken down and evenly analysed.
UNITED STATES
The United States of America had realised the need to protect its critical and national infrastructure
since there have been a number of attacks on critical infrastructure from malicious individuals, which
demonstrated that the federal government needed to assess new types of vulnerabilities and threats
previously not given high priority (Roberta 2001). Therefore the United States of America assembled
the Presidential Commission on critical infrastructure protection (PCCIP) to better manage critical
information infrastructure protection in the United States. (Wenger at el. 2002)
The PCCIP informed President Clinton that there was no evidence to support that there were impeding
cyber related threats in the near future (1997); however there was a real possibility to exploit
infrastructure vulnerabilities through public networks. The commission also noted that protecting
critical infrastructure should become a joint effort between the public and private sectors (PCCIP
1997).
The United States of America acted on the advice from the PPCIP and established the Presidential
Decision Directives (PDD62 and PDD63) to produce a “workable and innovative framework for
critical infrastructure protection” (PDD63 1998).
The September 11th attack on the world trade centre in New York 2001 again prompted the United
States of America to act on critical infrastructure protection, as the attacks conformed that critical
infrastructure protection should be taken seriously “talk of threats to important infrastructures, such as
buildings and transportation, communications, power and information technology systems, will no
longer be seen as hype. These threats are very real, the people that have been talking about threats,
cyber and physical, were not just trying to get more government spending” (Wakeman 2001).
The department of Homeland Security was established to coordinate a national effort to protect and
secure the United States of America’s critical infrastructure thought a national plan across a wide
variety of public and private sectors through the local, state and federal levels. This also allowed all
levels of government to contact a primary department instead of liaising with many smaller
departments (White House, 2003).
The department of Homeland Security views online attacks on critical infrastructure as an escalating
problem and considers terrorism as an immediate risk. “The speed, virulence, and maliciousness of
cyber attacks have increased dramatically in recent years. Accordingly, the Department of Homeland
Security would place an especially high priority on protecting our cyber infrastructure from terrorist
attack by unifying and focusing the key cyber security activities performed by the Critical
Infrastructure Assurance Office and the National Infrastructure Protection Centre” (White House
2003).
Critical infrastructures in the United States of America are defined in the following sectors,
telecommunications, electrical power systems, gas and oil infrastructure, banking and finance,
transportation, water supply systems, government services, and emergency services (CIAO 2003a).
The United States had established two organisations to deal with National Infrastructure Protection
(The National Infrastructure Protection Centre) and Critical Infrastructure Protection (The Critical
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Infrastructure Assurance Office) in 1998, it however created a third entity (The Department of
Homeland Security) to be a primary point of contact for the previous two organisations.
On November 25th 2002 the American President signed the Homeland Security Act 2002, which
established the Department of Homeland Security to efficiently manage information collected from
both CIAO and NIPC and other federal agencies and collaborated them. This established one primary
agency with the purpose to reduce redundant information and efficiently manage and share all
information gathered through all levels of agencies to determine and defend against vulnerabilities and
threats to American interests. The department has four main areas of focus which include (White
House 2003):
Border and Transportation Security;
Emergency preparedness and Response;
Chemical, Biological, Radiological and Nuclear Countermeasures;
Information Analysis and Information Protection.
The critical elements described above share similarities with the critical infrastructures listed by
Australia’s Prime Minister John Howard. However the Australian model have elaborated and included
additional items such as the sectors of food distribution and health services, that are not mentioned in
the American definition (PM 2001; NIPC 2003; CRIPT 2003). However a notable point can be made
that the United States of America critical infrastructure protection initiative does not include national
monuments as a critical element as Australia has included, however it does incorporate that sector as a
“key asset” (an intermediary level between the nation infrastructure and critical infrastructure) (White
House 2002). This could suggest that the Australian model is concentrating on too many elements with
low priorities in their critical infrastructure list as no other model perceives that sector to be critical.
CANADA
Canadian Prime Minister Jean Chrétien established the Office of Critical Infrastructure Protection and
Emergency Preparedness (OCIPEP) on February 5th 2001 to protect the Canadian Critical
Infrastructure and to be the government’s primary agency for ensuring national civil emergency
preparedness (Chrétien 2001). The OCIPEP defined critical infrastructure belonging to the areas of:
energy and utilities, transportation, government facilities, information networks and assets,
communications; safety, and services.
Canada realised the importance of protecting its critical infrastructure after the country suffered a
major natural ice storm disaster in 1998 that crippled major towns and left people without electricity
for three weeks, which had a devastating effect to human safety, transport, communications, and
businesses (Phillips 2002). Also the events of September 11 2001 in America and the appearance of
the code red virus accelerated efforts to protect Canada’s critical infrastructures and critical
information infrastructures.
Canada previously had one organisation (The Communications Security Establishment) protecting its
information infrastructures; the Communications Security Establishment was created in 1946 as the
Communications Branch part of the National Research Council; it was then transferred in 1975 to the
Department of National Defence. Its purpose consisted of the following (CSE CST 2003)
Obtaining and providing foreign signal intelligence (allies include the United States, United Kingdom,
Australia and New Zealand)
Providing technical and operational support for the Canadian law enforcement and cooperating
security agencies
And protecting Canada’s information infrastructure and government information. (also includes
analysing vulnerabilities in government systems and networks then recommending countermeasures to
protect assets)
However in 2001 the Office of Critical Infrastructure Protection and Emergency Preparedness was
created to better protect Canada’s critical infrastructure against both cyber and physical related attacks,
it is primary run by the department of national defence within Canada with major roles consisting of
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monitoring both physical and cyber related threats and becoming a central point of contact for threat
and incident information (OCIPEP 2003b).
Comparing the Canadian critical infrastructure with the Australian model highlights the discrepancies
between the two; such as the water infrastructure is not deemed critical within the Canadian list,
whereas the Canadian approach have coupled financial services, food distribution, and health care
under one heading, titled “Services” and have also identified “Government” and “Safety” as critical
elements. While these infrastructures may have been deemed critical within Canada’s context, the
Infrastructure definition for “Services” could be a concern for policy action or decision making as it is
blurred, therefore leading to a vague understanding of what constitutes as critical (Copeland et al.
2003).
SWEDEN
Sweden recognises the need to protect their critical information infrastructure, as a report conducted
by the Swedish Commission on vulnerability and security realised that the vulnerability technical
infrastructure presents could have a cascading effect onto other critical sectors, whose disruption
would affect society in Sweden. Sweden’s Ministry of Defence also identifies that cooperation
between all aspects and members of society must work together to achieve the same goal to secure the
nation and be prepared for any emergency that may threaten the operation of the country or harm its
people (MIEC 2000). “The digitisation of telecommunications and the convergence between
telecommunication and IT services have increased the vulnerability to IT related threats. Information
is one of today’s most valuable assets. It needs to be protected just as much as physical assets” (CESI
2001).
The Swedish government have identified the need to establish four main areas to enhance protection
against its critical information infrastructure. The majority of focus has been to collect intelligence
through an intelligence and analysis division that would protect information systems based on the level
of warning towards any one sector. Furthermore an Information Security Technical Support team was
established to liase with each critical sector and a division was also created to develop a system to
evaluate and certify software and IT systems (Wenger at el. 2002).
Sweden has included the following sectors as its critical infrastructure, telecommunication, banking
and finance, electronic information services, food, energy, public health, social welfare, transportation,
and the national water supply (Wenger at el. 2002).
The Swedish Emergency Management Agency (SEMA) was established on the 1st of July 2001. It
replaced the Swedish Agency for Civil Emergency Planning (ÖCB) which closed down on the 30th of
June 2002 and acquired some tasks from the National Board of Psychological Defence (SEMA 2002).
SEMA has a primary function of:
Analysing mutual dependencies in the critical infrastructure;
Coordinates research and development emergency management planning and coordination; and has
overall governmental responsibility for information security in Sweden;
To liaise with similar organisations overseas.
Unlike previous models based from Australia, Canada, or America; Sweden has defined nine areas to
be considered “critical” which encompasses all areas discussed in previous models. However
Sweden’s critical elements can be broken into sub sections classified as “critical”, “significant”, or
“moderate” (PreDICT 1999), where Infrastructures such as energy, telecommunications, and banking
and finance can be seen as critical, and other area such as food, public health, and social welfare can
be categorised as important but with less priority (Copeland et al. 2003).
ANALYSIS OF CRITICAL INFRASTRUCTURE PROTECTION CENTRES
While America is leading the world in its initiative to protect its critical infrastructure, and countries
such as Sweden and Canada following closely behind, it may seem feasible that all countries across
the globe should take steps of having some form of protection in place, as there are increasing attacks
and vulnerabilities to computer systems growing each year exponentially (CERT 2003).
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Therefore by analysing the Critical Infrastructure Protection Center initiatives thus far, will provide a
solid foundation for other countries to follow suite and move one step closer to protecting a Global
Infrastructure (ITU 2002).
Comparing and contrasting the benefits and downfalls acquired from individual country initiatives on
Critical Infrastructure Protection Centre’s (CIPC) can be concluded as follows:
A single organisation that can warn targeted organisations of threats or vulnerabilities, including
information and intelligence sharing through different agencies and organisations merged under one
roof; (White House 2003)
Partnership between the private and public sectors to achieve a common goal of protecting the
infrastructure society is dependant on; (NIPC 2003)
Educating public and organisations of the risk associated with Internet dependence; (CIAO 2003b)
Establishing research to further advance critical information protection; (OCIPEP 2003c)
Coordinate and manage computer crime investigations. (NIPC 2003)
However Critical Infrastructure Protection Centres may have an unforeseen downside, these
shortcoming are as follows:
National critical infrastructures maybe dependant on a global infrastructure. An important issue arisen
from New Zealand, when part of the Reserve Bank moved parts of its banking systems to Australia
“This could cause major problems since it means aspects of New Zealand’s National Information
Infrastructure (NII) will be remotely located and the CIPC would be unable to protect that countries
aspect of the countries NII” (McIntyre & Warren 2002);
Critical Infrastructure Protection Centres are often reactive to a particular incident and only partially
proactive (eg. Viruses often cause havoc before they are identified) (Desmedt 1998);
Critical Infrastructure Protection Centres publish warnings, threats and vulnerabilities to a public
audience before allowing ample time for the targeted Infrastructure to rectify potential problems
(NIPC 2003).
Comparing the above lists, a number of negative aspects are brought forward however each negative
possibility is reduced or discarded when comparing it to the positive benefits associated to establishing
a critical infrastructure protection centre.
Addressing a global critical infrastructure protection centre may be a possibility for the future. The
reality is the world is increasingly becoming connected, with many infrastructures spanning across
countless borders. Many critical infrastructures protection centres liaise with similar organisations
overseas (CCIP, 2003) however more needs to be addressed about global partnerships to ensure a well
protected global critical infrastructure.
INCORPORATING
PROTECTION

CRITICAL

INFRASTRUCTURE

PROTECTION

WITHIN

CIVIL

A notable difference from Canada’s and Sweden’s Critical Infrastructure Protection initiative
compared to the United States model is that there is also an emphases on emergency preparedness and
civil protection; with Canada realising that critical infrastructure can be affected by human or natural
interference that can affect the lives and safety of many individuals. More over, Sweden has included
civil defence as a “set of operations” within SEMA to prepare for peacetime emergencies as “Civil
defence planning is coordinated with the planning performed to establish a preparedness to meet
severe peacetime emergencies. This coordination generates an integrated approach to the threats and
risks faced by modern society. The Swedish Emergency Management Agency is responsible for the
overall integration of the planning system and works to ensure that an integrated approach is achieved
and further developed” (SEMA 2002).
Importantly the roles of both Canada’s and Sweden’s critical infrastructure protection centres include
civil protection a role seen by Australia as a separate task.
Canada takes into account that human intervention such as acts of terrorism or computer viruses has
the potential to cause serious harm and damage (Purdy 2002) however in the past major threats and
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destruction to CI have been from natural disasters such as the Ice Storm of 1998 and Red River
flooding in 1997 (OCIPEP 2003a). Therefore Canada’s OCIPEP includes aspects of civil protection as
there is a need to render aid and assistance in case of threats from natural disasters on the population’s
well being and safety and protection for critical infrastructure.
Therefore critical infrastructure protection should include aspects of civil protection, as there is a need
to not only to protect critical infrastructure but also work jointly with peacetime emergency services to
protect civilians in the event infrastructure is destroyed by natural circumstances.
ANALYSIS OF CRITICAL ELEMENTS
The countries outlined (Sweden, Canada, Australia, and America) had perceived critical elements
differently, while each country had a common “critical elements” theme (dependency on Banking and
Finance, Electrical, Gas and Oil, Transportation, and Telecommunications), there were a number of
inconsistencies such as government services, emergency services public heath, and food distribution.
While each country in its operational needs may differ slightly; this issue still highlighted a need for a
common criterion to be addressed (Copeland et al. 2003; Marasea 2003).
As discussed, there is no clear understanding in what is or should be deemed as a critical element
(Copeland et al. 2003). As stated earlier, critical infrastructure was developed as a sub division derived
from the national infrastructure as it was a large, complex and difficult to defend (Stagg & Warren
2003). While the national infrastructure has a considerable level of significance, there are some
elements within the national infrastructure with higher priority, that could have the potential to
debilitate national economic growth and prosperity; thus these critical elements were focused on with
more concentration as it is perceived easier to defend a smaller group of core entities than to protect
the entire national infrastructure as a whole (PCCIP 1997; Stagg & Warren 2003; Cobb 1997).
Therefore there are many elements within Sweden’s critical infrastructure that would be considered
part of the national infrastructure but not part of the critical infrastructure; such examples include
public heath, social welfare, and food distribution. The reasoning behind this statement is to facilitate
that even despite the fact that these elements mentioned are considerably important to Sweden’s
citizens, there are not deemed critical to the extent that would significantly cripple a nations
operational dependency on national defence and economic growth in a global environment (PCCIP
1997).
The Canadian model also lists non critical elements within their critical infrastructure, where
government and safety should be relegated to the status of the national infrastructure. However the
major concern for Canada is the broad definitions listed for its critical infrastructure for a crucial
reason; as these definitions are broad, which results in the decision making process to be blurred as to
what is exactly critical and what should be focused on without exception (Copeland et al. 2003).
On the other hand, the United States of America listed a number of critical infrastructures which were
shared across many similar critical elements when compared to the three other countries analysed.
This could be attributed to the fact that the United States model was one of the first models
implemented and the models from Australia, Canada, and Sweden were derived from this base model.
On that note, as the Australian model is not as mature as the Swedish, American, or Canadian models
it can be seen that all critical elements listed in previous models have been added to the Australian list
of critical infrastructure with the exception of national monuments.
CRITICAL INFRASTRUCTURE CRITERION
There are a number of articles that define Critical Infrastructures broadly and propose the need to
protect them (PCCIP 1997; NIPC 2003), however no proposal or article outlines specific criteria to
determine “criticality” or which infrastructures have a higher priority over others (Copeland et al.
2003). Therefore there is a need to develop a standard criterion, for which the basis for are outlined
below:
There are a number of factors which can be deemed “critical elements” within the National
Infrastructure, these elements are deemed critical if:
The core function of the element runs the minimum for daily operations for a country (PCCIP 1997);
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Incapacitation or disruption affects a nations gross domestic product (GDP) (PCCIP 1997; NIPC
2003);
Element are critical to national defence and military (PCCIP 1997; DHS 2003);
Disruption to a crucial node can minimise and effect national economic growth (PCCIP 1997;
Copeland et al. 2003; Marasea 2003);
The critical element produces a necessity output common in industry or business development (PCCIP
1997);
Is dependant on by other critical elements within the national infrastructure (PreDICT 1999; PCCIP
1997).
Incapacitation or disruption can attribute to significant loss of life (Copeland et al. 2003);
Information systems are critical to operate specific areas of the infrastructure.
CONCLUSION
It has been established that critical infrastructure, such as telecommunications, financial institutions,
and energy supplies are increasingly becoming interdependent, are owned by both the private and
public sectors and play an important role for any given country to operate normally. However
destruction or partial interruption to one area of the critical infrastructure whether it is an intentional
act of terrorism, natural disaster or human error can affect the safety of the country’s population,
disrupt the country’s economy and leave cities vulnerable without power or communications.
Therefore there must be a joint proposal between governments and private business to protect each
asset of the infrastructure both physically from natural disasters and human sabotage and also from
cyber attacks including remote hacking, or denial of service attacks, which would disrupt any
organisation. This report outlined the need for a critical infrastructure protection centre to warn,
investigate and monitor threats and vulnerabilities and also be a primary point of contact for inquires
by government related to problems arising with security breaches and threats towards an organisation
whose activities are deemed critical to the nation. Public education and research by Universities
should be considered a necessity as there is a real potential that foreign states or terrorism can use
unconventional attacks on critical infrastructure to disrupt a country’s operations and stability, even if
there have been no previous threats of that nature.
An advanced critical infrastructure protection centre should have aspects of its operations related to
emergency planning and preparedness, and civil protection to enhance its responsibilities in the event
the critical infrastructure has been attacked or severely severed. Initiatives from Sweden and Canada
have shown positive steps in this direction within their own respective protection centres.
Interdependencies between critical infrastructures are an important element to understand as they are
complex to define, pose potential vulnerabilities if not detected, and challenge effective response and
contingency planning. While many countries have developed mechanisms to minimise the effect of
critical infrastructure attack, there are still no standards or criterion to assess or define what classify as
critical elements.
A criterion will allow a country to define and identify critical elements of the national infrastructure
and develop an efficient model to co-operate with similar protection centres overseas if the need
arises. Furthermore, it will aid in eliminating infrastructure from a critical infrastructure list if it is
deemed to have a low priority which will assist government policy to clearly understand where
decision making and actions must be enabled, to ensure funding and attention is evenly distributed and
focused between core elements that are the backbone of all national operations, defence and economic
growth.
Future risk assessments might suggest the need to establish global critical infrastructure protection
centres as the world is increasingly becoming dependant on communication and information sharing
via computer networks which are borderless and span across the whole globe.
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ABSTRACT
The Swedish police authorities are currently striving to decrease the number of local dispatcher centrals and
replace them with a few large dispatcher centrals each covering a large region of the country. The motive for
this is mainly the ability to organize police actions during critical larger incidents. This paper discusses possible
effects and consequences with the replacement of local centrals with larger centrals. The notion of drama is used
to analyze data from an ongoing field study of police patrol practice and dispatcher central as a distinctive
police technology. Three dispatcher structures are presented and discussed. The paper suggests a mixed
dispatcher structure combining first, the strengths of local competence and knowledge to work problem oriented
in the community, and second the regional power to efficiently coordinate extensive and time critical police
efforts involving a large number of patrols.
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INTRODUCTION
The Swedish National Police Board and the 21 Swedish police authorities are currently striving to
decrease the number of local dispatcher centrals and replace them with a few large dispatcher centrals
each covering a large region of the country. The motive for this is mainly the ability to organize police
actions during critical larger incidents, but also economic reasons since this is expected to have quite
positive effects on police budgets. This paper discusses possible effects and consequences with the
replacement of local centrals with a large regional central. The notion of drama is used to analyze data
from an ongoing field study of police patrol practice and dispatcher central as a distinctive police
technology. Three dispatcher structures are presented and discussed. The paper suggests a mixed
dispatcher structure combining first, the strengths of local competence and knowledge to work
problem oriented in the community, and second the regional power to efficiently coordinate extensive
and time critical police efforts involving a large number of patrols.
The reminder of the paper is structured as follows: first the notion of dramaturgy is briefly presented.
This is followed by a short discussion on organizations and technology. The methodology and data
collection is outlined. The results are the presented as three dispatcher structures. The paper concludes
with a brief consideration of the consequences for control and command with an alternative dispatcher
structure.
DRAMATURGY
Dramaturgy is a theoretical perspective that uses the metaphor of the theater to explore how the
communication of messages to an audience conveys information and creates impressions that shape
social interaction (Goffman 1959). Dramaturgy reveals how emergent meanings of technology arising
from changes in communication and symbolization shape work processes and authority patterns
(Weick 1988). Dramaturgical sociology sees social life as if it were a kind of theater. It studies the
ways in which patterns of communication selectively sustain definitions of situations. This process of
selective presentation constitutes drama (Manning 1996). Actors (persons, groups and organizations)
perform using fronts (appearance, manner and props) and settings (places in which behavior takes
place) to convey realizations and idealizations to audiences. Through drama, individuals, groups,
organizations and societies imagine, constitute, and speak to themselves about them selves (Manning
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1996). Communication is produced by the various actors in the roles, and in their settings, and their
using various genres, to achieve audience compliance with the performance. Interaction shapes
conduct by conferring meaning on physical objects, perspectives and attitudes toward them and
definition of their capacities. Within organizations, messages are encoded and decoded through
communication and a working consensus on meaning is sought as teams of fellow communicants
emerge relative to a given audience (Manning 1996). The communication takes place either frontstage
(where communication and action can be scrutinized by others) or backstage (where only members of
the community-of-practice (Lave and Wenger 1991) are present) (Goffman 1959). The interaction
order shaped by this is the base for understanding “what is happening here” and thus guides definitions
of situations within an organization. Communication serves to mark both the instrumental and
expressive features of exchange. Once an actor takes a position and or a line, others are bound to
honor it, to defer to the performer, unless disruptions, role conflicts, or team management problems
emerge. Interaction is then a both an information exchange and a character contest (Manning 1996).
ORGANIZATION AND TECHNOLOGY
New technology and changes to existing technologies inevitably introduce organizational changes. A
new technology is commonly introduced by management to increase production and maintain control
over workers and work processes (Thomas 1992). The new, or changed technology, also alter the
relation between workers, supervisors and top management. The changes in technology also make a
symbolic account about contemporary technologies, about the social roles, about status and authority,
and the distribution of decision-making and power. It should be noted that the value of information
technology in a police context is not obvious and discussed by for instance (Benson 1993; Manning
1996; Baber, Sharples et al. 2001; Nunn 2001)
Recent ethnographic studies of work and technology suggests that new technologies often destabilize
the power balance between organizational units or segments by altering the communication patterns,
role relationships, the division of labor, established formats for organizational communication and the
taken-for-granted routines (Manning 1997). Therefore, a drama of police technology is a natural
history approach, combined with concern for deeply embedded work routines, perspectives, interest
and traditions. The dispatcher is a characteristic police technology. Changes in how this technology is
applied will, through a drama, introduce changes in the police organization.
METHODOLOGY AND DATACOLLECTION
This research draws on interviews and first-hand observations of actual police practice in the field.
The research is guided by the ethnographic tradition (Hammersly and Atkinsson 1995; Orr 1996;
Ferrell and Hamm 1998; de Laine 2000) which has been frequently applied in the police context (Van
Maanen 1988; Manning 1996; Manning 1997; Perlmutter 2000). Approximately 400 hours of field
studies has been conducted from May 2001 to May 2003. The first year was mainly observational in
nature, that is, the research was quietly observing the officers when they where carrying out their
work, and making notes accordingly. A large number of patrols were followed, and a few patrols were
selected to be followed more extensively over time. Being more closed to these patrols introduced an
interesting phenomena; I suddenly became more accepted and appreciated as a resource for the
patrols. Suddenly the officers expected me, to take an active part in the work. During the second year
of field studies, I evacuated buildings, interviewed witnesses and suspects at [minor] crime scenes,
drove patrol cars with flashing lights, acted as an observer before drug busts, etc. During the field
study, notes were taken as thoroughly as possible. If it was not possible to take notes during the shift
due to practical reasons, I as soon as possible, after the shift reconstructed the shift to have field notes
for further analysis.
Interviews are also an important source of data for this research. To collect additional data, police
chiefs, supervisor and sergeants has been interviewed. The number of interviews is approximately
twenty, whereof a few have been tape-recorded. The format of the interviews has been informal and
conversational in nature. Conversations in the patrol cars have also been interviews, especially when I
have had the opportunity to ride in single patrols. The conversations during these shifts have been
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most valuable for this research. It is also when riding in a single patrols I usually have been most
involved in the practical execution of the work.
RESULTS
This section reviews current dispatcher structure and discuss two alternatives; a single regional
dispatcher and a combined regional and local dispatcher structure. The current dispatcher and the two
alternatives are based on the findings from the ongoing field study in one of the largest [police]
regions in Sweden. Excerpts from the ongoing field study are used as examples.
Current dispatcher structure.
Over the last ten years, the very local dispatcher has eventually been rationalized in favor of local
dispatchers. Over these ten years Sweden has gone from 117 police authorities with their own
dispatcher to 21 authorities with one or several dispatchers. The region for this research is currently
served by one major regional dispatcher in the main city of the region and three local dispatcher
centrals in three large cities of the region. The region is divided in three major sub-regions and each
sub region in municipal districts. The districts are urban or rural, or something in between. The four
centrals are evenly distributed in the region in terms of geographic distance and distribution of the
population.
Each of the four dispatcher centrals serves a number of municipal districts. The same computerized
dispatcher system (STORM) is used by all four and two radio systems (R80 for urban patrols and R70
for non-urban) are used in the communication with the patrols. Cellular phone is also extensively used
in the communication between operators and the patrols, and among the patrols.
The work at the dispatcher is basically centered around calls from the public. The operator receives
phone calls where police assistant is requested; the call renders a HR (computerized record with data
about the situation, the caller etc.); the HR is classified as priority 1 – 4, where 1 is highest priority
where police assistants is required immediately, priority 2 and 3 where assistance can depend for some
time, priority 4 render in an HR but not police assistant at the site of the situation. Each of the centrals
is staffed with between three and ten operators and one or two sergeants. The workload is very varying
with peeks usually on weekend nights and early mornings these weekends. The central can be
characterized as being in stand-by mode during a large portion of the week. Of course there are
occasions where the work becomes quite hectic at other, usually calm times of the week. All operators
are sworn officers, except one at each shift. This operator is not taking calls from the public and
dispatch patrols; instead she is responsible for serving the patrols when they have QPs (question
police) on license plates and personal identification numbers.
An often raised argument why current structure with four dispatcher centrals should be maintained is
that the local centrals have local knowledge that is valuable. It is claimed that operators more
efficiently can direct and aid patrols at the different situations. I would argue that this is not the case.
The vast majority of operators have very limited local knowledge about the situation at hand. During
the field study it has been apparent many times that the operator does not the geographic area she is
dispatching patrols in. An excerpt from the field study illustrates this.
The two officer patrol I was riding with that night had un-willingly got back to the beat after a brake
for a bite and a cup of coffee. It was little after 8 pm. The female officer turned left at the main
intersection of the highway and drove slowly. The night was calm, as the radio disturbed the silence:
Operator: “4660”
Second officer: “4660, at intersection 4 on I20.” (patrols respond with call signs and the current
position).
Operator: “We have a caller how saw a bunch of skinheads in Meadow park. According to the caller
they were quite drunk and offensive. Do you know where that is?”
Second officer: “It is in the middle of the town; the only park we have!! OK.”
Operator: “Good, over and out.”
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The officers look at each other in a mutual gesture; the driver makes a u-turn and we head for the park.
The episode is later aired during hand over to the night shift.
Similar situations where the operators’ lack of local knowledge has been obvious occurred several
times during the duration of the field study. This suggests that the argument local dispatch centrals
assure local knowledge is not valid as an argument to maintain current structure.
A regional dispatcher.
The envisioned strength of the single regional dispatcher is exemplified with an incident where a
regional dispatcher probably had resulted in less tragic outcome. This incident has in many ways been
a turning point for Swedish police in terms of dispatch and radio communication.
Police officers killed on duty are quite rare in Sweden. However, in 1999 two officers were brutally
murdered by three men who had robbed a bank in a small town in central Sweden. The robbery was
dramatic and conducted in a military manner with automatic weapons. A large number of patrols from
different police districts were involved in the pursuit of the three men. A while after the robbery was
aired over the radio two officers in a nearby county received information about a suspect vehicle in
their proximity. The patrol acknowledges the call and followed the suspect vehicle at high speed on a
country road. By this time the dispatcher had crucial information concerning the three men, their
identity and their capabilities. The three men were dangerous and a two-officer patrol would be at
great risk confronted with the men. The dispatcher tried to contact the patrol but with out success. The
two officer patrol were not aware of the danger in the situation and behind a sharp turn on country
road the patrol was ambushed by the three men. They had stopped their vehicle across the road,
opened fire and executed the officers in cold blood. The three men were later arrested and convicted.
After the incident a thorough analysis by several police agencies and other governmental agencies of
the killings was conducted. The analysis showed that several misjudgments and mistakes had been
conducted. The analysis confirmed that the outdated radio system was partly the reason that the killed
officers had not received information concerning the three men. The analysis also showed that the
local dispatchers involved were inefficient in the communication among them, and that the lack of
knowledge, competence and experience concerning incidents of this magnitude were partly reason for
the outcome of the incident.
The incident resulted in en extensive discussion concerning command and control structure within the
Swedish police. Proponents of a single regional dispatcher put forward a series of arguments; a single
dispatcher central would decrease the number of operators and sergeants needed to dispatch the patrols
on duty in the region, a new digital communication system is currently being installed and this will
enable the dispatcher to, via positioning technology (GPS or equivalent), locate the patrols on a map
and thereby more effectively dispatch the patrol that is more convenient to the situation that requires
police assistant.
The main weakness is that this regional command and control structure is poorly supporting the
community oriented policing and problem oriented police work and will basically only support
incident driven police work. That is, situations are dealt with isolated from each other and explicit
connections and relations are not made naturally by the dispatch sergeant or by the operators since the
calls from public and the patrols relates to a vast geographic area.
An integrated regional and local dispatcher structure.
The majority of municipal police stations have a sergeant responsible for the patrols setting out from
this station and controlled by one of the local dispatchers. The station sergeant has often very good
knowledge about his police district. He has been around long enough to know how things and people
are related. He has a network of informers and has met with most of the local criminals when they
have been detained at the station. The local public does not call the police switchboard or the
emergency number for smaller matters. Instead they know the direct number to the sergeant and call
him directly in non-time-critical matters. The sergeant then solve many of the problems, for instance
neighborhood disputes with barking dogs and domestic problems, via telephone.
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This integrated structure is suggesting a change of the role of the station sergeant. The field study has
clearly shown that the station sergeant is working with his community in a problem-oriented manner.
A recurring problem gets higher priority. The patrols on the other hand are dispatched from the
dispatcher central located in a nearby city. The station sergeant in rarely aware of jobs the patrols get
assigned until they have been completed. During breaks, the patrols inform the sergeant about the jobs
they have attended. Often, the sergeant has some additional information that could have been useful
for the patrols during the job. As a result, the patrols often call their sergeant on the cell phone to
receive additional guidance after they have received a job from dispatcher. When the dispatcher
receives a complicated matter, for instance suspected child abuse, the dispatcher call the station
sergeant in the area to hand over the case. He then call his patrols via cell phone and brief them on the
situation and suggest how the patrols should deal with the case.
This integrated structure is implicitly already in use as described above. The core of this structure is to
share the responsibility of the jobs between the regional dispatcher and the local station sergeants. In
practice should all calls from the public go via the regional dispatcher? The operator decides which
priority to assign the call and the HR. If it is priority 1 (one), the operator assigns a patrol or patrols to
the job. If it is lower priority, the HR is delegated to the station sergeant in the actual district via the
computerized dispatcher system (STORM). This functionality is already implemented in the system
today. The sergeant then makes the decision on how to deal with the different HR.
The strengths with this approach are that the regional dispatcher has the capability to coordinate major
incidents involving a large number of patrols and special units (SWAT, bomb teams, etc.) over a large
geographical area. The regional dispatcher can maintain high competence and a wide experience of
different types of major incidents. The station sergeant can through this work more problem oriented
and treat the HR in relation to previous HR, and not as isolated situations, which is the risk if priority 2
and 3 HR are handled by the regional dispatcher.
The weakness is that patrols dispatched by the station sergeant can be interrupted by the regional
dispatcher and sent to other jobs with higher priority. However, these situations are common today,
and will probably be the case despite dispatcher structure.
CONCLUSION
The current dispatcher structure in one of the largest police districts in Sweden was discussed in
relation to alternatives: a single regional dispatcher, and an integrated regional and local dispatcher.
The findings from the ongoing field study suggests that the current dispatcher structure should be
replaced with one regional dispatcher central. This would result in higher competence and more
experienced dispatcher sergeants and operators during major critical incidents. The regional dispatcher
should be complemented with station sergeants who handle situations with lower priority. This way
the police can achieve a combination of effective and professional incident-driven police work through
the regional dispatcher; and of efficient and sensitive problem-oriented police work through the station
sergeant.
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ABSTRACT
This paper discusses one of the most common and prolific threats being waged against data networks, the
Internet worms, which have caused disruptions in throughout the world. The consequences of such an attack
could result in the loss of information, system, services, financial loss, and harm to a company’s reputation.
We summarize the basic components of Internet worms and analyze one of the most successful worms, Code
Red, in detail. Then we discuss the strategies for prevention, detection, and recovery against Internet worms.
We believe our work will assist in preventing damage to an organization’s or a user’s data and network from
such cyber attacks.
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INTRODUCTION
Companies everywhere have come to rely upon the Internet to conduct business. These networks
are continuously exposed to threats and attacks at various levels within the entire infrastructure
[14]. The consequences of such an attack could result in the loss of information, system, services,
financial loss, and harm to a company’s reputation.. In 2002 there were 7189 new viruses, worms
and Trojan horses recorded by U.K.-based antivirus software vendor Sophos [1]. Security
vulnerabilities in desktop and server operating system software, Web server applications, and
firewall attacks, are keeping network managers busy. To ensure the security of information systems
and data, organizations must have a security program that continually monitors, identifies,
measures, and manages the risk from these attacks. Fundamental to any effective information
security program is an ongoing risk assessment of threats and vulnerabilities and ensuring that
administrators do their due diligence by keeping up with the constant release of security patches.
Some of the past’s infamous Internet worms have been the Code Red [2], Code.Red.F [3],
ILOVEYOU [4], and most recently, Slammer32 [5]. Internet worms have caused disruptions in
service throughout the world. Once launched, a seed - the first infected system or the starting point
of a worm – can randomly generate IP addresses and infect hundreds or thousands of other hosts
using any unprotected network. Worms can propagate from this single copy incredibly quickly
thus saturating the network with so much traffic that it denies services and bandwidth to other
systems. This end result is referred to as a denial of service (DOS) attack. When multiple systems
or hosts perform in unison they form a DDOS1 (Distributed Denial of Service). Because of this
automated process, worms are difficult to detect. Worms can reside solely in a systems memory as
opposed to a virus that typically resides in a file on a hard drive. Most worms are designed to take
advantage of known but unpatched vulnerabilities in software and operating systems to propagate
across networks.
For instance, some time on the evening of Friday, January 24, 2003, a new worm called SQL
Slammer was released on the Internet. Slammer has since gone down in the information security
history books as being one of the fastest worms to reach saturation, taking only two hours to infect
1

DDoS is an attack is where multiple compromised systems attack a single target thereby causing a denial-of-service.
The flood of incoming messages to the targeted system essentially forces it to shut down thus denying services to
legitimate users.
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over 100,000 systems worldwide. By the time Slammer was through, there was an estimated
200,000 affected systems. Slammer was responsible for impairing important systems in the
government and private sector, delaying operations at a major airline and several media
organizations, knocking ATM cash machines offline, slowing voice over IP networks, and
interfering with some 911 and other emergency services. Unlike other commonly encountered
viruses, Slammer does not spread via email. Instead, its success was primarily because it exploits
the security vulnerabilities in some versions of Microsoft SQL server and Microsoft’s MDSE
(Microsoft Desktop Engine). Microsoft released a patch under Security Bulletin MS02-039 and
also included it in Microsoft SQL Server Service Pack 3. The bulletin and patch was first available
back on July 24, 2002 (several months before the worm was released). Even with a rating of
“Severe,” many system administrators still had not applied the patch at the time of the attack in
January. Not surprisingly, had these systems been repaired several months earlier, disruptions
could have been prevented. Still worse, had Slammer carried a malicious payload or attacked a
more sensitive vulnerability, its impact could have been far more severe.
The objective of this paper is to concentrate on one of the fastest growing and potentially lethal
form of attacks - the Internet worms. Understanding how to detect and to prevent future worm
attacks is essential. We discuss how different kinds of worms work on the Internet and discuss in
detail about the Code Red worm. We also analyze possible countermeasures and strategies for
prevention, detection, and recovery against Internet worms.
THE INTERNET WORMS
The Basic Components
After analyzing a worm and learning what communications channels it uses, network
administrators can take the appropriate actions to block further communications, effectively
isolating the worm. Upon analyzing a worm, it is often found to consist of several individual
components. Typically, there are components for the following six capabilities in a worm [6]:
x

Reconnaissance capabilities: This component enables the worm to automatically seek out
information about other hosts it intends to infect. Actions that can be taken are port scans,
tests for running services and queries on the OS or Web hosting software types. The
acquired information is then used to setup the type of attack the worm will deploy.

x

Specific attack capabilities: Here is where the specific code is launched on the unprotected
host. The infection can be a payload of a Trojan program, special code to transmit data
packets to cause buffer overflows or disrupt the host in any way the worm developer
chooses. The attack is perpetrated on hosts of the same type and with the same
vulnerabilities.

x

A command interface: A command interface is used in the event that the worm developer
wants to take control of the attacked host. For instance, once the worm has stolen
accounts, passwords, or elevated privileges, the worm will allow unregulated and ideally
undetected access to the system. Control can be conducted either remotely or automatically
within itself through code provided by the worm. The command interface is tightly
intertwined with the communications channels in order to work properly in a remote
fashion.

x

Communications capabilities: All hosts that are either under attack or launching attacks
need a good communications channel. This allows for the information that has been
gathered to be shared or transferred wherever the developer wishes. Generally, breaking
this link will effectively isolate the infected hosts from causing further harm.
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x

Intelligence capabilities: The worm stores specific information about itself or others. This
can be the IP address for itself or others that it is capable of sharing when asked for in a
special manner that only it understands.

x

Unused attack capabilities: This is a special area whereby the worm developer can attach
additional code to provide some flexibility. In addition to the intended exploits, it can
carry payloads that are not immediately used. This provides the worm developer additional
design options for structuring future attacks upon the same host.

Not every network worm will contain all of these components, but knowing and understanding how
the different capabilities function and interact is essential for developing methods to mitigate future
attacks. The success of any worm lies in part on its ability to conduct intelligence gathering upon
other systems. The ability to scan for open ports, type of OS, and other valuable information, will
form the foundation for an attack. Once a worm has obtained any necessary information, it can
then be stored by the intelligence component, which is capable of sharing with other components,
whatever information it has gathered via the communications component.
Worms exploit the vulnerabilities in the target systems. Worms such as the Achar, Lolol, and
Tanked use the vulnerabilities in peer-to-peer applications to replicate [7]. The popular Kazaa2 file
and music-sharing network has been the primary means for these worm types to spread. A Win32
group type worm is one whereby a 32-bit Windows application (EXE file) often installs itself under
the directories for the Windows operating system and makes changes to the Windows registry file.
A Win32.Flemming, Win32.Dlder, Kilonce, and Apart can carry varying payloads and different
means of replication [8]. This type of worm functions only under the Windows operating system.
Like the Windows only worms, Linux has several worms that only affect its operating system or
applications running on it. The Slapper [9] worm may be the most famous to have infected Linux
machines running the Apache web server. The vulnerabilities in Windows-based application
servers are also targets of many Internet worms. For instance, the Code Red worm exploits the
vulnerabilities in the MS Internet Information Server (IIS) and Slammer uses the vulnerabilities in
MS SQL server. One of the largest groups of worms is that of the email group. There are over 100
different worms under this group. The Happy99 [10], Klez [11], Sircam [12], and Loveletter [13]
are all email based worms. Typically using Microsoft Outlook or Outlook Express, these worms
are usually launched when an attachment to a message is opened. Payloads vary from displaying a
Happy New Year 1999 fireworks program while it installs programs on a hard drive in the
background to sending out hundreds or thousands copies of itself using the local or corporate
address book on the mail server. Aside from potentially causing damage to a local machine, the
vast amount of email traffic can bring mail servers to a halt. Another type of worm is the IRC type
worm, which spreads via IRC Channels. The worm creates an INI file that contains instructions for
sending the worm copy to all those who enter the infected IRC channel.
Code Red
Worms have typically been categorized separately from viruses in that they are self-replicating to a
great extent. Usually, detection is often only after the worm has infected a system’s memory or has
begun delivering its payload in the form of putting files on a disk or sending out numerous
messages. For worms that don’t carry a payload or ones with the sole intent of creating a denial of
service attack, detection is often too late. Newer and memory resident only worms, such as
Slammer and Code Red, are becoming much harder to detect and to prevent. Most of the worms
that are part of the email group or those that require an executable file to run usually require some
user action to be taken in order to begin infecting other systems. Worms can cause serious
problems on the Internet.
Code Red is an Internet worm that is self replicating between Windows 2000 servers running
Microsoft’s Internet Information Services (IIS) and the Microsoft Windows 2000 Indexing service.
2

Kazaa Media Desktop, http://www.kazaa.com/
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It exploits a known, patchable, vulnerability known as “Unchecked Buffer in the Index Server
ISAPI Extension.”
Comparing the characteristics of different worms, we find similarities in how Code Red worms
propagate. By sending a specially crafted string to HTTP servers over the Internet, the worm
overwrites a variable in a module named "idq.dll". The result of this is to force the system to jump
to an incorrect address so as to execute the worm code. After the worm code is running, it starts
creating copies of itself in the memory in order to attack even more IIS servers at the same time.
Due to a bug in the original source code, each instance of the worm uses the same random
generator seed to create a list of IP addresses. Hence, each instance of the worm attacks the same
list of servers thereby greatly reducing the target’s overall effectiveness. This bug though was
fixed and released 6 days after the launch of the first version. The second version was very
dangerous as it generated 100 threads. Each of the 99 threads randomly chose on IP address and
setup a connection on PORT 80 with the target machine. If the system was an English Windows
2000 system, the 100th worm would deface the infected system’s home page displaying a message
that the webpage was hacked by Chinese, otherwise this thread is used to infect other systems too.
The Worm checks for a C:\notworm on the system and if it exists, it goes dormant. This is
apparently to prevent the worm from attacking on the developer’s system. The change in the
system homepage remains in effect for two hours and then the webserver returns to normal
operation. Note that the change in the home page is not done by changing the home page disk files,
but is done by hacking the code in memory that returns data to a user to return the html codes for
the defaced web page instead. The result is that the defaced web page is returned to anyone who
makes any request to the web server.
If the connection were successful, it would generate a copy of itself and send it to the victim’s web
server to compromise it and find more web servers. On failure of connection or the victim not
being a web server, the worm would generate a random IP address to probe. The Code Red’s
connection request was programmed to time out in 21 seconds. Code Red exploits only Windows
2000 machines with IIS Server installed. It cannot attack Windows NT since the jump address in
the code is invalid in NT.
This worm in its attempt to infect other systems generates a large number of packets causing a
DOS. The attack cycle of the worm is time sensitive and different activity occurs based on the date
of the system clock. The Worm resides only in memory so a search for files cannot tell the
presence of the worm. If the worm is active in the server, the server will show a heavy load and a
lot of external connections to port 80 on other machines. An intrusion detection system can detect
the attack of the worm.
PREVENTION, DETECTION, RECOVERY AGAINST THE WORMS
Patch Management
One of the first and foremost approaches to mitigating worm attacks like Code Red, is by staying
current with the latest patches. Patches are released to fix problems ranging from stability and
interoperability to security vulnerabilities. The most important in our case is to prevent damage
from attacks by Internet worms. A patch or fix is essentially a replacement of a file, DLL or
executable program. Several files may be included in a patch. Applying the proper patches and
monitoring the network for activity are excellent ways to be proactive in counteracting attacks. It is
the most effective strategy to make certain that all holes have been plugged by keeping up with
patches as they are released. Unfortunately, there is a natural latency from the time the security
vulnerabilities are discovered to the time it takes to alert, distribute, and install the necessary
patches. Therefore, making sure this happens in a timely manner is essential. In organizations with
hundreds or even thousands of servers and workstations, it can prove to be a daunting task.
Automating this task as much as possible will ensure that the patches get applied.
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Realizing a need for tools that can automate the patch deployment process, several companies such
as PatchLink3, Shavlik4, RippleTech5 to name a few, have released new products. Some of the
products are available as stand alone applications, which specialize in the patch management
process for desktop systems, while others are enterprise solutions that manage server and desktop
operating systems. These products operate using either of two types of architectures, agent6 based
and non-agent based. Selecting which architecture is best for any one organization depends on the
total number of servers and desktop the users intend to manage. Also, the network infrastructure
may dictate which technology will be most efficient. Cost and complexity of the various products
range from free to several thousand dollars.
Although various patch management tools are available which automatically download and inform
the user when the new patches are downloaded, very often, they may not be installed promptly.
There could be various reasons for not installing them such as lack of time, the background process
slows down the machine, or simply that the end user does not know how to do so. There are
several products that can help to automate the difficult and tedious task for managing patch
deployment.
After we have analyzed existing patch management software, we have realized that a patch
management product should include the following key features and capabilities at a minimum.
x

x
x
x
x
x
x

The ability to take an inventory that can determine how many computers have been
deployed, their location, and list the software applications and patches that have been
installed on them.
The ability to compare the patches have been deployed in the systems and the patches
available currently.
The ability to install the corresponding patches in the systems.
The ability to schedule the deployment of updates so as to reduce the impact to business
operations.
Reporting and monitoring capabilities that allow administrators to view the progress and
success/failure of installation.
The ability to have support for heterogeneous computing environments (e.g., different
operating systems)
The ability to automatically notify administrators of the release of updated patches

Other Prevention and Detection Strategies
Many of the tools discussed automate the process of obtaining and deploying patches, but
awareness of a pending problem is also essential. The expression, being fore warned is fore armed,
can have its benefits. Preparation and prevention are key elements to successfully averting an
infection by worms and viruses. In addition, network managers and administrators should be
taking the following proactive steps to further mitigate risk to their networks.
x

x
x
x

Subscribe to advisory and/or alerting services to be notified the moment vulnerabilities
have been discovered. There is usually only a short window of opportunity to patch an
exploit so keeping current with advisories [CERT03] is essential.
Prohibit the installation of unauthorized software applications.
Remove or restrict the use of the local Administrator account on machines.
Be proactive. It is always better to prevent a fire than to fight one.

3

http://www.patchlink.com/
http://www.shavlik.com/pAbout_Shavlik.aspx
5
http://www.rippletech.com/main.php
4

6

Agents are small programs that reside in memory and run in the background. An agent is needed on every machine that
is going to be monitored by the central console.
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x
x

Conduct a risk analysis. Learn what data is potentially compromised and the cost
associated with the loss of that data.
Use available scanning tools to learn of vulnerabilities in machines.
Use IDS systems that watch network traffic for patterns or behavior trends.

x
x
x

Setup an effective and enforceable security policy.
Educate users and administrators about risks and security procedures.
Keep a backup of important data to avoid loss of that data resulting from an attack.

x

Recovery
In spite of all the steps taken for detecting and prevention of a compromise, the chances of a worm
intruding your system is not eliminated completely. We recommend the following basic recovery
steps when an entire system is attacked by an Internet worm.
First and foremost, all network connections should be disconnected from the system and protect
other systems that are still safe. A system backup should be taken so that the state of the system
when the intrusion was detected is saved and could be referred back to if required at a later stage.
Next step is to look for changes in configuration files keeping in mind that the even configuration
tool used could have been compromised. Hence, a clean copy of the tool should be used for
analysis. Bogus programs and data could also have been left by an intruder, such as network
sniffes, Trojan horse programs, or backdoors. These programs may either be in the system
directory or in hidden directories. Log files can be also be reviewed to see how the system was
compromised keeping in mind that the log files too could have been modified by the intruder.
For recovery, it would be recommended that a clean version of the operating system should be
installed along with all its security patches from the original distribution media. The patches
include all security patches available from the vendor. Hence a regular check should be made for
updates and patches of the software used. Unnecessary services should be disabled and only those
required should be made available. All passwords should be changed for all accounts. Backed up
data should be used with caution as this data could make your system vulnerable to attack. All
security should be updated and security levels should be increased.
CONCLUSION
In this paper we discussed one of the most common and prolific threats on data networks, the
Internet worms. The consequences of such an attack could result in the loss of information, system,
services, financial loss, and harm to a company’s reputation. We summarized the basic
components of Internet worms and analyzed the behavior of one of the most successful worms,
Code Red. We also analyze possible countermeasures and strategies for prevention, detection, and
recovery against Internet worms. We believe our work will assist in preventing damage to an
organization’s or a user’s data and network from such cyber attacks.
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ABSTRACT
Evaluating the security of hardware devices requires an organised assessment of which attacks the device might
be exposed to. This in turn requires a structured body of knowledge about such attacks, classified in such a way
that an evaluator can easily determine which attacks are applicable to a particular device. This paper presents
such a collection, organised as a taxonomy of attacks on secure devices. The taxonomy covers many attacks
applicable to hardware which are frequently overlooked in a software or protocol-centric evaluation.
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INTRODUCTION
With the spread of pervasive computing, and the increasing publicity given to security breaches in
distributed systems, there is a growing need for trusted hardware devices. These devices include standalone computers such as personal organisers, hardware implementation of parts of distributed systems,
such as ATMs, smartcards and mobile phones, and domain separation devices such as data diodes,
filters, data pumps and cryptography modules.
In the context of national security, accepted standards for evaluating hardware devices mandate
assessments with respect to vulnerabilities that may be exploited by an attacker (ITSEC 1991,
Common Criteria 1999).
Evaluating the security of these devices requires an organised assessment of which attacks the device
may be exposed to, and a decision as to whether the device is in fact vulnerable to any of these attacks.
This in turn requires a structured body of knowledge about attacks, classified in such a way that an
evaluator can easily determine which attacks are applicable to a particular device. Here we do this by
reviewing previous classifications of attacks, organising this knowledge into a structured taxonomy,
and explaining how it can be used.
CLASSIFICATION OF ATTACKS
Previous Work
Previous attempts to classify attacks have focussed on the techniques used, the resources of the
attacker, or the goal of the attack. Our taxonomy below subsumes these existing classifications. For
instance, Kommerling et al. (1999) identify four major attack categories:
x
x
x
x

Software Attacks ‘exploit security vulnerabilities found in the protocols, cryptographic
algorithms or their implementation’.
Eavesdropping Techniques ‘monitor the analog characteristics of all supply and interface
connections, and any other electromagnetic radiation produced by the processor’.
Fault Generation Techniques ‘use abnormal environmental conditions to generate
malfunctions in the processor that provide additional access’.
Micro-probing Techniques ‘access the chip surface directly’.
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Abraham et al. (1991), in their analysis of the IBM Transaction Security System, identify three classes
of ‘adversary’ (attacker), and three forms of attack:
x

x

x

Class I adversaries are labelled as clever outsiders. They are intelligent, but lack knowledge
about the system, and have access to only moderately sophisticated equipment. Class I
adversaries often try to take advantage of existing weaknesses in a system rather than creating
new ones.
Class II adversaries are knowledgeable insiders. They are highly educated, and may have
detailed understanding of parts of the system. In particular they have potential access to most
of the system. Class II adversaries often have access to highly sophisticated tools.
Class III adversaries are funded organisations. They are able to assemble teams (possibly
including Class II agents), backed by great funding resources. They are capable of designing
sophisticated attacks, and use the most sophisticated tools.

These classes are useful for placing ‘reasonableness’ bounds on device evaluation. Abraham et al.
(1991) argue that the system under evaluation should be secure against Class I and Class II
adversaries, but need not be secure from Class III adversaries.
Abraham et al. also put forward a classification based on attack type:
x
x

x

Microcircuit attacks encompass both micro-probing and fault generation. They are
equivalent to the `micro-probing techniques’ of Kommerling et al. (1999).
Counterfeiting attacks involve an attacker replacing the secure hardware. A successful
counterfeit may require a supporting attack to obtain the data necessary for a successful
impersonation of the device.
Eavesdropping attacks involve collection of radiated signals. They are equivalent to the
Kommerling’s eavesdropping attacks.

Howard (2000) introduces the ‘STRIDE’categorisation of threats:
x
x
x
x
x
x

Spoofing Identity: Illegally using another user’s authentication information.
Tampering with Data: Malicious modification of data.
Repudiation: Plausibly denying having performed an action.
Information Disclosure: Exposing information to individuals who are not supposed to see it.
Denial of Service: Denying service to valid users.
Elevation of Privilege: An unprivileged user gaining privileged access.

Our Taxonomy
Based on this preceding work, we now assemble a structured taxonomy of attacks. In particular, we
use the attack categories of Kommerling et al. (1990) as a basis for defining the access required by an
attacker, and Howard’s (2000) threat categorisation to define the consequences of an attack.
The basis of our taxonomy is a matrix dimensioned by the access required by the attacker, and the
action taken by the attacker. Within each cell of the matrix, we further differentiate attacks by
considering the consequence of the attack, and the method used for the attack.
In classifying the access required, we consider whether the attacker:
x possesses the device – i.e., can open the device and break tamper seals with impunity;
x handles the device physically, but cannot break tamper seals on the device;
x approaches the proximity of the device, but cannot touch the device; or
x interfaces with the device over a network, and can communicate data with the device from
either an insecure or a secure domain.
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ATTACKER
Action

possesses
the device

Access required
approaches
handles
the device
the
device

interfaces with
the device

recover a key
defeat
authentication
avoid
authentication
deny service

Figure 1 Attack Classification Matrix

We recognise that where the fourth category of access applies, an attack on hardware is
indistinguishable from an attack on software. Extensive literature already exists on such attacks,
including replay attacks, middleman attacks, datatype attacks and passive cryptoanalysis. For
examples, see Bieber (1994), Aslam (1996), and Syverson (1994). Therefore, this survey will
concentrate on those attacks which are specific to secure hardware; i.e., where the attacker is able to
approach or lay hands on the device itself.
In classifying the action of the attacker, we assume that a legitimate user of the device (or in multilevel systems, a user at a particular access level), is authenticated by a key. This key may be an actual
cryptographic key, or may be a password or biometric measure. The attacker thus seeks to:
x recover a key;
x defeat authentication, for example by setting a key to a known value, or by inducing
someone else to supply the key;
x avoid authentication, and access data directly; or
x deny service, without authentication.
Attacks falling within the same cell of the matrix are differentiated based on the consequence of the
attack, and the specific method used. Examples of specific methods are described below.
The consequence of the attack may be:
x modification of data stored on the device;
x reading of data stored on the device;
x observation of data transmitted through the device;
x compromise of cryptography used by the device; or
x service denied to users of the device.
Note that denial of service is both an action and a consequence. This represents the fact that most
attacker goals above are in fact intermediate steps towards some larger aim, whilst denial of service is
an end in itself. Note also that where the attacker is able to approach a secure device, denial of service
seldom requires more than simply unplugging the device, or attacking it with a hammer. This survey
will concentrate on attacks which aim to compromise data or cryptographic protocols.
Having defined the basic elements of our taxonomy, we next show how they are related by putting
them in the context of access / goal / method trees.
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ATTACKS WITH APPROACH ACCESS
Approach Access is defined as being able to monitor the external characteristics of a device, but not to
touch the device itself (Figure 2).

Figure 2 Classification of Attacks with Approach Access

Attacks with Approach Access for the Purpose of Key Recovery
Attacks involving passive observation of external characteristics of a device are termed eavesdropping
attacks, also sometimes called side-channel attacks. The four main observable parameters are powerusage, electromagnetic radiation, device timing, and optical emissions.
Power Analysis
Kocher (1999) discusses two categories of side-channel attack which analyse the power usage of the
device. In a simple power-analysis, the attacker uses detailed knowledge of the device to identify
which instructions are being executed based on their power signatures. In a differential poweranalysis, the attacker uses a hypothetical model of the device, and refines this model with statistical
analysis of the power usage of the device.
Chari et al. (1999) report experimental results demonstrating the feasibility of differential power
attacks on smart cards using the ‘twofish’ algorithm, and discuss the vulnerability of a number of
encryption algorithms to power analysis attacks.
Oswald et al. (2003) survey a selection of published side-channel attacks on various algorithms. These
include power analysis attacks on modular exponentiation and elliptic-curve cryptosystems. Oswald
notes that whilst simple power analysis attacks are often not feasible, differential power analysis
attacks are frequently effective, even despite countermeasures.
Electromagnetic Radiation Analysis
A related type of attack monitors the electromagnetic leakage from a device to reconstruct
cryptographic material. These attacks are commonly termed TEMPEST after the US Military program
to counter the problem. Kuhn et al. (1998) surveys the classified and public history of TEMPEST
research, noting the particular hazards of video displays and radiation leakage across red/black
boundaries of multi-level systems.
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Rao (2001) reports on practical experiments using electromagnetic monitoring to extract encryption
keys from smartcards. These show that the electromagnetic side channel reveals similar information to
power analysis, but in the certain cases can leak significantly more information. Anderson (2001)
refers to an attack of this nature that can recover card and PIN data from a cash machine at a distance
of eight metres. He also describes a class of attack where a device modulates currents induced by
nearby radiofrequency equipment such as mobile phones.
Timing Analysis
The third type of side-channel attack involves the time taken to complete critical operations. Kocher
(1996) provides a detailed attack strategy for timing crypto-analysis of several commonly used
algorithms. He notes that by measuring the time taken to perform private key operations, attackers can
recover the input to those operations, thereby determining the private key.
Optical Observation
Approach access also allows a form of attack where the plain-text key is intercepted before or during
input to the encryption module. The most basic such attack is termed shoulder-surfing (Loughry
2002), where the attacker observes the user as they input a password or PIN. Loughry (2002) and
Kuhn (2002) discuss the feasibility of such attacks, as well as other attacks based on direct
observations of optical data, such as reading and decoding LED status indicators.
Attacks with Approach Access for the Purpose of Defeating Authentication
Radiofrequency Attack
Clark (1998) discusses the security of large hardware devices such as ATMs and EFTPOS terminals.
He notes that an attacker could use a directional antenna and a radio-frequency generator to produce a
large electromagnetic field, forcing the internal random key generators of the device to latch-up and
produce predictable keys.
ATTACKS WITH HANDLE ACCESS
Handle Access is defined as being able to manipulate the environment of the device, including setting
its inputs and monitoring its outputs (Figure 3). Handle access does not allow opening the device to
modify its operation.
Attacks with Handle Access for the Purpose of Key Recovery
Fault Analysis
Anderson et al. (1996, 2001) describe a number of physical attacks on secure devices, intended to
cause transient faults in the behaviour of the device. Such attacks include adjusting the input voltage
of the device to very high or very low levels, and adjusting the clock frequency of the device. Boneh et
al. (1997) discuss how transient hardware faults can be used to break common public key encryption
schemes. Biham et al. (1997) discuss a similar technique called differential fault analysis for attacking
private key encryption devices. These are also termed Bell-core attacks. Zheng et al. (1996) describe a
technique whereby physical stress is used to cause a pseudo-random number generator to produce
predictable output, thereby compromising a private key.
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Figure 3 Classification of Attacks with Handle Access

Attacks with Handle Access for the Purpose of Defeating Authentication
Environmental Attacks
Environmental Attacks operate by subjecting the device to extremes of temperature or radiation,
typically to erase data stored on the device. Anderson et al. (1996) refer to using ultraviolet radiation
to erase EPROMS, thereby restoring phone-cards to their original value. Anecdotes are told of phonecards which could be recharged by irradiating them in a microwave oven, but there are no credible
references for this example.
The consequence of environmental attacks may be to modify data directly, or to defeat authentication
by setting a key to a known value.
ATTACKS WITH POSSESSION
Possession, illustrated in Figure 4, is defined as being able to completely manipulate the device,
including subjecting the device to sophisticated scanning, or modifying the device. This may be done
to devices still in use, or done destructively to learn how a particular class of devices work.
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Figure 4 Classification of Attacks with Possession

Attacks Requiring Possession for the Purpose of Key Recovery
Micro-probing
Handschuh et al. (1999) discuss the situation where an attacker can directly read one or more of the
execution bits of a device. This is termed a micro-probing attack. They show that by observing a few
bits of data, an attacker can recover information on the secret key being used by the device.
Kingpin (2000) discusses an attack against the iKey 1000 USB token device, where the key can be
read directly from an exposed part of the circuit.
Huang (2002) reports on an attack using micro-probing to recover the key used to authenticate the
Microsoft XBox boot loader.
Reverse Engineering
Some devices are vulnerable to simply removing the data chip from the device, and using nitric acid to
remove the protective coating of the chip (Anderson 1996). More professional techniques may involve
complete reverse engineering of the device by successively analysing and removing layers of the chip
(Blythe 1993).
Further sophisticated techniques include using ultraviolet laser to monitor voltages on the chip
(Wiesenfeld 1990), and infrared laser to observe transistor voltages (Ajluni 1995).
Laser Cutting
Anderson et al. (1997) discuss related attacks where laser-cutter microscopes are used to damage the
circuit in such a way that the key can eventually be recovered.
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Attacks Requiring Possession for the Purpose of Defeating Authentication
Overwrite Attack
An overwrite attack replaces the key stored on the hardware with a known value (Anderson 1997)
Kingpin (2000) discusses EEPROM overwrite attacks against the eToken and iKey 1000 USB token
devices.
Attacks Requiring Possession for the Purpose of Avoiding Authentication
Reconnecting Test Circuitry
Bovelander (1998) reports on commercial evaluations of smartcards using intrusive techniques. These
include probing, scanning electron microscope analysis, and focussed ion beam analysis. A reported
example of such an attack is the original version of the Mondex cashcard, which was broken by
identifying and reconnecting test circuitry (Brown 1997). This attack allowed data on the card to be
directly altered.
Glave (1998) reports on Dutch hackers recharging phone cards by directly accessing values stored in
EEPROMs.
ATTACKS WITH INTERFACE ACCESS
Interface access attacks focus not on the device itself, but on the protocols that the device uses to
communicate with the outside world (Figure 5).

Figure 5 Classification of Attacks with Interface Access

Attacks Requiring Interface Access for the Purpose of Recovering a Key
Cryptanalysis
A cryptanalysis attack monitors traffic to and from the device in order to recover the key used to
encode that traffic. Brickell et al. (1991) surveys a number of such attacks against various
cryptographic schemes. He points out that most of the cryptosystems that had been publicly proposed
in the previous decade had been subsequently broken. He claims that the ‘one-time pad’ is the only
cryptosystem known to be unconditionally secure.
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Attacks Requiring Interface Access for the Purpose of Defeating Authentication
A man-in-the-middle attack intercepts and forges messages in such a way as to induce the device to
communicate using a key known to the attacker (Clark et al. 1996).
Replay Attacks
In replay attacks (Syverson 1994), the attacker stores messages, and forwards them at unexpected
times. One such attack type, a freshness attack, involves replay of messages from previous protocol
sessions. Another type, run internal replay attacks, involve replay of messages from within the same
session. A third type, parallel session replay attacks, involve replay of messages from a concurrent
protocol session.
Type-flaw attacks
In type-flaw attacks (Clark et al. 1996) the internal structure of messages is altered in order to induce
the device to accept an insecure key, by taking advantage of the ability of certain fields in the message
to be interpreted in different ways.
Attacks Requiring Interface Access for the Purpose of Avoiding Authentication
Buffer-overrun attacks
Interface attacks for avoiding authentication are highly implementation specific, as they require
mistakes in design or configuration of the device. The broadest class of such attacks are buffer-overrun
attacks (Aleph One 1996) where the attacker is able to use carefully crafted inputs to cause insecure
operation of the device.
Covert Channels
A covert channel is a mechanism via which information may be deliberately communicated between
parts of a system at different security levels. We distinguish between eavesdropping attacks, where the
attacker has proximity access to the device but no interface access to the device, and covert channels
where the attacker can manipulate data within the secure domain of the system.
Note that passive side-channels such as power and radiation can be converted into covert channels by
prompting device behaviours which exaggerate the observable characteristics of the device.
Covert channels are classified as storage channels, timed channels, and mixed channels (Moskowitz
1994).
A storage channel is one where the unclassified part of the system (called ‘Low’) receives different
signals in response to its actions depending on the state of the classified system (‘High’). For example,
a High process might adjust the access permissions of a file as a means of conveying a message to a
Low process, which can see the permissions but not read the file.
A timing channel is one where a Low process receives the same signals, but with different response
times depending on the behaviour of a High process. A mixed channel is where a Low process
receives different signals with different response times.
Attacks Requiring Interface Access for the Purpose of Denial of Service
Semantic and brute force attacks
Denial of service attacks using the interface are either semantic attacks or brute force attacks
(Mirkovic 2002). A semantic attack sends incorrectly formed packets or messages to the device in
order to consume resources. A brute force attack sends large numbers of correctly formed messages.
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USE OF THE TAXONOMY
Now that we have established the taxonomy, we take a brief look at its application.
Classification and Understanding of Attacks
To ensure that a device is secure against malicious interference, we need to analyse and understand the
ways in which the device can be attacked. The taxonomy thus facilitates understanding by categorising
and grouping attacks that share similar characteristics.
The taxonomy also serves as a realistic overview of the challenge that faces designers of secure
devices. It is important that a design has mechanisms to defend against the entire spectrum of attacks
which may be used against it.
Determining an Attack Profile for Evaluation
The matrix of Figure 1 can be used to determine the threats extant for a particular device. These
threats form an attack profile which serves as a checklist against which the device may be evaluated.
Note that the attack profile for a device may change across the device’s lifecycle. A device may be
attacked during manufacture or distribution, by its owner, by third parties during use, or after disposal.
A column of the matrix can be eliminated if the planned usage of the device prevents an attacker from
gaining that form of access.
For example, for an automatic teller machine, it might be assumed that a customer will not have
handle or possess access to the machine’s internals, whereas a technician might have handle but not
possess access. For a smart card, the holder of the card has complete access, whereas a card reader has
only interface, approach and handle access.
Rows of the matrix may also be eliminated. For example, if data is not protected by cryptography, then
the rows corresponding to recover key and defeat authentication can be removed. Alternately, denial
of service may not be a threat for some devices, so long as the data remains secure.
All of the remaining cells in the table are potential threats against which the device must be examined
for vulnerability. The attack methods relevant to each cell in the table can be derived from the trees in
Figures 2 to 5. Individual attacks may be eliminated from the profile if they do not serve an attack goal
relevant for the particular device, or if the resources required are too expensive for any perceived
threat.
For example, Figure 6 shows the attack profile for a cryptographic device. The operating environment
for this device ensures that an attacker cannot possess the device. Further, it has been determined that
denial of service is not a threat for this particular application of the device.

ATTACKER
Goal

recover a key

defeat
authentication
avoid
authentication

Access Required
approaches
interfaces with the
the device
device
Fault attacks,
Power analysis, Passive cryptanalysis
Differential
Timing analysis,
fault attacks
EMR analysis
Optical analysis
Environmental
Radiofrequency Replay attacks
attacks
Attack
Type-flaw attacks
Timed
channels,
Buffer-overrun attacks
Storage Channels,
Mixed Channels
handles the device

Figure 6 Example Attack Profile for a Cryptographic Device
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Note that this matrix focuses attention on those attacks which are relevant to the device in this
particular mode of operation.
Improving Security Technology
Krsul (1997) argues:
Virtually every field where failure can be catastrophic has recognised that accumulation of
information about failures is critical to the stepwise refinement of technology, particularly when the
systems that fail are highly complex.
This is particularly true in the security field, where institutional reluctance to reveal information about
attacks, failures and vulnerabilities has thinned the public knowledge of realistic attack information
(Anderson 1994). As a result, most of the literature on attacks focuses on protocol vulnerabilities
(Syverson 1994, Rice 2000), with little information about whether these attacks pose practical threats
to real devices.
By classifying and organising information about attacks, and linking theoretical attack methods with
reports of experiments and actual vulnerabilities, it is hoped that the above taxonomy will aid in the
identification of new attacks, and in the development of techniques for addressing existing and future
attacks.
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ABSTRACT
The following report delves into the concept of determining the survivability of critical infrastructure in society,
especially information-based networks. It discusses the need for and the importance of an analysis language
called Easel which aids in determining the survivability of critical systems through the use and creation of
emergent simulations. The report also discusses how survivability can be developed into an analysis
methodology.
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INTRODUCTION
In today’s world there is an ever increasing social reliance on economic and especially communication
infrastructure. As a result the survivability of critical infrastructure systems has become an urgent
priority. These evolving, highly distributed systems are known as ‘unbounded’ systems. “Unbounded
networks are characterized by distributed administrative control without central authority, limited
visibility beyond the boundaries of local administration, and lack of complete information about the
network.” (Ellison & Fisher, 1999). There is an obvious need for a means to test and probe
unbounded systems to determine their uncompromised survivability. At this stage in time it is
necessary to define “survivability as the capability of a system to fulfill its mission, in a timely
manner, in the presence of attacks, failures or accidents.” (Fisher & Lipson, 1999). The discipline of
survivability has been focused on developing techniques to mitigate threats and risks, particularly to
unbounded networks. Effective survivability techniques incorporate both a technical and a business
perspective of security. It is in the business interest of an organization to preserve mission critical
services, which can be achieved through effective survivability practices.
FUNDAMENTAL SITUATION
There has been a tremendous push, in the last few years, towards organizational dependency on
unbounded network systems. Organizations and managers can see potential profits and markets that
require complex network integration to achieve. Commercial organizations are integrating operations
with other businesses, with suppliers and with customers through the use of large-scale
communication networks. This integration streamlines the many fragmented business processes
involved. As a result “organizations have tried to ‘reinvent’ themselves” (Christie & Fisher, 2000),
via business means such as downsizing and mergers. The results or consequences of such major
changes are never assured and always difficult to predict.
“Many of the assumptions underlying traditional security technologies are no longer valid.” (Lipson,
1999). No longer can large distributed systems maintain high levels of security and service delivery,
while implementing the traditional ‘fortress’ model of security. This fortress technique of security
builds an impenetrable boundary around the system in an effort to inhibit breaches and compromises
from intelligent adversaries. In this model of security “all attempted intrusions are successfully
repelled or the system as a whole is compromised,” (Fisher, 2000).
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Successful survivable systems and infrastructure assurance depends upon the approach or algorithm
used to exploit the properties and vulnerabilities of unbounded systems. “Judgments as to whether or
not a mission has been successfully fulfilled are typically made in the context of external conditions
that may affect the achievement of that mission.” (Ellison et al, 1999). That is, if a mission succeeds
after a failure but the failure was not caused by any external condition then the mission could be
judged as unsuccessful. The system simply fell over for no apparent reason. On the other hand, if a
mission succeeds after an attack from an adversary then the mission could be judged as successful. It
is necessary to consider surrounding circumstances when judging survivable mission success.
SECURITY PERSPECTIVE
The current state of security / survivability is one that is almost solely a technical specialty and a
domain where firewalls continue to be the primary mechanism to achieve security. “There is a
compelling need to augment traditional security approaches with techniques that allow systems to
survive, limit damage, recover and operate robustly.” (Fisher & Lipson, 1999). Traditional security
methods were developed to maintain security in bounded type systems with central control. As
mentioned earlier, these traditional methods involve constructing a security ‘fortress’ around the
system. These techniques are adequate to restrict system access but are unable to recover from
compromises, and are an added layer of complexity to the system. Ideally the survivability of
systems, particularly computer networks, should be designed into the system at the project acquisition
and development stage.
Closely related to unbounded systems is the concept of emergent algorithms and emergent behavior.
“An emergent algorithm produces global system-wide properties that emerge from the collective
actions of the participating nodes.” (Fisher 1999). These global emerging properties are often directly
related to supporting system services and ultimately maintaining the system’s survivability. The
nature of emergent properties has a close relationship with our understanding of unbounded systems.
“The focus of security has moved sufficiently in several dimensions,” (Lipson, 1999) from a defensive
stance to a more offensive risk management type objective. It is important for not only technical
experts to establish the concept of survivability, but it is necessary for organizational management to
consider in a useful way. In order to get a useful perspective on survivability and to create
organizational awareness about survivability, (Allen & Sledge, 2002) determined a seven phase shift
in perspective. The seven phases are summarized below.
Phase 1: Central to Global
The first phase is from a centrally controlled network system to a global network environment. A
central network is one that has a known and defined perimeter, and can be protected accordingly. A
global network, such as the internet, is one that has no boundaries, no administrative control and a lack
of visibility in relation to the system as a whole.
Phase 2: Bounded to Unbounded
In this phase the concept of system boundaries are broadened. Bounded systems “have well defined
geographic, political, cultural, and legal boundaries.” (Allen & Sledge, 2002). This phase sees a shift
in perspective from a bounded type understanding, to an environment that is missing these boundaries.
Phase 3: Insular to Networked
This phase relates to how network system users are viewed as insiders and outsiders. Perspective
needs to change from securing systems via fortress techniques, to seeing systems as individual,
independent, and networked entities. The difference between insiders and outsiders is somewhat
blurred by this change in perspective.
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Phase 4: Predictable to Asynchronous
The fourth phase involves understanding how systems have developed from operating in predictable
cycles to an understanding where events are very unpredictable and system loads and network traffic
are constantly fluctuating.
Phase 5: Single to Shared Responsibility
This phase has to do with the change in who is responsible for problems with the system. In the past it
has been the responsibility of the system IT technicians to repair and solve problems, but there is a
new perspective, one where responsibility for system problems is a shared organizational concern,
between both technicians and management.
Phase 6: Overhead to Essential
The sixth phase relates to “viewing security as an overhead activity and expense, to viewing
survivability as an investment that is essential to the organization.” (Allen & Sledge, 2002). For
survivability to be effective it is necessary for an organization to view survivability as a worthwhile
investment, and something that is essential for security and infrastructure assurance.
Phase 7: Security to Survivability
In this final phase the perspective of security being a technical based solution changes to become an
organizational risk management solution. It is this change in perspective that allows survivability
methods to be successful.
Changing senior management attitudes towards survivability is a crucial factor and an important step
forward for the organization. These changes in perspective lead an organization to a new
understanding and attitude towards both infrastructure assurance and survivability. An understanding
of the importance of survivability is gained by the organization, and especially members like
management are prepared for the application of survivability techniques and methods.
SURVIVABLE SYSTEMS
As stated earlier survivability is the capability of a system to fulfill its mission, in a timely manner and
in the presence of attacks and failures. Survivability research aims to form new approaches and
methods, including emergent algorithms, to improve the security of systems. “Central to the notion of
survivability is the capability of a system to fulfill its mission, even if significant portions of the
system are damaged or destroyed.” (Ellison et al, 2002). Survivable methods must be able to be
effective no matter whether the cause was accidental or whether it was intentional. When talking
about survivability all that matters is the fulfillment of the system mission.
It is ultimately the computing environment in which the system operates that determines the success of
a survivable system. If the essential services of the system are not able to function or operate correctly
then it is very unlikely that the system mission will survive. “Essential services are defined as the
functions of the system that must be maintained when the environment is hostile or failures or
accidents are detected that threaten the system.” (Ellison et al, 2002). The services that are provided
by a network system are broad and vast. While many of these services are not essential to the mission
of the organization / system, some are and it is necessary to define them clearly. Essential services are
vital to the success of the mission and ultimately the system survivability.
Services delivered by a system must survive and continue while an attack or failure is in progress.
Also the system must be able to recover and restore essential services after the problem has ended.
“Central to the delivery of essential services is the capability of a system to maintain essential
properties.” (Ellison et al, 2002). Essential properties of a survivable system are basically quality
attributes such as ‘integrity’, ‘confidentiality’, and ‘performance’ for example. If these properties /
attributes are maintained then there associated essential services can be delivered even in the face of
system incapacitation.
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Emergent properties and behavior have to do with guesstimating the effect that two or more
components have on an unbounded system. Emergent behavior is basically “the sum of local actions
results in global effects.” (Christie & Fisher, 2000). The decisions and direction that actors in a
system choose, heavily influence global effects and can have unforeseen ramifications. These difficult
to predict effects and outcomes are known as ‘emergent’ and relate to logical properties and behavior.
Survivability is particularly concerned with the successful delivery of system essential services, to
ultimately fulfill mission objectives. At this early stage in research, methods to best implement
survivability techniques are being determined. “Survivability depends on three key capabilities:
resistance, recognition, and recovery.” (CERT© & Carnegie Mellon, 2001). Resistance has to do with
traditional security and the ability of a system to repel attacks. The recognize capability aims to detect
an attack or intrusion and assess the level of damage incurred. The final capability, recovery, is almost
self explanatory and relates to the system being able to restore essential services after an attack or
compromise has taken place. It is the ‘recovery’ capability that distinguishes survivability from other
security methods. However, these three capabilities together, when formulated into a security
technique, help to successfully support system survivability.
Having three dependable capabilities isn’t enough to be able to guarantee the survivability of
unbounded systems. Another approach is needed and it comes in the form of the ‘Survivable Systems
Analysis’ methodology. In this way systems can be analyzed thoroughly and then a survivable
solution can be formulated. SSA will be discussed in more detail later in the report.
In order to judge the survivability of an information system one must measure the level of disruption
caused to the essential services as a result of an attack or failure. “The overall function of a system
should adapt to preserve essential services.” (Ellison et al, 2002). In an effort to preserve the essential
services, survivable systems must be able to protect against and quickly respond to the effects of an
intrusion or failure. This survivable behavior must be able to initiate before the cause of the incident
can be identified.
SURVIVABLE SYSTEMS ANALYSIS (SSA)
A survivability methodology has been developed in an effort to formulate a survivable analysis
technique. Members at the SEI CERT© Coordination Center have produced what is called The
‘Survivable Systems Analysis’ (SSA) method. SSA is an engineering process which can analyze and
assess both proposed systems and existing installations. “A Survivable Analysis, accomplished early
in the Acquisition Phase, influences the design and identifies additional support resources required to
maintain system readiness.” (DoD, 2000). SSA is being used to create a flexible template that can be
used to analyze a variety of attack and intrusion scenarios.
The identification and protection of essential services is an important phase in an approach to build
and analyze survivable systems. “System survivability means mission survivability for most
organizations.” (CERT© & Carnegie Mellon, 2001). Many organizations value the employee’s and
equipment, but fail to recognize the criticality of their information system. Once an intrusion has
occurred, it’s too late to realize that is it easier to manage survivability risks and vulnerabilities rather
than try and manage the damage after the fact. If only senior management could fathom the
importance of their system’s survivability and how it ultimately supports business mission success.
“Key to the concept of survivability, then, is the identification of essential services, within an
operational system.” (Ellison et al, 2002). SSA aims to ensure the essential properties of survivable
systems, and it does this using a four step process. Each step leads onto the next one, and for this
reason it is essential that a thorough analysis is undertaken at each step. The steps are: (CERT© & Carnegie
Mellon, 1999)
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Step 1: System Definition
The aim of the first step is to define risks in the operational environment, system requirements,
and to obtain a rounded understanding of the mission objectives.
Step 2: Essential Capability Definition
During the second step the essential services of the system are identified, along with there
associated essential properties.
Step 3: Compromisable Capability Definition
It is the third step where various intrusion scenarios are simulated on a system and from this the
‘compromisable components’ of the system can be identified.
Step 4: Survivability Analysis
In this final step, the SSA method aims to locate and define components of the system that are
both essential and compromisable. It is these components that will not be survivable.
The structure of the method is shown by Figure 1.
STEP 2:
Essential Capability Definition:
x Essential service/asset selection/scenarios
x Essential component identification

STEP 1:
System Definition:
x Mission requirements definition
x Architecture definition and elicitation

STEP 4:
Survivability Analysis:
x Softspot component (essential and
compromisable) identification
x Resistance, recognition, and recovery analysis
x Survivability Map development

STEP 3:
Compromisable Capability Definition:
x Intrusion scenario selection
x Compromisable component identification

Figure 1: The SSA Process Steps (Ellison et al, 1999)

After the analysis method has been carried out on a system a number of components and
vulnerabilities are identified, and survivable strategies are defined. From the SSA method a final
system report can be prepared, which acts to brief the management team, provide a basis for a risk
analysis procedure, and make survivable system improvements.
Survivability of a computer system can be determined through the application of the Survivable
Systems Analysis process. This process is rather general in terms of actual procedures and that is
because of the number of combinations of threats, problems and solutions associated with computer
systems. Something else in the analysis process is needed to better model and examine computer
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systems. The tool or technique that is needed is simulation and being able to effectively simulate
possible threats to networked computer systems. This is where the Easel simulation software is able to
facilitate the process of determining the survivability of computer information systems.
EASEL: SIMULATE & SOLVE
Easel (Emergent Algorithm Simulation Environment and Language) is a new cutting edge
programming language, designed for “simulating, depicting, and gathering information about
networks, software agents, and other active entities of the physical, electronic and software worlds.”
(Fisher, 1999). Easel has been developed by the Software Engineering Institute (SEI), the same
research group developing the concept of survivability and survivable systems, as well as the
Survivable Systems Analysis (SSA) techniques discussed earlier. The SEI believes that survivability
requires a multi-level strategy that incorporates analysis methods, physical hardware and software
solutions. By combining Easel analysis simulations with SSA techniques, an understanding of the
requirements and complexities of particular unbounded systems can be acquired.
Through the use of Easel, simulations can be created and the results analyzed. “By hosting “what-if”
simulations and facilitating the study of cascade effects,” (DeSantis, 2001) Easel allows the effects of
attacks on computer networks to be captured and studied. This study enables security concerned
personnel to formulate attack mitigation strategies.
Easel’s strength is characterized by its ability to simulate systems in which there are large numbers of
interacting participants which make up the unbounded network. Easel can simulate the complex
interactions between various types of ‘actors’ who only have partial information about themselves and
about other actors in the system. Actors are only able to have Neighbour relationships with actors in
close proximity, direct connection or in line of sight of.
When simulating real world environments it is necessary to be able to model extremely large numbers
of actors or nodes. In an effort to solve this simulation constraint, SEI CERT© ensured that the first
public release of Easel supported more than 100,000 actors, and future releases will support even
more.
When Easel was it its conceptual stage it was designed to be flexible, robust and scaleable. “Easel is
an automated simulation tool for research in survivability, infrastructure assurance and system
development and analysis.” (Fisher, 2000). Through its use, researchers and developers are able to
obtain a better assumption about unknown nodes and fragments of a system. Easel is a useful
modeling and simulation language that is ideal for individuals or organizations that are interested in
simulating complex network and unbounded systems. “Easel provides a fast, affordable, reliable, easy
to maintain, and easy to use hardware and software environment with superior graphics capabilities.”
(Fisher, 1999). In many other simulation applications and languages one must construct the
simulation as near as possible to that in the real world, ensuring that details are complete and concise.
Of course this is never the case in an unbounded system.
The graphics capabilities that Easel provides are somewhat basic and simple, but they allow a plethora
of simulations to be depicted. In many other simulation tools and packages a high level of importance
is placed on the graphical depiction capabilities, that is how the simulation / model is represented.
Easel is concerned with the actual algorithmic interaction between system participants, rather than the
graphical depiction of the system topology and connection.
THE EASEL WAY
Easel was designed and developed with the intention that it would be used to create simulations and to
analyze various types of unbounded systems. In this way Easel is the defining phase in system
analysis techniques such as the SSA methodology. Probably the most powerful aspect of Easel is its
ability to depict simulations of almost anything from any facet of life. “Because Easel is propertybased, it can be used to give accurate, but incomplete description of anything.” (CERT© & Carnegie
Mellon, 2001). Easel lets the analyst decide on how to construct and create the components of a
system through the use of ‘property-based’ descriptions and types.

270

4th Australian Information Warfare and IT Security Conference 2003

The Easel language has excellent mechanisms for simulating an unlimited number of components,
systems and worlds. These unbounded systems fall into a number of categories such as: biological,
social and electronic, just to name a few. Biological systems are systems developed and created by
living organisms. A school of fish or a flock of birds are simple yet effective examples of systems that
display emergent behavior. It is possible to simulate a ‘flock of birds’ using Easel because bird actors
can be described, along with an emergent algorithm fight pattern. In this way simulations of bird
behavior can be determined.
The social category of unbounded systems includes the stock exchange, a culture created by people of
a region and the national economy. Simulating a culture sounds peculiar but in fact a culture created
by a group of people is probably the most unbounded, distributed system possible. The CERT©
Coordination Center also packaged demo example simulations with the Easel environment which
provided some understanding of Easel’s scope of use. These demo simulations such as; ‘ant circle’,
‘emergency response’ and ‘simple routing’ tend to focus on computer information systems in an
attempt to highlight how well Easel simulates emergent properties and behavior.
Easel is most in its element when simulating electronic type systems. When simulating such systems
as network routing, electrical power grid, telephone system and of course the Internet, Easel is able to
execute simulation scenarios to determine essential system components and services. These
components and services are critical to system mission fulfillment. There are many sub-systems,
especially on the Internet, that also display emergent properties and can be effectively simulated using
Easel. Some of these sub-systems include chat rooms and programs, the governance of the Internet
and the results of combining search tools. Easel really comes into its own when simulating the
emergent behavior of electronic unbounded systems.
Easel is simply one ingredient out of many that are required to ensure system survivability. However
it has become an extremely useful analysis tool for developers and security personal alike. In essence
Easel is a prototype simulation language and environment, by which means it is the first in a line of
simulation languages and applications to analyze and depict unbounded systems, and thus support
system survivability.
CONCLUSION
The Internet and especially communication technology is evolving at a tremendous rate, and will
continue for some time. A social and business reliance on these types of technology is driving the
exponential growth. However, there is a dire need to ensure that this technology is secure and even
more importantly survivable.
Much of what has been presented here is still in its conceptual and research stage. There is still much
to determine and define in this new research discipline of survivability. Various papers and reports
have been produced on the topic of survivability; however the majority came from the SEI CERT©
Coordination Center. It is also CERT© that has been the instigator in developing the simulation
environment Easel. The survivability of critical systems can be determined by utilizing Easel
simulations along with other analysis methods such as SSA.
Presently the CERT© Coordination Center is developing a thorough procedure to determine the makeup of network systems, and then produce a survivability solution that can be applied to organizations.
“Survivability must be designed into systems to help avoid potentially devastating effects of system
compromise and failure due to intrusion.” (Ellison et al, 1999). Armed with this knowledge
organizations can adopt strategies to protect their information systems and make them resilient and
survivable. Survivability requires more that simply a technical solution, but rather an integrated
collaboration of technical aspects, business considerations and analysis techniques.
Easel is a research and analysis tool used to simulate unbounded systems but more importantly can be
used in the development of emergent algorithms. It is these algorithms that will ultimately offer
solutions to system survivability, where currently there are no known solutions. Simulation through
Easel will lead the way to the development of survivability and survivable systems.

271

J. Redman and M.J. Warren

REFERENCES
Allen, Julia H. & Sledge, Carol A. (July 2002). Information Survivability: Required Shifts in
Perspective, <http://www.stsc.hill.af.mil/crosstalk/2002/07/allen.html>
CERT© Coordination Center & Carnegie Mellon University, (2001). Survivable Systems Analysis
Method, <http://www.cert.org/archive/html/analysis-method.html>
Christie, Durkee, Fisher & Mundie (February 2002). Easel Language Reference Manual,
<http://www.cert.org/easel/lrm/index.html>
Christie, Alan M. & Fisher, David A. (2000). Simulating the Emergent Behavior of Complex
Software-Intensive Organizations, <http://www.cert.org/easel/prosim.pdf>
DeSantis, M. (2001). Using Easel to Study Complex Systems,
<http://interactive.sei.cmu.edu/news@sei/features/2001/3q01/pdf/feature-4-3q01.pdf>
Ellison, Fisher, Linger, Lipson, Longstaff & Mead, (1999). An Approach to Survivable Systems,
<http://www.cert.org/easel/nato1.doc>
Ellison, Fisher, Linger, Lipson, Longstaff & Mead, (November 2002). Survivability: Protecting Your
Critical Systems, <http://www.cert.org/archive/html/protect-critical-systems.html>
Ellison, Fisher, Linger, Lipson, Longstaff & Mead, (May 1999). Survivable Network Systems: An
Emerging Discipline, <http://www.cert.org/research/00tr020.pdf>
Ellison, Mead, Longstaff & Linger. (October 2000). The Survivability Imperative: Protecting Critical
Systems, <http://www.stsc.hill.af.mil/crosstalk/2002/10/linger.html>
Ellison, Linger, Lipson, Mead & Moore. (July 2002). Foundations for Survivable Systems
Engineering, <http://www.stsc.hill.af.mil/crosstalk/2002/07/ellison.html>
Fisher, David A. (1999). Design and Implementation of Easel,
<http://www.cert.org/archive/pdf/design-easel.pdf>
Fisher, David A. & Lipson, Howard F. (1999). Emergent Algorithms: A New Method Of Enhancing
Survivability In Unbounded Systems, <http://www.cert.org/archive/html/emergent-algor.html>
Fisher, David A. (November 2000). Survivability & Simulation,
<http://www.cert.org/easel/survsimesl.html>
Linger, McHugh, Mead, Ellison, Lipson & Longstaff. (October 2000). A Research Agenda for
Survivable Systems, <http://www.cert.org/archive/pdf/research-agenda.pdf>
Lipson, Howard F. (September 1999). Survivability – A New Technical and Business Perspective On
Security, <http://www.cert.org/archive/pdf/busperspec.pdf>
Shimeall, Tim. & Fisher, David. (April 2002). A Simulation Environment for Survivability
Algorithms, <http://www.cert.org/easel/isw98tjsfisher.doc>
US Department of Defense (DoD), (March 2000). Survivability, <http://www.acqref.navy.mil/tools/turbo/topics/bv.cfm>

272

4th Australian Information Warfare and IT Security Conference 2003

COPYRIGHT
James Redman © 2003. The author/s assign the AIWSC03 & University of South Australia a nonexclusive license to use this document for personal use provided that the article is used in full and this
copyright statement is reproduced. The authors also grant a non-exclusive license to the AIWSC03 &
UniSA to publish this document in full in the Conference Proceedings. Such documents may be
published on the World Wide Web, CD-ROM, in printed form, and on mirror sites on the World Wide
Web. Any other usage is prohibited without the express permission of the authors.

273

274

4th Australian Information Warfare and IT Security Conference 2003

The Human Factor in Corporate Information Leakage
Raphael Rues1 and Peter J. Kunz2
1

Scarman Centre - Risk, Crisis and Disaster Management
University of Leicester, UK
E-mail: raphael.rues@swissonline.ch;
2

DaimlerChrysler AG
Stuttgart, Germany
E-mail: peter.j.kunz@daimlerchrysler.com
ABSTRACT
Following the proposal for an assessment tool for “Corporate Open Source Intelligence” presented by the
authors at ECIW 2003, this paper aims to identify the particular human contribution related to corporate
information leakage. Based on a survey of fifty European multinational organisations the salient human factor
threats are presented and discussed. The paper concludes by recommending the necessary steps derived from
studying the human factor in order to mitigate the risk and chance of corporate information leakage.
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INTRODUCTION
Information technology (IT), despite being a technical means, requires people in order to function.
People design, build, operate, manage and maintain the necessary hardware and software needed by IT
to function. Thus, the contribution of the human factor to an organisation’s security is one of the most
important aspects, if not the key aspect (Toft & Reynolds 1997,13-15).
Humans, by their nature, make mistakes. Thus, it should come as no surprise that human error has
been involved in 70-80% of all major accidents (Reason 1997,61). A supportive conclusion specific to
IT is also confirmed by a recent survey from the Computing Technology Industry Association which
found that in more than 63 percent of IT security breaches human error played a role. The survey also
found that of those questioned only 8 percent said that security problems were the result of
technological failures (CompTIA 2003).
Human error takes on different forms, has different social and psychological origins, and as will be
demonstrated in this paper, can occur in different parts of the organisation (Reason 1997,72-74).
Human errors are also shaped and provoked by underlying organisational and regulatory weaknesses
as well as the current security culture inherent to the specific organisation (Hale et al.1997). Thus it is
important to note that human error is not a consequence, but in most cases the underlying cause. (Toft
& Reynolds 1997,14).
We also understand human factor as the functions and attributes relating to operating the various IT
assets within a business environment. Particularly, pervasive aspects of human capabilities (physical,
cognitive, psychological) and performance as applicable to the design and operation of the IT
infrastructure (Schager 1998).
The analysis of the amount of sensitive information publicly available from fifty European companies
listed on a stock exchange is an introduction to the problem (Rues & Kunz, 2003b). These
organisations are all governed by more or less tight managerial and regulatory controls (e.g. record
keeping, reporting, security requirements). An empirical analysis also shows how these administrative
controls can range from the mainly prescriptive (based on policies, procedures, regulations) to the
largely discretionary (based on training and experience) nature (Reason 1997, 62-64).
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These two different aspects, the prescriptive and discretionary, can also be encountered in specific
organisations. A prescriptive organisation will have its goals defined and specified in advance and
reached predominantly through rules and procedures. Such an approach within an organisation is also
characteristic of the fact that the lower an individual’s position within the hierarchy is, the easier it is
to proceduralize through regulations and rules the individual’s specific tasks. Conversely there are no
holistic discretionary procedures setting out how the Information Technology specialist should
implement a cryptographic protocol or the networking administrator should face a distributed denial of
service attack.
The presence of rules and regulations however is not a synonym of the quality of the available
procedures (Brindley 2003). Fact is that completely safe behaviour can never be ensured entirely by
prescriptive norms, as there is no assurance that these norms are also sufficient. It is in this context that
the issue of security culture plays a role. There is growing evidence that for some organisations their
security culture is inconsistent with the nature and magnitude of modern IT threats, with personnel
often failing to recognize the implications of not following the most basic IT security procedures and
using the technologies available for protecting the organisation’s assets (Rues & Kunz, 2003).
This paper examines obstacles to stopping corporate information leakage in organisations and draws
attention to the need for both improved safeguards and a more vibrant security culture. We begin by
reviewing the most salient aspects encountered in the survey presented at ECIW 2003. We focus the
analysis on pinpointing human errors and glitches in corporate information leakage. Finally, we
conclude by recommending steps that should be taken to strengthen corporate security culture,
underlining the importance of addressing personnel issues in order to control the issue of corporate
information leakage.
THE PROBLEM OF HUMAN NATURE
Information Technology is playing an increasingly important role in business. Yet, for some of the
organisations analysed for the survey (Rues & Kunz, 2003b), the personnel charged with IT security
are not yet able to use new technology effectively.
The problem is founded in a pervasive lax attitude toward the importance of containing information
leakage. The volatility of information in reference to the complexity of the system, and the widespread
possibilities in which that information can leak out from an organisation (physically, or even more
easily electronically) are not contributing to contain the problem (Lyman 2000).
Another important fact is the aspect of human nature and communication. It is interesting to note how
almost all of the sensitive information published on the Internet and encountered on our survey, is
done under the label of wanting to or seeking for help. This specific “supportive” communication
cycle almost automatically creates a new problem. Without giving out background information on a
specific system, an Internet engineer in Berlin will never be able to receive help on solving a problem
from a fellow engineer in New Zealand.
Failing to grasp the threat
The first striking human aspect is the relative ease with which administrators and key people publish
technical information pertaining to their organisation. The problem starts with the content of the
domain registration at the respective country network information centre. Only a mere 10% of the
organisations analysed have the technical contact anonymized. Therefore, with a simple query it is
possible to ascertain the intimate details of the person in charge of an organisation’s IT network (e.g.
contact details such address, mobile phone numbers, fax, e-mail as demonstrated in Figure 1). The
manifested threat here is the social engineering possibility against key personnel and assets (McClure
1999, 3-28).
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Administrative, Technical Contact:
John DOE (john.doe@somecompany.fr)
SOMECOMPANY
14, White Street
08632 Somewhere, France
Phone: +08 56 48 98 25
Fax: +08 56 48 17 26

Figure 1: Domain query with administrator identity revealed
A further example of the absence of elementary risk perception is also displayed by the quantity and
quality of information available about the most sensitive assets of the organisation. A simple query on
the Internet with Google, using the words firewall and a specific company’s domain illustrate the
wealth of sensitive information available as details of the company firewall as well as further key
people can easily be gained. The human aspect is prevalently confined to the fact that key people
(administrators) often are uninhibited in providing assistance to fellow administrators and engineers.
That's serious... we're looking into buying one of those wireless devices which will handle somewhere
between 2 and 10 Mbps (best case though)... to connect a couple of remote offices in xxxxx. As far as I
see I'm pretty cleartext through the air... and anybody with the right equipment could sniff the hell out of
my traffic...So I guess something like this would be most sensible: One of my sites(main master site):

Figure 2: Excerpt of a discussion forum by a network engineer of an insurance company
The aspect of information exchange is certainly one of the most important issues for the existence of
the Internet, nevertheless at a corporate level it can suddenly become a threat. Among the information
that can be easily gained from the Internet with a search engine are details such as:
-

firewall configuration
past and present technical problems
operative issues related to the deployment of a firewall

The same misperception of information leakage is also given by the quantity and quality of postings
on public discussion groups. By querying Google Newsgroup with the simple word problem and a
specific company’s domain it is possible to ascertain the limits of organisational learning for some
companies to which we will revert later on. For many members of an organisation it is probably less
embarrassing to ask for a solution outside of the company, thus jeopardizing the company, than to
revert inside and ask colleagues for help.
Re: Save buffer (SGML mode) sporadically appends null characters
... As you suggested I don't have this problem with local files, to make
a quick test I copied these files on my local disk. Thanks, Claude
gnu.emacs.help - 29 Jul 2003 by John Doe - View Thread (14articles)
Re: Has anyone seen this before?
yes, I'm seeing exactly the same problem. Applying patch 106393-18
fixes the problem - even if the patch is already installed, use ...
comp.unix.solaris - 17 Jul 2003 by WhoD.Who - View Thread (2 articles)
meaning of OUTR
... The service class affected with this storage problem is an OMVS service class used
by SAP USS processes whose frame occupancy per PID is 22K (all in all 22% of ...
bit.listserv.ibm-main - 16 Jul 2003 by John Q.Q - View Thread (1 article)

Figure 3: Problem affecting a telco, sorted by date, posted on various Newsgroups
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The absence of perception regarding the sensitivity of the information also highlights how the
disclosure of such data is essentially made by the people in charge of the organisation’s security
infrastructure (e.g. system/network admin). Such examples also emphasize how, despite security
measures, these companies, listed on the stock exchange and operating in critical markets affected by
harsh competition, still let proprietary information leak outside of the organisation’s perimeter. The
underlying threat is that by combining such information proprietary external footprinting can easily be
realized (Lee et al. 2002).
Underdeveloped normative base
As noted above the fifty companies analysed are all listed on a stock exchange (Rues & Kunz, 2003b).
They have structures, processes and policies. What appears from the empirical analysis of the results
obtained is an underdeveloped normative base concerning Internet usage at work. The problem is not
so much that of the traditional Internet usage policy, but the lack of control of the kind of information
that is published. The empirical analysis of documents published on the Internet shows how
employees use corporate e-mail addresses for a variety of purposes which have nothing to do with
their business activity. Examples of such usage are: membership in political parties, leisure activities
as well as search for a sexual relationship (!). A confirmation on this issue is a query on Google on a
major European insurance company with the word pokemon (playing cards for children). The search
engine returns 320 documents of desperate fathers and mothers looking for a specific pokemon card.
It appears that most of the attention of existing policies on Internet usage is devoted to limiting the
time spent browsing the web. An issue merely of productivity, where the time involved in surfing
could impair business efficiency. What does not yet seem to be exhaustively covered is the kind of
information that users exchange. Of much greater importance is the issue of limiting activities that
require publishing of possibly sensitive information, such as participating in a newsgroup discussion
or a chat group.
The problem of organisational culture
As noted previously, the analysis of the various documents and postings available for a specific
organisation illustrates how the solution for specific problems is not sought inside of the organisation,
but on the outside, thus evidencing a possible lack of organisational learning (Toft & Reynolds
1997,54-75).
The quality and wealth of specific postings (e.g. hardware configuration, programming issues) related
to problems highlights a specific difficulty in solving the problem within the organisation. The
perception is that for some problems, it is definitely easier to search for a solution outside of the
organisation. The drawback of such an approach is the fact that this kind of sensitive posting,
revealing for example the OS390 problems of a financial institution, remain available for a long period
of time. Thus by borrowing the words of the German sociologist Ulrich Beck (1986), this is “...a rather
individualistic approach with multiple drawbacks…”. An aspect which can quickly affect issues such
as security and image of the organisation.
Human aspects related to business partners and former employees
As noted before organisations are synonymous of complex systems. The complexity of such systems
is not only given by the proprietary amount of variables and components, but also by the amount of
information exchange to the outside environment (Weinberg 1975). The same analogy can be
encountered in the context of corporate information leakage, where the threat must not necessarily be
knowingly generated inside the system. The need of doing business is pushing external partners to
advertise their respective references. That is to publish in form of white papers or project references
specific solutions implemented for a given client. The need of doing business can lead to the
publishing of details which are not necessary for doing business but can potentially endanger the
client.
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Figure 4: Project references by a CMS company, note the software / hardware details
A good example is Figure 4 where a Content-Management-Software company publishes details that
are not needed for the operation of this particular software.
A similar problem related to the necessity of exchanging information is also given by the wealth of
information generated by former employees. It is not directly the publishing of business details, but
merely the information contained in the curriculums of former employees. That is, the kind of
information that is necessary to stimulate the interest of a potential employer or head hunter. A simple
search on Google using the query string: (resume OR curriculum) +engineer +project yields a wealth
of possibly sensitive information such as:
-

name and details of a project
technologies used in a project by the given company
amount of people which worked for a project
encountered problems and solutions implemented for a specific project
payback details of the project (including financial data)
security clearances

Under this aspect, it is not difficult to find lists of projects, software and hardware developments for
select companies. This definitely poses a wealth of information for competitive intelligence.
MANAGING THE RISKS OF CORPORATE INFORMATION LEAKAGE
It is without doubt that most of the organisations analysed as part of our survey have invested
significantly in a bid to enhance their overall security. This funding has most likely gone towards
providing equipment and software to improve IT security at the organisation. The few examples
provided in this paper suggest, however, that not nearly enough has been invested in cultivating
among personnel the accompanying security culture as an essential ingredient for effectively reducing
the risk of information leakage. In reality employees do not yet recognize the importance of strict
security controls, nor do they fully comply with existing regulations.
Many key personnel are completely unfamiliar with, or greatly underestimate, the notion of the “open
source intelligence” threat. Therefore, reducing information leakage risks in organisations will require
not only technological innovation (e.g. content filtering), but also the cultivation of knowledgeable,
skilled, and motivated personnel trained to use hardware/software properly and adhere to policies,
standards and best practices.
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A strategy to promote the necessary information security culture in organisations can not and must not
be the sole responsibility of the office worker. Unless management and specialists demonstrate their
understanding and commitment to this endeavour, any efforts will yield only limited success. It is
impossible, however, that best practice recommendations, experiences and standards are transplanted
completely into the organisation. To be successful, this particular information security strategy must
adequately reflect differences in working culture, traditions, and the unique role of the human factor
within a given organisation. There are at least five basic prerequisites for nurturing an information
security culture and appropriately shaping the human factor to contain information leakage:
I. Promote a sincere commitment to fostering a robust security culture
Top executives within the organisation must embrace the principles articulated in this paper if the
organisation is to produce a workforce dedicated to safeguarding information. Management must
demonstrate a continued interest in allocating appropriate resources for enhancing security. Executives
can effectively promote a security culture by prioritising relevant projects, promoting quality control,
encouraging the dissemination of information and training.
II. Develop individual commitments through training and internal information exchange
The objective is to work with top- and mid-level managers to instil personal responsibility, and the
determination to comply with safety and security regulations. The best way to improve the motivation
and performance of the workforce would probably be to significantly increase their awareness and
motivation in solving the problems within the organisation, therefore fostering organisational learning
(Toft & Reynolds 1997,54-57). Interdisciplinary training packages designed to change the mentality in
a much wider context are also necessary.
The syllabus for such training programs must include real-life examples of the risks posed by
corporate information leakage. If personnel do not understand the necessary approaches to information
security, it will be difficult to foster a security culture within the organisation. Training should not be
limited to IT security only. It must include a broader variety of disciplines, specifically data protection
issues and fostering of organisational learning. Information security culture cannot be instilled
overnight, but must be nurtured using a carefully tailored training and awareness program that fully
addresses the risks involved by not complying with elementary aspects of information security.
III. Make instructions and regulations more user-friendly and understandable
A traditional approach to developing instructions and regulations can have numerous and serious
flaws, which can lead to massive non-compliance, and even to a rejection of official corporate
directives (Toft & Reynolds 1997,90). The key problems related to instructions are:
-

They are obsolete and poorly structured, as well as too general, formalized, and lengthy.
They contain a lot of unnecessary technical jargon, making them difficult to understand and
blurring the guidance they provide.
They were designed to describe technical minutiae, and not to provide solutions to the
problems likely to be encountered by the workforce.
They are generally not conceived to address the issue of handling information.

Instructions should be brief and should be solution- rather than process-oriented. They should lay out
step-by-step solutions to problems in readily understandable, not overly technical language (Reason
1990,77). Manuals and instructions can be tailored for personnel with different levels of experience,
and can also be adapted to specific needs. To enable these instructions to address specific problems the
personnel who will carry out the instructions should be involved in preparing them. This will allow
them to understand the rationale behind procedures pertaining to information leakage that might
otherwise seem unnecessary and redundant. However, once personnel have been briefed and agree to
the instructions, strict adherence and implementation become the key element in assuring security.
This should be more easily achieved, however, because personnel have been co-opted into developing
and understanding instructions and procedures.
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IV. Change how personnel perceive the threat of information leakage
A simple assessment based on security indicators can collect numerous sensitive details of a given
organisation within a few minutes (Rues & Kunz, 2003b). Personnel must therefore understand that
every piece of information can pose a potential risk to an organisation.
Secondly, it appears that most of an organisation’s efforts are still devoted to deflect potential outside
threats (e.g. viruses, DDOS), thus neglecting an analysis of the possible risks coming from within.
Therefore, one of the key tasks that will help raise employees´ awareness of information leakage risks
is to explain, using concrete examples, that an insider slip is far more common than an outside attack.
V. Scan and assess the information readily available
The threat of corporate information leakage can be greatly reduced not only through inside controls
but also by working on the specific destination where sensitive information has been published. For
example, Google allows to delete postings and documents that have been collected by its search
engine robot. Therefore, a possibility - while limited to Google - exists to delete sensitive documents
which could cause damage to the (business) activities of an organisation.
At http://www.google.com/remove.html, Google allows to remove individual pages as well as
individual postings from its newsgroup and search database. The removal process is fairly
straightforward, and a removal request is usually effective within 24 hours.
The authors have developed a tool that helps organisations in ascertaining the amount of publicly
available sensitive information on the respective organisation. The tool queries Internet databases with
predefined indicators, allowing the organisation to quickly determine and evaluate the amount of
information available. Further information is available by contacting the authors.
SUMMARY, CONCLUSION AND FURTHER WORK
Controlling corporate information leakage is and will be a challenging endeavour. This paper offers a
discussion on the human error elements affecting the leakage of corporate information on the basis of
a large scale survey. The fact that the particular information is given out by key people of
organisations increases the risk of having sensitive information freely available.
To achieve an operable control on information leakage a set of recommendations were provided:
promote a sincere commitment to fostering a robust security culture, develop individual commitments
through training and internal information exchange (organisational learning), make instructions and
regulations more user-friendly and understandable, change how personnel perceive threat and finally,
scan and assess the information already publicly available about your organization.
The authors believe that a significant contribution in facing the problem of corporate information
leakage is given by developing an assessment framework through the aid of which the amount of
sensitive information publicly available can be assessed within a short timeframe. For this purpose a
project was created, which aims to further develop an assessment tool to assess “Corporate Open
Source Intelligence”.
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1

Introduction

In recent years, a wide range of handheld devices are introduced in the market. Pocket size
handheld organizers, called Personal Digital Assistants (PDA), have evolved from oﬀering simple
services such as calendar, address book and email, to working as a powerful mobile network clients
that can be used to access corporate databases and be used as part of an e-commerce platform [13].
Securing such devices includes providing protection for wireless communication, stored data and
against viruses and malicious codes, together with making provisions for the theft of the device.
In this paper we consider a new type of attack whose aim is to covertly drain battery power
while the device is in-active, hence making it unavailable when it needs to be activated. The basic
attack can be applied to all battery operated devices, or in general devices and equipments that use
back-up or emergency power supplies. This can range from PDAs to laptops and even computer
systems that use emergency power supplies. The damage due to the unavailability of the device
varies from inconvenience when a user wants to access his PDA, to a full blown disaster if, as part
of bigger attack on a ﬁnancial company, its emergency power supplied is attacked and becomes
unavailable when it is required. We will focus on Palm PDA, Pocket PC/Handheld PC devices
and laptops and examine ways of implementing the attack. Palm OS and Windows CE OS do not
provide good OS-level protection and hence are vulnerable to a wide range of attacks. However, the
attacks described in this paper do not require any special privilege such as access to low level kernel
commands and so remain applicable even if more secure OS are employed. For security reasons we
do not give the full details of the attacks, but will provide overwhelming evidence that the attack
is feasible and poses a real threat to all such systems.
The more we become dependent on handheld devices, the more threatening the attack will be.
Today already the US military is relying extensively on such devices. These devices can be used for
GPS, viewing maps of areas, interact with other troop units and (remote) sensors (such as those
used against bio-warfare), etc. Moreover, the US military is spending large amounts of money
to expand the capabilities of such devices (see e.g. [12] and [48]). Other applications in critical
infrastructures can be expected. For example, today many ﬁreﬁghters and ambulance services
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rely on paper maps. In regions in the world that expand rapidly, there is a signiﬁcant advantage
to switch to handheld devices where maps are updated more frequently. Since several manuals
are primarily available via the Internet, handheld devices will be used by technicians to repair
machinery in nuclear power plants, airplanes, etc.
The attacking software can be installed on a device through malicious codes and the infection
can spread through the Internet. Using social engineering methods in recent times, such as making
the users believe that an attachment contains interesting information, has resulted in fast spread of
infections. Code Red [35] and Klez [52] showed how infection can spread through Web servers and
email attachments. Denial of power attack remains un-noticeable because its eﬀect is mainly the
loss of power. We note that this type of attack has been mentioned in [49] but there is no concrete
attack and result presented in that work.
Portable devices range from handheld PDA, to sub-notebooks and ﬁnally notebooks. Subnotebooks such as HP Jornada 820 and Compaq Aero 8000, also called “Handheld PC Professional
(HPC/Pro)” [16], are in between a handheld device and regular notebooks and use Windows CE
as their Operating System.
To show feasibility of the attack we consider a Palm PDA as a low end device, and a laptop as
a high end device. The mid-range device, inherits parts from the two, depending on their models.
We will brieﬂy look at a Windows CE system as an example of such a class.
The rest of the paper is organized as follows. In the next section, we brieﬂy explain the Palm
PDA and its known insecurity. In Section 2.3, we present our new attacks on this device and
propose some ways to protect against them. In Section 2.7, we consider Windows CE based devices
and extend the attack to these devices. In Section 3, we investigate the attack on laptops and show
the result of our experiment. Section 4 concludes the paper.

2

Handheld Devices

There are several major diﬀerences between a desktop computer and a handheld device including
limited input methods, small screen size, lower range processor and limited memory. These diﬀerences eﬀect design of applications that run on these devices. Palm OS and Pocket PC handheld
devices do not have a keyboard. Although a third party keyboard, such as Palm Portable keyboard
or Targus Stowaway keyboard, can be used, most users enter text to the device with a stylus which is
then recognised by a character recognition program such as Palm Graﬃti or Microsoft Transcriber.
Other methods of input include using the on-screen keyboard, or typing text on a desktop PC that
is connected to the PDA. Communication with the device is by using the HotSync/Activesync that
synchronizes the data with its copy that is stored on a desktop computer, using a communication
port such as the serial port, the IrDA (Infrared Data Association) port or the USB port.
Handhelds use batteries for energy supply and this limits them to slower processors that are
not suitable for intensive computation. In applications that intensive computation is required, the
computation is divided into parts that are sent to servers. The results obtained from servers are
then combined to produce the ﬁnal result [3, 7] .
Palm 1000 was introduced by 3Com in 1996. Devices running Palm OS have dominated the
handheld market and currently having around 70% of the market share [16]. Palm OS is also
adopted by companies such as HandSpring and IBM with applications ranging from Palm OS
native applications including Address Book and Date Book, to other applications that are available
as freeware, shareware or commercial products from third-party providers, including fax software,
calculators, and software development kits for developers. The second major operating system for
handheld computers is Windows CE [16] which takes almost the rest of the market share.
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To describe the attack and show its feasibility on PDAs, we focus on Palm PDA and then brieﬂy
look at Windows CE devices. Section 3 is looking at feasibility of the attack on laptops.

2.1

Palm PDA

Storage on a Palm PDA includes RAM and ROM that reside on memory cards. A memory card
can store 256 MB and is divided into a dynamic heap and multiple storage heaps [16] that are
used for providing runtime environment, and storing data and applications. Newer models of Palm
PDA, such as Palm m505, m515 and Tungsten, are equipped with SD (Secure Digital) expansion
slots that could be used for Bluetooth or Wireless LAN 802.11b devices [42].
Palm OS and built-in applications are stored in the ROM while user’s data and applications
are stored in RAM which is always powered to allow persistent storage. Applications and users’
data can be backed-up on a desktop PC, or to the backup expansion pack (for the new models).
Development Systems
There are several development systems for building programs for Palm OS with C and C++ being
the most commonly used language for Palm Computing platform [32]. Other available languages
are Basic [40], Java [56] and Assembly [31].
A newly created application can be tested on a Palm OS Simulator or a Palm OS Emulator
before it is installed on a Palm device. Palm OS Simulator is only available on the Macintosh
OS and requires the application to be linked with a Simulator library that allows it to run as
an independent application. Palm OS Emulators are available for Windows, Mac OS and Unix
systems [15]. The Emulator imitates the Palm OS device and allows an application to run without
requiring additional library.
Third Party Program Installation
There are a number of ways of downloading programs to a Palm PDA. Firstly HotSync program can
be used to download new applications during the synchronization between the Palm and a desktop
PC. A second method is using a third party program such as Pilot Install [14]. Applications can
also be downloaded using IrDA port or a Bluetooth connection. IrDA drivers for desktop PCs can
send a ﬁle to another IrDA point and so an application can be sent to a Palm PDA. An application
can also be attached to a mail. This requires connection to users’ mailbox on their PC via a
synchronization program and so in terms of diﬃculty is similar to downloading the program via
the HotSync program. Downloading a program is also possible through a browser (either on-line
or oﬀ-line browser), such as AvantGo [5].
Communication and Networking
Palm OS supports two types of data communication: serial/USB and infrared. The serial/USB
communication is used to synchronize the Palm via a HotSync or be used to transmit or remove
data through a serial bus. The Palm is equipped with infrared transceiver [24] and can beam data
(such as contact details) to another Palm using appropriate communication protocols. This ability
has been used to enable a Palm to remotely control another device [19] or to print to an infrared
printer [51].
A TCP/IP connection can be established when a Palm connects to the Internet via a modem
or a cradle with a software that supports the PPP protocol. Palm OS provides two libraries for
TCP/IP networks which are known as Palm OS Net Library and Internet Library.
Wireless Portal
Many handheld devices can only access web pages that have specially formatted data to download.
Webclipping and WAP are the two commonly used technologies that meet the limitations of small
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displays that are not capable of displaying regular multimedia web sites [16]. Although web browsers
such as ProxyWeb and PalmScape [46], are available for Palm, the two above technologies are
usually preferred due to the size limitation of the device.
Palm.Net oﬀers mobile Internet access for Palm device with ROM version 3.5 and above. This
service is available in North America and allows users to connect to the web through a connectivity
gateway, operated by Palm [16].

2.2

Attacks on Palm PDA

We ﬁrst recall known attacks and then outline the proposed attack.
Known Security Problems on Palm
Three types of attacks have been reported on Palm.
Eavesdropping Palm Infrared Connection
The Palm OS Infrared is vulnerable to data stealing attack. Two main reported cases include
constructing a program called “NotSync” which enables a Palm to steal the password from another
Palm via its IrDA interface [50] , and an eavesdropping attack [22].
Denial of Service Attacks via HotSync
Palm HotSync manager is used to synchronize data between a Palm and a desktop PC. The HotSync
program has a network mode that allows remote synchronization via a modem, hence adding more
ﬂexibility to Palm.
It is shown [29] that setting HotSync in the Network mode can lead to a denial of service attack
by sending large amount of data followed by a new line which results in the Palm to crash.
Palm Virus and Trojan Horse
Similar to other operating systems, Palm OS is vulnerable to viruses and Trojan Horses. The ﬁrst
Palm OS virus, known as the “Liberty crack” [17], is written by one of the co-authors of the Liberty
program. It is a destructive Palm application, disguised as a free version of the Liberty application,
that deletes all of the programs stored on a Palm and then reboot the device.
A more comprehensive survey of Palm OS weaknesses can be found in [28].

2.3

Power draining attack

The basic idea is to consume the battery power without the knowledge of the user. We consider
two general approaches, (i) consuming power through performing computation, or (ii) consuming
power through continuously sending data over IrDA port or a Bluetooth connection. We ﬁrst
review power consumption in Palm PDAs and then describe possible methods of implementing the
attack.
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Power consumption in Palm
Palm III uses Motorola MC86EZ328 Integrated Processor (DragonBallTM EZ) [38] that includes
a 68EC000 CPU and various peripheral modules and interface logic, such as an LCD controller and
UARTs (Universal Asynchronous Receiver/Transmitter) [36]. To reduce the power consumption,
the processor utilizes the static core and the power control unit [37].
Using power control unit, the power management mechanism provides four operation modes,
normal, burst, DOZE, and sleep, for the CPU operation.
In normal mode the system is running at its highest frequency and consumes the maximum
power. The power consumption can be controlled by changing the system clock frequency between
512K Hz and 16M Hz. However, changing this frequency changes the system timing for peripherals
such as UARTs, which use the system clock for bit-rate generation, and so such peripherals need to
be re-conﬁgured. Burst mode can be used to save power by adapting the system to the dynamically
changing system load. In burst mode 1 ms of the system clock is called a burst. The CPU active
period (duty-cycle) can be changed between 1/31 to 31/31 of a 1 ms burst. Reducing the dutycycle of a burst results in the shorter CPU active period and so less power consumption. In DOZE
mode, the CPU is inactive but the peripherals remain active. If an interrupt event is produced by a
peripheral, the DOZE mode is disabled and the CPU becomes active. In sleep mode, the CPU and
all peripherals other than RTC (Real Time Clock) are inactive [36]. If an interrupt event occurs,
the sleep mode is automatically disabled.
Table 1 shows that power consumption of the normal mode is three times larger than the
burst and DOZE mode. Our experiment (Appendix) shows that activating CPU with RAM and
peripheral devices such as LCD and RS232C can drain current at the rate of 60 mA (Section 4).
Mode
Normal

Burst

DOZE
Sleep

Current
15 mA
5 mA
2.5 - 4 mA
5 - 6 mA
3 mA
2.5 mA
5 mA
2.5 mA
5 - 12 µA

System clock
16M Hz
4M Hz
1M Hz
16M Hz
4M Hz
1M Hz
16M Hz
1M Hz

Table 1: Power consumptions of CPU and ROM from [37]

Using the ﬁgures in [11], capacity of a AAA battery that is normally used as the power supply
of a Palm can be estimated ar 1200 mAh (300Ω load, 20◦ C, Voltage ≥ 0.9V) and so with 60 mA,
the battery will last for nearly 20 hours.

2.4

Draining power

The aim of the attack is to consume battery power without the knowledge of the Palm’s user. We
consider three methods. The ﬁrst one is by executing a large computation while the other two are
based on continuous use of communication ports.
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Computation Attack
A large computation such as consecutive multiplication in an inﬁnite loop, can rapidly consume
the battery. By having a malicious code to perform such a computation in the background, Palm’s
battery will be drained.
The results of the experiment are shown in Figure 9 in the Appendix.
IrDA beaming Attack
The attack is by continuously transmitting through the infrared port. The malicious code is a
simple loop that transmits data through the infrared port. Figure 8 in the Appendix shows power
consumption of this attack.
Denial of Service Attack
During the HotSync process, Palm OS sends a request for synchronizing the data and expects an
acknowledgement in 1 msec. If the acknowledgement is not received, another request is sent. In
this attack the malicious code disables the acknowledgement and so the Palm keeps sending the
request.
Installing Malicious Code
The ﬁrst two attacks above can be implemented as a Trojan Horse, by replacing Palm GUI
with a Trojan GUI. Programs to replace Palm GUI have already been constructed. An example is
GoBar [1] that produces a Windows 95 interface for the user. In a Trojan GUI, the GUI includes the
malicious code implementing one of the above attacks, which is continuously run in the background
resulting in continuous power drain. Resetting the Palm and restarting it from a previous backup
will not solve the problem as backup programs like Backup Buddy or Blue Nomad [6] will backup
everything including the Trojan GUI which will be uploaded. To solve this problem, the Palm user
needs to hard reset the device which means that all his data will be lost.
It is easier to create and install a malicious code if a program such as Hackmaster [27] which
allows low level system calls is installed by the Palm user. Such programs are attractive because
of extending Palm functionalities but can be exploited to implement and disguise malicious codes.
The malicious code can also be injected to a target Palm device via its Infrared port by using
an infected device that beams to the target device. If Palm PDA is used to download and read
emails, then it will be easier to implant the attack by attaching the program to an email that is
received by the Palm user.

2.5

A Simple & Practical Draining Power Attack

In this section, we describe a simple power draining attack in which a malicious device causes power
drainage from a victim device, when both devices are running Palm OS. The victim device need
not run any particular software and can be active or inactive at the time of the attack.
The malicious device sends a request for an infra-red connection to the victim device. This
request will activate the infrared port of the victim device and although data download might not
be allowed but repeated request for connection will keep the port sending response messages and
so will consume power. The distance between the two devices for the attack to work, would depend
on the infrared transceivers on the two devices.
We implemented this attack and measured the power consumption of the target Palm OS
device by placing a multimeter between the palm and the battery to measure the electric current.
Activating the infrared connection increased the current by nearly 28 % (from 17.8 mA to 23 mA).
We gradually increased the distance between the two devices which veriﬁed that the attack worked
when the two devices were up to 4 meters apart.
For more technical detail on the infrared tranceivers, we refer the reader to [18].
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Figure 1: Measurement of A Simple & Practical Denial of Power Attack

2.6

Program structure for malicious code

An interactive palm application use event driven model. In the event loop, it reads an event from
the event queue (EvtGetEvent function) and dispatches the event to the appropriate function [41]
(See Figure 2). The second parameter of EvtGetEvent function speciﬁes the wait time between
polling and if it is set to 0, the application will do more frequent polling and hence the power
consumption is increased.
static void EventLoop (void)
{
UInt16 error;
EventType event;
do
{
EvtGetEvent (&event, evtWaitForever);
PreprocessEvent (&event);
if (! SysHandleEvent (&event))
if (! MenuHandleEvent (NULL, &event, &error))
if (! ApplicationHandleEvent (&event))
FrmDispatchEvent (&event);
}
while (event.eType != appStopEvent);
}
Figure 2: An example of EventLoop function from [41]
If a malicious code is inserted after EvtGetEvent function, normal events are treated as usual
while the CPU will work on the malicious code at other times.

2.7

Windows CE Devices

Windows CE was introduced in 1996 to provide a common operating system for a range of devices
including handheld computers, industrial controllers, embedded appliances and wireless communication devices [16]. Windows CE has the same API as Windows 2000 and allows the programmers
to use a subset of Win32 API development tools and languages including Visual Basic and Visual C++ targeted for CE devices. There are also special versions of the compiler, known as the
Embedded Visual C++ and Embedded Visual Basic, that makes it easier to create programs.
Windows CE is not an on the shelf OS. Rather, a device manufacturer needs to conﬁgure the
Windows CE operating system for the processor platform of his/her choice. The operating system
is usually built into the device’s ROM, although sometimes it is put in ﬂash memory.
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Windows CE devices support serial and USB communication for one-to-one communication,
and network connection which can use one or many devices and more sophisticated protocols such
as HTTP and ﬁle exchange protocols like Remote Access Service (RAS). To support of infrared
communication based on IrDA protocol, the IrSock API has been added to the Operating System
[16].
Attacks
The attacks outlined in the previous section are also applicable to Windows CE devices and can
be implemented by a Visual C++ program. The program will perform a large computation and
use IrDA beaming (or Bluetooth transmission), and will be run in the background. Installation of
the code can be done through an Activesync or via an email attachment, similar to virus infection
in a desktop PC. The program can also be installed through the Infrared port.
To protect against this attack, anti-virus software, can be used. However this assumes that the
Trojan Horse has been identiﬁed. Unusual usage of battery can be monitored using softwares such
as Battery Monitor [43], too.

3

Denial of Power Attack on Laptops

The aim of the attack is to drain power while the laptop ‘looks’ idle and ‘sleep’. When the laptop
is idle the screen is dark and the device produces little noise. The attack needs to consume power
at the highest rate (shortest time to ﬂat the battery) and do not create any noticeable visual or
audible side eﬀect. The proposed attack will keep the screen of the laptop dark while the computer
is active and so will have minimum visual eﬀect. In some laptops with the cooling fan, the noise
from the fan may be noticable in a very quiet room. However there are laptops, such as Sony VAIO
PCG-505 TS (with Transmeta Crusoe processor) [47] and Compaq Evo [8, 26], with no cooling fan
and the attack will have no audible side eﬀect. With the introduction of CPU watercooling system
for notebook (Silent Water Cooling System) [20, 30], the attack even becomes less noticable.
In the following we ﬁrst review the main building blocks of a laptop, and then look at possible
methods of launching a power draining attack. We have veriﬁed these attacks by applying them to
a DELL Latitude C810 laptop.
A laptop consists of the following components: CPU; Memory: ROM, RAM; Controller that
controls peripheral such as ﬂoppy disks, hard disks and/or zip disks; Communication ports: Wireless
such as IrDA, Bluetooth and Wireless LAN, and Wired ports such as Serial/parallel ports; Display
and keyboard; and Battery.
Batteries used in laptops could be Nickel Cadmium (NiCd), Nickel Metal Hydride (NiMh) and
Lithium Ion (LiIon). NiMh cells produce approximately 30% more electricity than comparable
NiCd cells and LiIon about two times the power of a comparable NiMh cell [44]. The battery
capacities varies with models. Typical values are in the range 18 to 25 Wh (Watt hour), for
example 18.87 Wh for Sony VAIO Z505 and 23.68 Wh for Hitachi FLORA 220FX [21].
The power consumption of laptops varies with models. Table 4 in the Appendix shows typical
power consumptions that suggests the battery can be drained in 1 to 2 hours.
The experiments reported in [4] show the battery life of some common brands when the device
is active. For example, the battery life of Dell Latitude C810, Toshiba Satellite 3000 and IBM
ThinkPad T23 are 140, 118 and 76 minutes, respectively.
The management of power in laptops is speciﬁed in Advanced Conﬁguration and Power Interface
(ACPI) [10], and the actual power consumption is controlled by the Operating System (OS) and
the hardware.
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ACPI includes functions such as System, Device and Processor power management, together
with Battery management. The global system states ranges from mechanical oﬀ, where no electrical
current is running in the circuitry and power consumption is zero, to working mode where the
system dispatches user application threads and the computer consumes a large amount of power.
In between, there are other states such as soft oﬀ and sleeping that use small amount of power.
The attack will keep the system in the ‘working mode’ while is has the appearance of the ‘sleep
mode’.
The state transitions speciﬁed in ACPI is made by the OS (ie. software). We have chosen
to keep CPU, hard-drive and wireless ports active as these are among the most power consuming
parts in the laptop and also can be run parallel, hence resulting in total power consumption to be
the sum of the three parts.
CPU
When the system is not in the Working mode, the CPU and all the controllers are in one of
their low power modes.
To keep the CPU in active mode and do not produce any visible sign, a large computation which
does not produce any result on the screen, can be executed. An example of such computation is
calculating xa (mod N ) where x is a ﬂoating point number and a is a 10 digit number.
The power consumption in a mobile Pentium III that runs at 1 GHz is approximately 1.7 Watt
[25].
Hard Disk
For hard disks, CD-ROMS and removable storage devices Storage Device Class Power State
Deﬁnitions [34] deﬁnes 3 states. D0 is the active mode, D1 which has 80% power consumption of
D0, corresponds to the case that the drive motor is stopped but the fast start mode is enabled and
ﬁnally D3 has at most 10% power consumption of D0 and corresponds to stop state.
These states can be reached through ATA/ATAPI standard interface deﬁnition [53] that deﬁnes
four modes. The active mode is when the device receives a media access command. Other modes
include idle, standby and sleep with low to negligible power consumption and are reached when the
corresponding command is received. The power consumption used by a typical Toshiba hard disk
[55] is given in Appendix B.
The active, standby and sleep modes in ATA/ATAPI correspond to D0, D1 and D3 states in
Storage Device Class Power State Deﬁnitions, respectively.
From above we note that,
• the power consumption in active mode is much higher than other modes. For example, during
the read/write time, the power consumed by the hard disk is 2.3 Watt, while in the sleeping
time, it only consumes 0.1 Watt (approximately 20 times less power consumption during
sleeping mode compared to the active mode).
• when the disk is not accessed, it will go into an inactive mode (idle, standby or sleep). The
time elapsed between the last disk access and entering the inactive mode depends on the
system.
This means that we need to keep the disk in the active mode and this can be achieved by repeatedly
executing a media access command. However the frequency of executing this command must be
kept at its minimum to ensure low level of noise resulting from disk access. This can be done by a
program that reads from, or writes to, the disk in short time bursts, for example reads one sector
every ten seconds. To ensure that the write operation actually accesses the disk and not just the
disk buﬀer, a standard C library function sync or UNIX sync command can be used. Similarly,
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to read data, it is necessary to access data which is not in the disk buﬀer. In this way, the disk
will keep rotating and hence consuming high power. The level of noise produced by write is in the
range of 2.0 - 2.5 Bells [45] and is only noticeable in a completely silent room.
The disk active mode consumes around 2-3 Watt. The attack is summarized in Figure 3.
Open a large file for reading (with size > 1 Mb)
for reading
Loop Forever
Read 512 bytes from the file
Sleep for 10 seconds
End Loop

Figure 3: An attack to make the hard disk stay in the active mode
The attack can be eﬃciently implemented in C language using low level calls to the BIOS
functions (Windows) or, using system call functions (Unix). The implementation can be placed as
a terminate-and-stay resident program or as a background job on a multi-task system.
In general, the interface to the hardware will be implemented in BIOS or device drivers. Malicious codes can also modify the code that control the hard disk so that the power management
function be eﬀectively stopped, leaving the device in the active mode. (However, there may be
vendor speciﬁc power management systems implemented in the hard disk that cannot be overcome
from OS.) We note that this attack requires some special privilege.
Communication Ports
The communication ports can be divided into wired interfaces and wireless ones. To consume
power, the ports must be kept active, that is data must be continuously sent or receive over them.
For wired ports, a wired connection to the port is necessary and so it is not in general useful for a
covert power consumption attack. However wireless ports can be used at any time to continuously
transmit data. Typical power consumption for IrDA port is 0.5 Watt and the current drain for
Bluetooth is 70 mA [2].

3.1

Increasing power consumption

In laptops the back light is switched oﬀ after a period of in-active keyboard. The back light remains
oﬀ even if a computation is running on the CPU and also data is sent over the IrDA port. This is
an in-active mode with reduced power consumption.
LCD Panel has four Power States [33]. D0 is the on state while D1 and D2 are power conserving
states and D3 is the non-functional state with video image being blank.
The state of the display is controlled by the Video Controller. The power state deﬁnition [33]
has four states and is deﬁned in terms of three components: Back-end, Video controller context
and Video memory content. The main power consumption is due to back-end which is only ‘on’
in D0 state and is oﬀ in all other states (D1, D2 and D3). For power consumption attack, we are
mainly interested in the active state, that is D0.
The controller uses DPMS (Display Power Management Signalling) to control the display.
DPMS is a standard of the VESA consortium and includes On, Standby, Suspend and Shut down
(Oﬀ ).
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For example the power consumption of 13.3 inch TFT active matrix display for a note PC in
the ‘on’ mode is approximately 4.5 Watt [39].
To increase power consumption, the program might try to write a full size black screen hence
while keeping the screen dark, increase the power consumption.
Although the color of a full size black screen is slightly diﬀerent from the screen that is in the
‘sleeping mode’, this is mainly noticeable in a dark room, and if the LCD screen is closed, it cannot
be easily noticed by the user in a well lit room. In darker rooms the light leaking through the space
between the screen and the laptop body could also become noticeable.

3.2

The Attack

A malicious program can be structured such that while executing a large computation and hence
keeping the CPU active, also write or read from the hard disk at a frequency that is required for
keeping the disk active together with sending data over wireless ports. The program must also
ensure that the display remains dark. A sketch of the attack is given in Figure 4.
Blank the screen
Open a large file for reading
Loop Forever
Parbegin
Begin
Perform some computation
End
Begin
Read 512 bytes from the file
Sleep for 10 seconds
End
Begin
Send data over wireless port
End
Begin
Back light on (*1)
Write data to screen (*2)
End
Parend
End Loop

Figure 4: An attack to make the hard disk stay in the active mode. (*1) and (*2) can be used when
they are not noticeable by the user (for example, when the screen panel is closed). The actions
between parbegin and parend are executed in parallel/time-sliced.

4

Conclusions

We described denial of power attack on a range of portable devices. To protect against these attacks
monitoring programs that display the power and memory usage can be used. Such programs allow
the user to monitor unusual CPU activities during seemingly idle periods. Power draining attacks
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on devices can also be implemented by tampering with power management system of the device.
For example the BIOS setup screen in laptops (it can be shown pushing some key when a PC is
starting) has a power management setup, which can enable/disable power saving operation. By
changing the time required for the disk and the display to enter the power saving mode, the power
management functions can be eﬀectively disabled.
The attack can be launched on a wide range of devices, and the damage that it can cause will
depend on the type of the device. While for diskless PDA the attack can cause the data to be lost,
for laptops the attack will only make the computer unavailable. It is not known if this type of
attacks can cause a disk crash.
Denial of power attack on emergency power supplies of computer systems in large organizations
could have disastrous consequences and so protective measures must be carefully used.
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APPENDIX

A

Experiment

Using a digital multimeter, the power consumptions of Palm III C with various operations were
measured. The results obtained are shown in Table 2.
Operation
Oﬀ
On (wait for input)
Beaming to printer
Web access via cradle
LCD backlight on

Current
60µA
12 mA
12 - 67 mA
up to 74 mA
40 - 50 mA

Table 2: Power consumption of Palm III C with various operations.

For the experiment, we used a Palm III C with two AAA batteries and ran a program that
performed repeated multiplications. The power consumption is shown in Figure 8. A lowpass ﬁlter
(Figure 5) was used to remove the high-frequency component of the current.
In Figure 5, let R1 = 1Ω, R2 = R3 = 1000Ω, and Ii and Vi denote the current and voltage
associated with resistor Ri , i = 1, 2, 3, respectively. The current drain of the Palm is It , and the
voltage drop between 1 and 2 in Figure 5 is Vt . The equivalent resistance Rt , is calculated as
1
1
1 (R2 +R3 )
) = R
Rt = 1/( R11 + R2 +R
R1 +R2 +R3 . We have R2 = R3 and so V2 = V3 . Moreover V3 = 2 Vt =
3
1
1 R1 (R2 +R3 )
2 It Rt = 2 It R1 +R2 +R3 and
1+1000+1000
1000+1000 = 1.0005 mA.

1 +R2 +R3
so It = 2V3 R
R1 (R2 +R3 ) . With V3 = 1 mV we have It = 2 × 0.001 ×
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Figure 5: Measurement of current consumed by Palm III C

Figure 6: Power consumption of Palm : Power switch oﬀ. [Voltage measurement between point 3
and 4 in Figure 5, scale : 10 mV 200 ms]

Figure 7: Power consumption of Palm : Power switch oﬀ. Zoom on the spike with LPF [Voltage
measurement between point 3 and 4 in Figure 5, scale : 10 mV 10 ms] (left) and the spike without
LPF [voltage between 1 and 2 in Figure 5, scale : 10 mV 10 ms] (right).

B

Power Consumption of Hard Disk in a Laptop

The power consumption in hard disks depends on the size and model. For example, the power
consumption of Toshiba 2.5 inch hard disks [55] is shown in Table 3.
The maximum power used by the hard disk is when the disk is in the ‘seek’ or ‘read/write’
mode.
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Figure 8: Power consumption of Palm : Choosing menu on LCD [Voltage measurement between
point 3 and 4 in Figure 5, scale : 10 mV 1 s] (left) and running a program which uses IrDA [voltage
between 3 and 4 in Figure 5, scale : 10 mV 1 s] (right).

Figure 9: Power consumption of Palm : Running a program which executes 100 multiplications
together with screen updates [Voltage measurement between point 3 and 4 in Figure 5, scale : 10
mV 1 s] (left) and running a program which executes multiplications without screen updates [Voltage
measurement between point 3 and 4 in Figure 5, scale : 10 mV 1 s] (right).
Model
Capacity
Start up
Seek time
R/W time
Idle
Standby
Sleep

MK4018GAS
40GB
2.7W
2.6W
2.3W
0.7W
0.25W
0.1W

MK2018GAS
20GB
2.7W
2.6W
2.3W
0.7W
0.25W
0.1W

MK4018GAP
40GB
2.7W
2.45W
2.25W
0.8W
0.25W
0.1W

MK2018GAP
20GB
2.7W
2.45W
2.25W
0.8W
0.25W
0.1W

Table 3: Toshiba 2.5 inch Hard Disk Speciﬁcation

C

Power Consumption of Laptops

The following table shows the power consumptions of laptops.
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Model
Compaq Evo
Notebook N200
Sony VAIO SR
Toshiba DynaBook
Satellite 6000
IBM ThinkPad 760

Consumption
approx 50 Watt
(max) [9]
34 Watt [47]
approx 75 Watt
(max) [54]
35 Watt (max) [23]

Table 4: Power consumption of laptops.
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ABSTRACT
This paper deals with a portion of the proliferation of standards associated with information assurance. It
briefly discusses standards in general and three models of certification. It does not propose nor evaluate
information assurance standards per se. It examines in detail the various standards for certification of
individuals and of training. It proposes establishing international cooperation in security training by creating
concentrations beyond current individual certification models, faculty and curriculum exchange as well as
cooperation in coordinating curriculum content. Australia and the United States working together make an
ideal team to develop a set of interoperable information security training standards.
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INTRODUCTION
This paper is an element of a larger paper in a series of dealing with the concept of standards
applicable in information assurance. It focuses on standards for awareness, training and education and
the certification of information security professionals. It forms the basis for a call to action and
cooperation on an international basis.
Certification
Certification takes many forms; it may be an endorsement that an individual has met certain
requirements1. Alternatively, it may be a declaration that quality of a product is guaranteed2. It may
also be used to allow an entity or individual to operate in a regulated knowledge space3. In all cases,
certification requires an agreed upon, measurable standard.
Establishing Standards
To certify something, there must be some standard that is compared to against. For example, the meter
was originally defined as one ten-millionth part of the quadrant of the earth. This abstract standard had
to be instantiated as a platinum bar with a rectangular cross section and polished parallel ends. There
have been many changes in the standard – now the meter is defined as the length of the path travelled
by light in vacuum during a time interval of 1/299,792,458 of a second. The goal of these changes was
not only to improve the precision of the definition, but also to change its actual length as little as
possible [NIST, 2003].
The first step in establishing a standard for anything is to determine if there is an existing standard in
the area identified through trade associations, government agencies, and standards developing
organizations. (Of course, had this been done, the metric system might have died and we would
measure items with barley corns)

1

In this sense, it would be authoritatively endorsed as having met certain requirements; “a certified public
accountant” (chartered accountant)

2

having a specified quality’ e.g. “certified milk”

3

holding appropriate documentation and officially on record as qualified to perform a specified function
“a registered hospital” or practice a specified skill; “a registered pharmacist”
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It takes only a cursory examination of the information security and information assurance literature to
find that there are many standards associated with this discipline4. The plethora of standards leads to
duplication of effort and parallel standardization activities cause confusion and drain the resources of
stakeholders participating in the standards development process. In fact, there may be no logical plural
of the word standard. If there are two asserted standards for the same element in the same dimension,
only one can be authoritative..
Australia and the United states both have a rich history in the development of standards. For example,
Standards Australia, founded in 1922 as the Australian Commonwealth Engineering Standards
Association points out that standards drive safety, interchangeability, economic efficiency, quality,
reliability.
In an informatics driven world, standards are critical. Standards promote ordered, predictable
behaviour. In addition, standards give a frame of reference for communicating about complex systems.
The ISO/OSI Network Model for network protocols is but one example of a critical, internationally
established standard.
Standards and interoperability
There are already authoritative standards for many aspects of information security and information
assurance. Most of these standards are internationally accepted and vetted for practical reasons.
Networks would not function unless users at both ends had agreed to use the same standard. In
information assurance, it is obvious that if there were two distinct standards for DES that were not
interoperable, DES would fail to function. When obvious economic interests attach, it is trivial to
establish standards.
On the other hand, when intangible benefits such as quality are involved the creation of standards
becomes more difficult. With no applicable objective measures, agreement must be made on
subjective judgments by an agreed upon group of experts.
The Model
For most systems, there are three approaches to certification. One may certify:
x

components,

x

an entire system, or

x

individuals working with the system

In critical systems, all three approaches to certification are important. The aviation industry is a prime
example of a critical system certification process. Every part of the aircraft from the bolts and rivets to
the navigational instruments are tested and certified as products. Even these certified parts may not be
assembled or installed on an aircraft unless everyone involved is tested, certified, and licensed by the
government. Finally the aircraft is tested a whole before the first passenger is allowed aboard.
STANDARDS FOR CERTIFICATION
In computer security there is an emerging set of standards associated with certification of systems and
professionals. Standards for certification are evolving in components of systems (products), complete
systems, and individuals. Correctly implemented, these three types of certification can interact to
provide assurable systems.

4

An example is from Japan (Network Qualification Examination for Chief Telecommunications
Engineers; Network Information Security Manager (NISM); IT Security Administrator Examination;
Qualification Test for Chief Evaluator of Security Target ; and Information Security Management System
Auditor http://www.isms.jipdec.jp/en/). Others from around the world are Common Criteria, BS7799,
ISO 17799, MCSE, Cisco CCIE, TICSA, CompTIA Security+, GIAC, and CISSP.
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Certification of Systems Components
The Common Criteria [CC, 2003] is a standard for evaluation of IT security. It was developed by
merging many certification standards (oxymoron) into an internationally recognized method for
certifying information security products. It combined elements from the European Union, Canada,
France, Germany, the Netherlands, United Kingdom, and the United States.
The European Union contribution was derived from the Information Technology Security Evaluation
Criteria (ITSEC) version 1.2 was published in 1991 by the European Commission. It was assembled
from a joint development project by France, Germany, the Netherlands, and the United Kingdom. The
input from Canada was drawn from Canadian Trusted Computer Product Evaluation Criteria
(CTCPEC) version 3.0 was published in 1993 as a combination of the ITSEC and TCSEC approaches.
In the United States, the draft Federal Criteria for Information Technology Security (FC) version 1.0
was published in early 1993, as a second approach to combining North American and European
concepts for evaluation criteria.
Certification of Complete Systems
Two examples of standards for certification of complete systems are ISO 17799 and certification and
accreditation using the DITSCAP [DITSCAP, 2003]. These two approaches are not exclusive.
The first is exemplified by ISO IEC 17799:2000 [ISO 1779,2003] which was established “to give
recommendations for information security management for use by those who are responsible for
initiating, implementing, or monitoring security in their organization. It is intended to provide a
common basis for developing organizational security standards and effective security management
practices and to provide confidence in inter-organizational dealings”. BS 7799 Part 2:2002 [BS 7799,
2003] is a complimentary standard that defines the specification for an Information Security
Management System (ISMS). The scope of any ISMS includes people, processes, IT systems, and
policies.
Another approach to certification standards is that taken by the U.S. Government and codified in the
DITSCAP [DISA, 2003]. The standard specifies how policy is implemented, responsibilities are
assigned, and prescribes procedures under reference for Certification and Accreditation (C&A) of
information technology (IT), including automated information systems, networks, and sites in the
Department of Defense. It requires that critical systems be officially certified (accredited). During the
accreditation process the manager responsible for the functions performed by the system is apprised of
the residual risk that he then may accept or reject.
The certifier performs a comprehensive multi-disciplined assessment of the technical and nontechnical security features and other safeguards of an Information System in its final configuration.
Certification of Individuals
Despite good components, good systems cannot be built without qualified individuals. The
individuals’ performance is measured against a predetermined set of KSAs (Knowledge, Skill, and
Ability)5 Determining the qualifications of individuals is done by testing and certification results from
comparing performance to pre-established criteria6.
Fifteen years ago, there was no standard for KSAs associated with security professionals. This lack of
standards became a pressing issue for many people. The lack of a certification mechanism means that
both public and private sector employers have no benchmark against which to measure prospective
employees.
5

Knowledge is a body of information usually of a factual or procedural nature which is required for the
successful performance of the duties of the position and which is applied directly to the performance of
one or more major functions. Skill refers to a demonstrated, observable, measurable performance of a
specific operation in a proficient manner. Examples include skill in typing or skill in motor vehicle
operation. Ability refers to the competence to perform an observable activity or behaviour that results in
an observable product. Examples include the ability to analyse, evaluate, communicate, formulate, etc

6

A professional credential is a reliable token trust associated with people. It makes it easier for the buyers
and sellers of knowledge, skill, and ability to make a bargain. If they are to be useful, they must be
reliable, must measure the right things, and be measured against a standard.
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Importance of individual certification
Now that all economies are all immersed in and rely upon information infrastructures, the need for
infrastructure protection professionals emerged as a critical national need. In the United States, a
recent Presidential commission concluded that, “The interdependent nature of the critical
infrastructures and their collective dependence on the information and communications infrastructure
have created new assurance challenges that can only be met by partnerships between owners, and
operators and government at all levels.” [GAO-1 1997] These report points imply an issue that
information assurance, as are so many technology-based fields of study, is interdisciplinary in nature.
Uniformity
The above finding adds to an earlier study which discovered that, ‘uniformity in skills and knowledge
taught security professionals is needed to ensure the quality of work, but also to foster a common
understanding and implementation of security policies and procedures.”[Govt 1994] The crux of the
problem is that no economy has a corps of information assurance professionals defined, trained,
certified, and in place to provide protective measures for critical information systems.
To protect these critical systems information security professionals in all economies must be able to
develop, implement and maintain systems which are safe and secure from external (and internal)
threats, ensuring the integrity of data, privacy of users and continuity of service. Additionally these
professionals must be able to support law enforcement detection, evidence collection, and prosecution
efforts.
History – The USA Experience
In 1987, PL 100-235 [GOVT 1987] was passed by Congress and signed into law. The intent was to
improve the security and privacy of sensitive information in Federal computer systems is in the public
interest. It required the creation of a means for establishing minimum acceptable security practices for
such systems, {standards} without limiting the scope of security measures already planned or in use.
Part of the implementation included require mandatory periodic training {certification was not
specified} for all persons involved in management, use, or operation of Federal computer systems that
contain sensitive information.
Developing Requirements
In 1993, the NSTISSC7 is a policy group composed of 21-member organization and 11-observers from
across the federal government. The NSTISSC recognized training and education as a cost effective
counter measure.
Education, training, and awareness are countermeasures that effectively reduce exposure to a variety
of known risks. In order to achieve this end, it is essential to have a federal work force that is aware of,
and educated about, the problems of information systems security (INFOSEC).
In the early ‘90s they had directed the chairman of the training and education subcommittee to develop
appropriate standards for INFOSEC. The chair chartered a research program (eDACUM – SDSC) to
support the NSTISSC. Additionally, in 1997 the President’s Commission on Critical Infrastructure
Protection called for:
–”NIST, NSA, and the U.S. Department of Education work in collaboration with the private sector to
develop programs for education and training of information assurance specialists and for the
continuing education as technologies change. This effort should also support “training the trainers” to
provide an adequate cadre of qualified instructors to teach technician” [GAO-2 1997]
Government activity led to various agencies asking three fundamental questions. The first was, ‘Is
there a demand from employers for certified security professionals? In the late 80’s and early 90’s
NIST and NSA held a series of workshops to determine the certification needs. These led to the early
eDACUM work discussed later. In 1996, at the first meeting of the Colloquium for Information
Systems Security Education (CISSE), an international group of individuals from Government,
Industry and Academia re affirmed this conclusion.

7

National Security Telecommunications and Information Systems Security Committee (NSTISSC) is a
policy group composed of 21-member organization and 11 observers from across the federal government.
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In 1997, CISSE was asked to confirm a need for security coursework accredited to professional
standards. Concurrently the NSA/ISSO organization established an innovative program to create the
Centers of Academic Excellence program (CAE) and the Information Assurance Courseware
Evaluation Process of the National INFOSEC Education & Training Program (NIETP( [ISSO-2,
2003]. The standards used in these programs are derived from the eDACUM research started in the
late ‘80s.
Finally, in 1999 and 2000 CISSE was asked by the White House to determine the implications of
continuing not to certify security personnel [Schou 2001]. The report pointed out that there was not
only a national but also an international shortage of appropriate personnel. The report indicated
national certification was not needed; however, private sector certifications combined with the CAE
program could meet the need. In the United States the there is additional discussion due to confusion
between certification and licensure8. There are few federal licenses. They are generally restricted to
areas of safety (aviation industry, radio operations, and maritime industry are examples).
Implementations
In the United States, there were several certification implementation efforts by both the government
and private sector. The government and early private sector standards were all derived from the body
of eDACUM research performed at Idaho State University. The unified starting point made alignment
of standards easier. The focus of the information security standards for individuals in the United States
was through professionalization.
“What constitutes a professional in a given field?” Very often the answer revolves around a
supposition that all a person needs to exhibit the qualities of a professional is to perform job tasks and
duties in a proficient fashion. That myopic view fails to take into account the manner in which a
person delivers his/her services to clients and management. Thus, any discussion of
“professionalization” must address the cognitive, psychomotor and the affective domains of operation.
All economies have come to rely on certified professionals as essential to the daily operations and
safety on our lives. The air traffic controllers who safely guide our aircraft, the nuclear power plant
operators who safely and securely prevent catastrophic reactions are examples of professionals who
have direct and beneficial impact on our lives. Another class of professionals that should be certified
are those who design and manage our critical information infrastructure.
Professionalization – inferred or conferred.
A simple approach to information security would be to declare that all that is needed for protection of
critical information systems is personnel trained in the use of best practice protection technologies and
policies. However, 1995 editorial on professionalization by David Bernstein published in Secure
Computing pointed out three organizations (ISC2, ICCP, and ISACA) that provide certification. [SC,
1990] The problem is that these attempts were not derived from a uniform set of training standards;
therefore, there is no inter-comparability – no standard. If, in fact any economy could point to a
uniform set of training standards for information assurance professionals, and could identify personnel
trained to those standards; there would be de-facto professionals.
This approach to professionalization is “inferred” professionalization. Inferred professionalization is
precisely what we often confuse with “certification” (i.e., pass the course and get the patch). Industry
and government do indeed need certified information assurance specialists to operate and maintain our
critical information systems. Professional certification is not the needed end state in this arena.
Conferred professionalization assures an individual is not just competent but actually fully equipped to
practice in a discipline, the individual is judged “ready” by recognized practitioners in that field. This
process of professionalization is typically structured in one of two fashions; stand-alone and integrated
professionalization. There are merits to both approaches. The stand-alone approach to
professionalization is most often employed in producing generalists. An integrated professionalization

8

There are many learned professions. They include those of religious cleric, medicine, law, music,
teaching, and accounting. Some of these are licensed professions. For example, medicine, law,
engineering, and public accounting are licensed by the states but not by the federal government. Not all
licensed workers are professionals; not all professionals are licensed.
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program allows for professionalization within an established field, with a concentration in a related or
sub discipline.
Conferred Professionals
Professionals of this type must have sufficient experience to ensure that they can apply the education
and training associated with a defined set of KSAs. Knowledge of the KSAs may be determined
through examination and testing. Furthermore, they must demonstrate intellectual rigor and discipline
by maintaining currency in the discipline. Above all, they must accept and adhere to an ethical code
and precedents
The integrated approach to professionalization is most often seen in programs producing personnel
deeply rooted in the knowledge and practices of a specific aspect of a discipline (i.e. specialists). In
the information assurance arena, the most common program to date using the integrated approach can
be found in computer science and information systems professionalization programs with a
concentration in information security (or information assurance).
Government Implementation
Over time, three approaches were taken to solve the problem. The first was an effort from the federal
government to determine what the awareness, training, and education standards that would satisfy the
requirements of PL 100-235.
NSA. NSTISSC efforts
The NSTISSC chartered research resulted in a series of studies referred to as eDACUMs [ISSO-1,
2003]. These studies, promulgated by the NSTISSC, determined the training requirement s for the
following areas.
x NSTISSI No. 4011 - National Training Standard for Information Systems Security (INFOSEC)
Professionals, dated 20 June 1994 (Under update 2003)
x NSTISSI No. 4012 - National Training Standard for Designated Approving Authority (DAA),
dated August 1997 (Under update 2003)
x NSTISSI No. 4013 - National Training Standard for System Administration in Information
Systems Security, dated August 1997 (Under update 2003)
x NSTISSI No. 4014 - National Training Standard for Information Systems Security Officers (ISSO),
dated August 1997 (Under update 2003)
x NSTISSI No. 4015 - National Training Standard for Systems Certifiers, dated December 2000
National Institute of Standards (NIST)
The same body of KSAs developed in the eDACUM process was used by NIST to create NIST Special
Publication 800-16, Information Technology Security Training Requirements – A Role and
Performance-Based Model. This document is designed as a training standard for non-sensitive systems
and focuses on job functions, or roles and responsibilities specific to individuals, not job titles, and
recognizes that individuals have unique backgrounds, and therefore, different levels of understanding.
National Centers of Academic Excellence (CAE)
Despite these efforts, the federal government recognized that the training had to start earlier than the
first federal job. A proactive, innovative program, spurred by the growing demand for professionals
with Information Assurance expertise in various disciplines, was established by the NIETP (National
INFOSEC Education and Training Program). The NIATP Centers for Academic Excellence have
become focal points for recruiting and create a climate to encourage independent research in
Information Assurance. The CAE program certifies academic programs not individual.
To become a CAE schools must teach the elements from the NSTISSI No. 4011 and meet other
standards in terms of quality of program and research. These programs are vetted by NIETP, the
schools that qualify as CAEs may compete for the National Science Foundation Scholarship for
Service Program.
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Private Sector Implementation
In parallel with the development of the various government initiatives, the private sector was moving
forward. In 1989, several programs existed to create standards for the knowledge and experience
required for computer security practitioners. The Certified Information Systems Auditor (CISA) and
Institute for Certification of Computer Professionals (ICCP) programs include some questions
designed to test and evaluate the general knowledge of the computer auditor, information systems
manager, programmer, or analyst in the field of computer security. This knowledge is essential to
those practitioners in fulfilling their responsibilities; however, they are seldom the individuals
assigned the full time responsibility for computer security. These programs did not address
information security as the primary objective.
Information security includes many specialized knowledge sets that are not required for a more
generalized certification program. Examples of these include trusted computer concepts, access
controls, encryption, and contingency planning concepts. In addition, because information systems
security requires a direct linkage with other business areas, a program that specializes in information
security must address related topics such as records management, building design, and financial
controls.
A group of stakeholders came together to examine the problem of certification of knowledge. These
stakeholders formed a consortium of the following groups: (Listed alphabetically)
x

Canadian Information Processing Society (CIPS);

x

Computer Security Institute (CSI);

x

Data Processing Management Association Special Interest Group for Certified Professionals
(DPMA SIG-CP);

x

Data Processing Management Association Special Interest Group for Computer Security
(DPMA SIG-CS);

x

Idaho State University (ISU);

x

Information Systems Security Association (ISSA); and

x

International Federation for Information Processing (IFIP)

Origins of (ISC)2
The oldest professional certification in information security emerged from this consortium. The
purpose of this consortium was to create a certification linked to the competencies would demonstrate
that the prospective employee was skilled to a certain level in a certain range of areas. Initially this
consortium focused on the professional and the enduring knowledge required of all professionals in
the field. These enduring knowledge items became the Common Body of Knowledge used by the
(ISC)2.
Professional Certification
Certification as a professional is based on a Common Body of Knowledge (CBK) defined as the
collection of professional and habitual knowledge that is shared by information system security
professionals.
By definition, professionals share a body of knowledge used in their work and in communication with
others in their field. This knowledge is part of the definition of the profession. The existence of such
knowledge is essential but not sufficient for the existence of the profession: without such a shared
body of knowledge, no profession can be said to exist.
For purposes of establishing a standard, the body of knowledge excludes that knowledge which is
shared with and expected of colleagues in associated fields but not of each other. Therefore CBK
excludes that knowledge which is expected of information technology or management colleagues but
do not expect of one another.
In addition, the CBK excludes all special knowledge, i.e., information that is difficult or not usually
committed to memory and which has a short life and it excludes all product or technology specific
knowledge. These may be verified by other means or by specialized testing.
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In summary, the CBK is a compilation and distillation of all security information collected
internationally and of relevance to information security [IS] professionals.
With no industry standards for such knowledge, (ISC)2 was formed, in part, to aggregate, standardize
and maintain such information. Certified individuals must have a working knowledge of all ten
domains of the CBK:
x
Security Management Practices
x
Security Architecture and Models
x
Access Control Systems & Methodology
x
Application Development Security
x
Operations Security
x
Physical Security
x
Cryptography
x
Telecommunications, Network, & Internet Security
x
Business Continuity Planning
x
Law, Investigations, & Ethics
This certification originally focused on knowledge, required acceptance of a code of ethics, and
required extensive experience. Although it still has an experience requirement and the code of ethics,
the testing is being expanded to include more skill and ability testing. There is a continuing education
requirement to maintain one’s professional certification. Due to its experience requirement, this
professional certification is an example of conferred certification.
Certification in Related areas
Many organizations have developed testing in other areas and with different foci. ICCP, and ISACA
for example focuses on the important tasks associated with Information Systems Audit and Control
while ICCP (Institute for Certification of Computing Professionals) is a broader certification dealing
with a broader set of IT issues9.
Newer certifications
There are several entry-level practitioner certifications CompTIA Security+, SANS GSEC, ISC2
SSCP, TruSecure TICSA, and SCP SCNA these tend to focus on system specific items or have a high
rate of change. In a recent eDACUM, dealing with the KSAs for the systems administrator, the
participants decided that the national training standard should not focus on these transient items but
rather on the more enduring principles – low frequency of change10. This is not to say that a second
body of knowledge that is identified as high frequency of change is unimportant; it is an operational
issue.
The SANS Institute GIAC (Global Information Assurance Certification) was established in 1999 in to
validate the skills of security professionals. It provides assurance that a certified individual holds the
appropriate level of knowledge and skill necessary for a practitioner in key areas of information

9

In 1973, the ICCP was initiated on the base of the DPMA CDP program, after which the ICCP developed
the CCP (Certified Computer Programmer). In 1985, ASM amalgamated their CSP (Certified Systems
Professional) with the ICCP, at which time the ICCP developed the Recertification Program for all active
members. In 1986, the ACP (Associate Computing Professional) was developed to assist student
members, new college graduates, and new entrants in the field of Information Technology, achieve
professional certification. In fighting against the tide of spaghetti certifications in the 1990’s, the ICCP
consolidated into a single designator, CCP (Certified Computing Professional), while protecting the
rights of CDP, CCP (former), and CSP holders. [ICCP 2003-10-11] (http://www.iccp.org/)

10

Many platform or organization specific security features/procedures are ephemeral and should be defined
by the agency, service, or organization employing the systems administrator. … [A] list of knowledge
items, contributed by a consortium of public/private sector interests, has been identified as highfrequency-of-change and is an example of constantly evolving best practices at the moment.
Organizations should establish mechanisms to fold these types of items into their training
implementations. They should be considered as ancillary to the primary training standard. NCSSI 4013
Draft 2003.
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assurance. Since it deals with transient knowledge, the certification expires and an individual must retake the examination.
INTERNATIONALIZING AND MERGING THE STANDARDS
If we are to internationalize and merge the standards to create a single one that reflects the needs of
many diverse economies, we must engage all relevant stakeholders in the process. This would ensure
that certification undertaken for the right reasons and that it would be accepted both in industry and
government.
In a world dominated by interrelated information and communications systems, interoperability
among security professionals from all economies is imperative. In the United States, the professional
training standards for sensitive systems, other government systems, and the private sector are all
derived from the same set of eDACUM KSAs, to some extent the training is interoperable. At the
entry level, the standards used to recognize the Centers of Academic Excellence (CAEs) are from the
same source. Information technology students with specialization in information security have the
same background and therefore are able to work together more easily.
Linking Professional Certification to Academia
Recently (ISC)2 has announced an Associate of (ISC)2 program to support individuals who pass the
Certified Information Systems Security Professional (CISSP) or Systems Security Certified
Practitioner (SSCP) exams without the experience required for certification. When the individual
passes either examination, the Associate of (ISC)2 possess an independent and objective measure of
competence and be introduced to the rigors and ethics of the profession through their association with
the consortium.
This year, (ISC)2 is, on an experimental basis, allowing individuals who graduate from specified CAE
schools to sit their professional examination upon graduation. Should they pass, they are still not
designated as professionals; however, they have demonstrated the knowledge, that when tempered
with appropriate experience, will allow them to enter the ranks of the profession. This model could be
used as a basis for establishing standards for an international program for academia.
What actions should be taken?

ACTION
In such a rapidly changing field, action is more important than conclusion. Rather than a classic set of
conclusions, it is more important to recognize this as the beginning; the beginning of an internationally

accepted set of principles for certification of information assurance professionals that can build on the
work already done in Australia and the United States in both the pubic and private sector.
x
Based on previously defined work, professionals should implement training standards that
expand current professional certifications.
o
When one examines the CBK and the KSA lists, there are few ‘economy specific’
items. Therefore, encourage certification organizations to develop concentrations that examine the
differenced introduced by specific economies.
o
An obvious area of effort would be the law and legal issues. Although Australia
and the United States share a common heritage of Common Law, the understanding of the differences
is critical to interoperability of security professionals.
x
Work with a certifying organization, e.g., (ISC)2 to implement a sample concentration for
different economies.
x
Develop an academic cooperative to articulate interchange of course materials and students.
Two examples are http://apec.isu.edu and http://niatec.info
x

Implement an analog of the EU Erasmus/Socrates initiative.

o
Part of that initiative was to develop and organize a joint summer school with the
title “Security in the Information Society”
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o
It was to address 30 students from participating departments on levels late BSc, or
early MSc (or equivalent) in computer science, law and business administration (or equivalent)
accounting for approximately 10-15 ECTS(EU), one full unit(UK), 6 credits (US standard).
x
Use the university resources of the respective economies to work cooperatively to build a
security curriculum that one could use to identify International Centers of Academic Excellence
(ICAE).
x

Implement a pilot on a sponsored NGO basis.

OBJECTIVE
As we move forward toward education and training standards, we must never lose sight that
information assurance is, in fact, a multidisciplinary experience. J.S Mill made the following
observation about the nature of education:
“Men are men before they are lawyers, or physicians, or merchants, or manufacturers; and if you make
them capable and sensible men, they will make themselves capable and sensible lawyers or physicians.
What professional men should carry away with them from an University, is not professional
knowledge, but that which should direct the use of their professional knowledge, and bring the light of
general culture to illuminate the technicalities of a special pursuit. Men may be competent lawyers
without general education, but it depends on general education to make them philosophic lawyers –
who demand, and are capable of apprehending, principles, instead of merely cramming their memory
with details. And so of all other useful pursuits, mechanical included. Education makes a man a more
intelligent shoemaker, if that be his occupation, but not by teaching him how to make shoes; it does so
by the mental exercise it gives, and the habits it impresses.” – J. S. Mill, Inaugural Address at St.
Andrews, 1867. [Cahn, 1997]
As information assurance professionals we should stimulate and challenge the educational community
to make more intelligent users otherwise we will constantly fail to meet our responsibility of
protecting the information infrastructure.
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ABSTRACT
The revolution in military affairs brought about by the increasing adoption over the last twenty years of
information technology has resulted in the emergence of a new paradigm for war known as Information
Warfare. One of the more futuristic aspects of Information Warfare, Cyberwar, offers some unique advantages
to the military campaign, but there has yet to emerge publicly any significant doctrine for operations in this
area. This paper proposes a process for location of a desired cyber-target, involving acquisition and
identification of all potential targets followed by determination of the most suitable target. The aims, processes
and challenges of the target acquisition and identification phase of a cyberwar operation are discussed.
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INTRODUCTION
Choi (2001) states that the idea of a contemporary Revolution in Military Affairs (RMA) was first
suggested by Marshal N.V. Orgakov in the early 1980s, when he recognised that, should an adversary
detect Soviet armoured vehicles from a distance of some hundreds of miles, the adversary could
launch stand-off missile strikes and destroy the armour within 30 minutes without the need for any
force confrontation. He saw that this ability of long range sensors and the responsiveness of stand-off
weapons was possible through the use of information technology. However, because of its belief in
older technologies, the concept of a Military Technological Revolution did not enter at that time into
Soviet military doctrine.
The concept was, however, adopted by the US Department of Defense’s Office of Net Assessments,
and the Gulf War in 1991 provided the opportunity to see the effectiveness of some of the concepts in
action (Cohen 1995). The ability to use long range cruise missiles with pin-point accuracy was a
defining characteristic of that war and in many ways has come to exemplify the information warfare
paradigm. It has become clear that this was not just the use of a new weapon, but a turning point in
the history of warfare as significant as and with many similarities to the emergence of air power and
nuclear weapons (Krepinevich 1992). Prior to the 1991 Gulf War, few people believed that it would
be possible to destroy a major command and control centre in the middle of a densely populated city
with minimal civilian casualties.
A second phase of this revolution, currently underway, involves the fusion of previously independent
systems into what is variously known as a system of systems (Owen 1996) or strategic integrated
picture (NDIA 2001). Owen describes the systems in three categories: Information, Surveillance, and
Reconnaissance (ISR); Command, Control, Computer, Communication and Information (C4I); and
Precision Force. He contends that by fusing two systems the result will be substantially more effective
than the sum of the individual systems. Thus the concepts of Dominant Battlespace Awareness
(Libicki et al 1995) and Information Superiority () can be achieved by fusing ISR with C4I. The
integration of all three will provide a system of systems and the result will be a tremendous force
multiplier. Even in its embryonic stage, this is currently one of the most effective developments in
military systems.
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Libicki (1995) has proposed a definition of Information Warfare which involves seven forms:
command-and-control (C2W), intelligence-based warfare (IBW), electronic warfare (EW),
psychological warfare (PSYW), hacker (or syntactic) warfare, economic information warfare (EIW),
and cyberwarfare. The first six are well known if unconventional forms of warfare; cyberwarfare is
little known and is yet to develop as an overt and significant form of warfare. When it does, and it
will to some extent, then it will constitute the third phase of the revolution in military affairs.
Libicki proposes the following subcategories of cyberwarfare - information terrorism, semantic attack,
simula-warfare, and Gibson-warfare. While simula- and Gibson-warfare may be, as Libicki suggests,
futuristic, the Eligible Receiver exercise run in 1998 proved conclusively that US military systems
were vulnerable to hacker and cyber warfare attacks (Kyle 1998). This was further confirmed by the
Solar Sunrise operation in which the Israeli hacker, Ehud Tenenbaum, breached security in a number
of military systems (Solar Sunrise 1998).
AIM
This paper focuses on the two Libicki forms of information warfare involving attacks on computer
systems through network connections: syntactic attack, which affects bit movement; and semantic
attack, in which the target system seems to operating correctly but its data and/or programs have in
fact been subverted. Both forms of attack require the same preplanning or early operational activity
required in target acquisition and identification, and must consider them in the context of an offensive
information operation which may be mounted in support of a wider military campaign. This, rather
than the wider Libicki definition, will be referred to for the remainder of this paper as Cyberwar and,
in line with US doctrinal publications (JP3-13 1998), the operations themselves will be referred to as
Computer Network Attack (CNA).
CNA DOCTRINE
Little detail has been published on the tactical processes of CNA. There are many Information
Warfare doctrinal publications (JP3-13 1998, AFDD2-5 1998, FM100-6 1996) but these fall short of
providing systemic solutions. For example, JP3-13 states that
“in order to efficiently attack an adversary’s information and information systems it is necessary to be
able to do the following:
- Understand the adversary’s…perspective and how it may be influenced by IO
- Establish IO objectives
- Identify information systems value, use, flow of information, and vulnerabilities
- Identify targets that can help achieve IO objectives
- Determine the target set
- Determine the most effective capabilities for affecting the vulnerable portion of the targeted
information or information systems
- Predict the consequences of employing specific capabilities with a predetermined level of confidence
- Obtain necessary approval to employ IO
- Identify intelligence and combat information feedback necessary to support assessment
- Integrate, coordinate, and implement IO
- Evaluate outcome of the specific IO to the predetermined level of confidence
The question of how to establish a system to identify targets that can help achieve IO objectives and
determine the target set is not provided, although the publication does state that a classified
supplement provides more details - possibly in this area. Neither the USAF’s doctrine (AFDD2-5
1998) nor the Army Field Manual (FM100-6 1996) provide guidance on CNA. Peifer (1997) reviews
doctrine relevant to the USAF and concludes that doctrine currently does not clearly state how
information superiority and national objectives will be accomplished through IO but indicates that
there are many classified works on the subject of information warfare and information operations …
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Okello et al (1996) noted that information warfare is in a nascent state, lacking the body of definitive
policy and doctrine drawn from experience which characterises other more mature forms of warfare.
While there is an increasing level of experience with various aspects of information warfare, it is
unclear to what extent this extends to cyberwar. Okello et al describe the Operational Architectures
Model of information systems which can be used to analyse the vulnerabilities in an adversary’s
critical nodes, and propose a five-step approach to information warfare campaign planning, including
but not restricted to cyberwar, of survey, assess, command, control, and execute. The survey function
covers the seven traditional military information sources: imagery, human, signals, telemetry,
technical, counter-intelligence, and open source. Okello et al also note that hacking is a nontraditional method that may be used for survey, but provide no further detail.
The conduct of cyber attack can take place through any network, as long as the attacker has access to
the same network that is hosting the target. This may be via a wireless connection, by gaining access
to a local area network, or more remotely through a wide area network. Hacking tools are readily
available across the Internet, but these cannot be considered in any way to be acceptable for military
use. Conversely, while the Industrial-Military complex may well in the future produce professional
cyber-weapons, there are none currently known to be available and, as a consequence, two foundation
activities must be undertaken by any agency wishing to embrace CNA as part of the war campaign: IO
Weapons Research and Network Mapping. Without these foundations, the agency will have neither
the targeting information nor the weapons with which to conduct CNA.
This paper proposes a process by which the CNA elements of target acquisition and identification can
be conducted across a network (Figure 1). The process has not yet been extended into the conduct of
operations.

Weapon
Selection

IO Weapon
R&D

Ready to seek
CNA authorisation

Target
Probing

Mapping the
Network

continuous

Operation
Specific Search

operation specific
Figure 1: The Target Acquisition and Identification Process

The preparation phase will involve a cyber-reconnaissance process, that of mapping the target
network. This could be the Internet, or it could be an adversary’s own global network such as the
proposed US Global Information Grid (JP3-13 1998). Mapping is the process in which the whole
network name space is searched and the identity of all connected hosts recorded. This is a continuous
process as new hosts will typically appear and disappear from the network - for the Internet this
happens at a rapid rate - and hosts may at any time move to new network addresses.

317

M.L. Shore

Network mapping is not a definitive process and there are a number of issues which make
identification either probabilistic or impossible, and which need to be taken into account prior to
conducting CNA. The proposed process of network mapping involves an initial high level
reconnaissance followed, when an operation is initiated, by a specific search of the network subspace
in order to locate and identify the set of potential targets. One these have been identified, each will
need to be probed to determine its architecture and hence susceptibility to specific offensive IO
techniques.
It may not be necessary to follow each stage of this process. Indeed, as discussed in the Army IO
Doctrine (FM 100-6 1996), it is possible to obtain information [including computer addresses and
architectural details] from personnel, technical means, intelligence collection systems, tactical
reporting and a variety of other sources. Such information may allow the immediate selection of IO
weapons. Also, the ongoing network mapping process may provide sufficient details of a target prior
to the operation commencing and thus allow pre-selection of the IO weapon.
IO WEAPON R&D
The preparation phase involves IO weapon research and development, preparing weapons for the
variety of target architectures known or expected to be encountered. This is a continuous process as
manufacturers release new operating and application systems at regular intervals, and targets may
upgrade their systems or apply service packs and patches to counter known vulnerabilities. In addition,
new targets will appear from time to time with new system architectures. New IO weapons need to be
produced in response. Once the target has been identified and its architecture determined to an
appropriate level of detail, a weapon which is suitable for this target can be selected. If an appropriate
weapon is not available when required, a feedback loop from the weapon selection process will be
required to provide for R&D tasking specific to a target.
There are three approaches to IW Weapons Research, all of which result in a common second, third
and fourth stage. The strategy for IW weapons research is shown in the following figure.

Develop
R&D Tools

Reverse
Engineer

Diagnose for
exploitation

Locate
Vulnerability

Integrate
with launcher

Penetration
Testing

Figure 2: IW Weapons Research Strategy
Developing R&D tools involves formulating techniques which can automatically identify
vulnerabilities and implementing these techniques as tools. Tools are also required for assisting with
other stages of IW weapons research, such as tools for capturing and generating IP packets,
establishing application (HTTP, LDAP, SMB, etc) connections, and monitoring packet flows during
an application session. Many tools are available from public domain and manufacturer sources, but
their usefulness needs to be assessed relative to that of a tool built for the purpose. The process may
also develop tools for other parts of the IW activity, such as surveillance and target database
maintenance.
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Reverse engineering is a methodical process of analysing an application’s disassembled executable
file, or the original source file if it is available, in order to look for areas which might be exploited.
These include string parameters to subroutine calls, string moves, unchecked offsets on the stack or
heap, offset jump tables, and so on. Reverse engineering is a lengthy process, in which development
data structures are not known and so have to be identified through laborious analysis of code actions,
and high level code actions have to be understood from the actions of their low level components.
Reverse engineering has the potential to detect all possible vulnerabilities, given sufficient time and a
sufficiently skilled engineer. It is, however, a time-consuming process.
Penetration testing is a more haphazard method of detecting vulnerabilities, in which a laboratory
system is subjected to a continuous barrage of modified data packets in an attempt to cause a system or
application problem. The success of this approach depends on the method used to generate the
packets, as well as the ability to generate not just single packets but also streams of connected packets.
The initial packet into the system is often processed through a well tested interface, and the most
successful type of penetration testing is that which successfully negotiates the first layer or so of the
application, and introduces a packet to exploit a vulnerability at a deeper level of an application
specific protocol. The packet generator would typically allow for certain parts of the packet to change
with any or a set of values, while the rest of the packet remains constant.
Having established that a vulnerability exists, the next stage is to identify exactly why the vulnerability
occurs. This is done by tracing the packet through the application and operating system, and watching
its effect upon registers and the stack and heap. This will eventually result in the packet reaching the
point at which something is overwritten or a wrong path is taken, following which the crash occurs.
The crash could occur straight away, or it may occur quite a long time later in the packet processing.
The problem could even be caused by one packet setting up a condition which causes a subsequent
packet to crash the application or system. Analysis of vulnerabilities can be complex.
Diagnosing the vulnerability for exploitation uses the knowledge learned in tracing the packet path
through the application or operating system, extending this to identifying a means by which the code
can be controlled in some way. This may be to terminate an application, to terminate the system, to
corrupt a data buffer, to loop using system resources, or to jump to executable code carried in the
packet payload. A number of attack packets and payloads may be developed with specific objectives;
each is an IO weapon in its own right.
Integrating the IO weapon into a military grade IO weapon launcher is the discerning activity of the
IW R&D process, and takes what is otherwise a technologists tool and provides it in the form of a
weapon for use by IW warriors. This requires establishing the packet and payload in a form which is
consistent with the launch weapon interfaces and target matching identifications. This is further
discussed in the section on weapon selection.
IW research and development is a complex technical activity requiring systems engineers with a deep
understanding of low level machine operation, and an ability to deduce system and application
operation from observing the effect of packets on the system. It requires constant practice and
ongoing access to a variety of application and operating systems. As it can take a significant amount
of time to develop an IO weapon, initial analysis and development on operating and application
system beta releases is suggested so as to maximise the window of opportunity for use of the resulting
IO weapons.

319

M.L. Shore

MAPPING THE NETWORK
In order to understand the opportunities available for CNA in any specific conflict, it is necessary to
have an understanding of what network connectivity exists for the adversary’s leadership, critical
infrastructure, command and control, and logistic systems. Network mapping provides the start point
for this understanding.
For the purposes of CNA, any network can be considered generically as a three-tier hierarchy of
network locations in which each host is uniquely identified. These three tiers are domain; access
portal; and target. This is a generic model: in larger networks such as the internet there will be
multiple hierarchical domains, but in smaller networks there may be just a single domain; in some
cases the access portal and target may well be the same, whereas in other cases the target will not be
directly visible and will have to be accessed via the portal; and it is conceivable that a target may be
behind multiple access or security nodes and will have to be accessed through more than one portal. A
domain::target can be expressed as an Internet Protocol (IP) address, but the domain::portal::target
structure requires an extended form of addressing. To accommodate this extended form of addressing,
we will allow for an arbitrary number of IP addresses, ie the address is in the form:
TargetAddress ::= IP-Address:Port[~TargetAddress]
An example of this might be a target smtp port behind an Internet-connected firewall (ie, single portal)
which can be penetrated via http, being expressed in the form:
206.112.10.3:80~192.168.0.54:25
Mapping the network should be a covert activity, as any indication of hostile or anomalous interest in
a target will inevitably result in a review of and possibly increase of protective measures. Mapping
should, therefore be conducted in a restrained and stealthy manner, over an extended period with
limited time in any one region. One of the first actions in mapping a network should be to query the
name server details in order to ascertain domain allocations throughout the network. This can be done
piece by piece using information taken from a range of DNS hosts. In addition to domain allocations,
a more active mapping will need to be carried out using positive-response techniques such as ICMP
and other similar protocols. These should be carried out in a non-sequential manner, using different
protocols and packets, and from as many different addresses as possible to reduce the risk of adversary
defenses detecting an attack source. Of course, the use of passive techniques such as HUMINT and
SIGINT sources will also be used to the extent they can provide coverage. Reverse DNS lookups can
provide, where records exist, a host name for each detected host.
In addition to identifying the existence of a target, it will be useful to understand where that target is in cyber terms as well as geographical terms. To do this, trace routing can be used. However, this
uses a well known protocol and standard implementations are often detected by even simple defenses.
Its use needs to be carefully employed and any trace routing terminated at the first sign of a defensive
measure.
Mapping the networks behind a portal requires access through that portal, generally by means of
attacking the portal and implanting a temporary or even permanent covert staging point. Whether this
can be done as part of the mapping activity (or is in itself an operation requiring independent
authorisation) will depend largely upon the rules of engagement for the mapping activity.
There is a specific problem in target acquisition which currently exists but which is unlikely to be a
significant long term issue. Targets will in general be server systems, but sometimes an individual may
be a target. Currently, such a target may use dial up connections with dynamic host protocols such as
DHCP, and have a per-session IP address assigned. While some form of system fingerprint could be
used to uniquely identify a system, it would not allow for immediate acquisition; at best it will provide
confirmation during a subspace search that the target has been found. In the longer term it is likely
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that the advent of ADSL and cable connections, which use permanent IP addressing, will remove this
target acquisition obstacle.
The objective of the mapping process is to understand the structure of the network within which
current and future adversaries will operate in the leadership, critical infrastructure, command and
control, and logistic roles; to understand the network paths which give access to that structure; and to
have an insight into the target groups that exist.
OPERATION SPECIFIC SEARCH
Once an operation has been postulated, operation specific search for CNA targets will need to be
carried out in advance of any other associated attack. The aim of operation specific search is to select a
set of candidate targets, and to establish the form of operation desired against the targets. Operation
specific search is carried out using similar techniques to network mapping, but is more focused on
identifying specific adversary targets.
In the best case, the address and characteristics of all potential CNA targets will be known and the
specific search will be aimed at confirming the target database information and the current
accessibility of specific targets. In the worst case, there will be no known target and all domains
relevant to the operation will have to be searched for CNA targets. This will include not only country
specific domains, but also those domains acting as commercial hosting and sub-domain facilities. For
instance, the Internet domain space 128.121.xxx.xxx is run by Verio Inc in the US, but within this
domain there are many non-US hosts such as 128.121.125.7 Marinanet.ad.jp.
Like mapping networks, operation specific search should be carried out as covertly as possible.
However, as the operation becomes more imminent the balance between caution and speed of
information gathering is likely to be more difficult. In this case the result of raising OPSEC indicators
for an impending attack is very high, and there would be a high likelihood of the target being further
defended or made inaccessible. On the other hand, there is a risk of not finding CNA targets in time to
support the overall operation if the specific search extends too long. There will need to be doctrinal
guidance as well as operational commander discretion in this stage.
The operation may involve the relatively simple objective of destroying or denying adversary access to
all potential targets; or it may be a complicated plan involving different objectives for attacks on
different systems - eg establishing a relay base on a portal system, destroying a network intrusion
detection host, and subverting an application host. Once the search has yielded a set of targets and a
detailed understanding of the network in which they exist, each can be probed.
Where the attacker conducts information imperialism, it may be possible to do some search via
information and information systems conduits. An example of this would be an operation mounted by
a country in which a global mail server is hosted. It may be possible to gain access to that server in
order to search for adversary email accounts which may be useful targets. In addition, any country
which has transiting traffic relevant to the operation may be able to target that information as it
switches through the country. A formal war footing would enable access to such information or
information systems; the opportunity may be reduced in limited confrontations.
TARGET PROBING
Probing is carried out to determine the specific configuration of the target system and hence to identify
whether a vulnerability exists which can be exploited to achieve the stated operational objective. To
do this, one or more probing tools are required which encapsulate the features of existing public
domain and commercial system survey and scanning tools, as well as using advanced techniques
developed under the R&D programme. A number of different techniques will need to be built into
such tools, with intelligent application of techniques based on the emerging visibility of the host
architecture. For example, probes against the mail server on the target would be selected once the
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operating system was known; a Windows system might suggest an Outlook probe whereas a Linux
system could suggest a Sendmail probe.
The first level of probing is to determine the type of operating system in use. The nmap [Fyodor
1998] and queso public domain utilities describe some methods for doing this; others can be found.
Following this, a scan of ports will provide details of the access paths available into the system, and if
the RPC service is open then further RPC and SMB scanning techniques will also reveal other access
vectors such as shares, end points, named pipes, etc. The third level of probing is into the access
point, in order to check the type and version of application running behind it. The development of
advanced techniques for probing is an important part of an organisation’s IW research task.
WEAPON SELECTION
One of the most important aspects of the target acquisition process is selecting the weapon to use. For
cyberwar to become a viable arm of the military campaign, weapon selection needs to be automated,
operate through a high level operator interface, and be accurate.
human
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Figure 3: IW Weapon Launcher Structure

An IO weapon launcher is used to carry out the CNA using the selected packets and payloads, against
targets with known characteristics. The form of a cyber weapon launcher is shown in Figure 3.
An IO weapon launcher must include many interacting components which support and protect use of
the launcher. One component is the target matching module which uses a standardised method of
describing a systems characteristics and system vulnerabilities, and a standardised means of describing
CNA objectives. Thus a system may be coded as being an IIS server using IIS 5.0 on a Windows
2000 operating system which has SP1 applied, and in which port 80 is open; a CNA weapon would
perhaps be coded as having access through an IIS 5.0 server on any Windows operating system, and
causing an application denial of service; the launcher would then match a denial of service attack on
this target with the vulnerability and allow the packet/payload weapon to be ‘loaded’ into the launcher.
Target matching by an IO weapon launcher requires a comprehensive mechanism in which to express
the individual characteristics of the target, the vulnerabilities, and the exploits. A prototype tool for
doing such matching is described in detail at [Fea 2003].
SUMMARY
Information warfare was first discussed in the early 1980s, and the first phase of this new concept of
war, precision guided munitions, was demonstrated dramatically during the Gulf War in 1991. The
concepts of information warfare have evolved over the 1990s, and the second phase of the revolution,
involving a single integrated picture of the battlefield and the concept of information superiority, is
currently emerging. The third phase, cyberwar, is acknowledged as a potential military option through
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the use of Computer Network Attack (CNA), but there is as yet little public knowledge of any
definitive CNA processes or activities.
Information warfare is the subject of many unclassified doctrinal publications and also of a variety of
classified documents, but these all fail to provide any public insight into the detailed processes by
which CNA is carried out. This paper has detailed a set of processes for the target acquisition and
identification stage of CNA: IW weapons research, network mapping, operation specific search, target
probing, and weapon selection. The characteristics of each process has been detailed, and areas of
further research needed to develop these processes into a demonstrable form have been identified.
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ABSTRACT
A revolution in military affairs has been brought about by the increasing adoption over the last twenty years of
information technology in weapons systems, culminating in the development and fielding during the 1990s of
smart munitions. This revolution is currently in a second phase, characterised by the development of highly
integrated sensor and communications systems for battlefield information superiority. A third phase is predicted
for the future in which war will also be waged on adversaries’ information and information systems. This is
known as Cyberwar. One of the challenges in this new phase will be the deployment of robust and reliable
information weapons against the three target groups of Leadership, Critical Infrastructure, and Command and
Control systems. This paper looks at one aspect of the offensive information operation, the automated selection
of an appropriate information weapon to use against a selected target. Automated selection can be achieved
only with a knowledge of target system architecture characteristics as well as attributes of the attack defining
the system against which it might be used. A prototype information weapon launcher is proposed and
experimental results provided.

Keywords: Information Warfare, Cyberwar, Target Acquisition
INTRODUCTION
Information Warfare as we know it was first seen in action in the Gulf War in 1991 with the use of
long range cruise missiles (Cohen 1996). A second phase of this revolution is currently underway and
involves the fusion of previously independent systems into a system of systems (Owens 1996).
Libicki (1995) has proposed a definition of Information Warfare which involves seven forms:
command-and-control (C2W), intelligence-based warfare (IBW), electronic warfare (EW),
psychological warfare (PSYW), hacker (or syntactic) warfare, economic information warfare (EIW),
and cyberwarfare. In another paper at this conference, it is suggested that the third stage of the
revolution in military affairs, Cyberwar, will emerge in a form which involves both semantic and
syntactic attack as described by Libicki, with the emphasis on Leadership, Critical Infrastructure, and
Command and Control systems targets (paper by Dr M Shore at the 4th Information Warfare
Conference – “Cyberwar Target Acquisition and Identification” ).
JP3-13 (1998) states that it is necessary to be able to determine the most effective capabilities for
affecting the vulnerable portion of the targeted information or information systems. This requires
some form of matching of targets with mechanisms for attacking targets. One of the important aspects
of target acquisition and identification is weapon selection, and states that this should be an automated
process built into an IO Weapon Launcher. This process would be supported by a vulnerability
database, an exploit database, and a target database. Each of these databases would need to have the
relevant characteristics of the vulnerability, exploit, and target recorded as attributes in a form readily
able to be matched together.
This paper details and provides experimental results from a prototype system for matching targets to
attacks which was developed this year in the Computer Science department at the University of
Canterbury. In the prototype system, an attack is defined as the combination of a vulnerability used to
gain access and an optional payload or exploit used to achieve an operational objective. The prototype
system is in effect a limited functionality IO weapons launcher; other aspects of the offensive
information operation such as stealth, encryption, protection, playback and damage assessment are not
considered in this prototype.
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ATTRIBUTES FOR SELECTING ATTACKS ON TARGETS
There are four objectives that can be selected for an offensive information operation: covert access to
information on the system, ie intelligence gathering; denial of service by some or all of the system for
an indeterminate period of time; ongoing corruption of the information on a target through a covert
implant; and destruction of information in the system for an indeterminate time. The attack will be
crafted to carry out one of these objectives. Access will be gained through exploitation of the
vulnerability, and the objective realised directly through the vulnerability or by execution of a payload
infiltrated as a payload in the exploitation process. Gaining intelligence, denying access to, and
corrupting information are all relatively straightforward actions. Permanent destruction of a system or
its information may be difficult in the context of cyberwarfare, as a targeted system can be assumed to
be supported by a management regime capable of total recovery in the event of a catastrophic failure.
Nevertheless, temporary destruction of information is a valid form of attack the result of which would
be a longer outage than a denial of service.
A target is characterised by its accessibility, normally through IP ports but also in the local network
context through Microsoft network protocols such as SMB, and by its operating and application
software. A target may have a variety of software each with its own ports for access, and each with its
own set of vulnerabilities. A target, therefore, has to have a rich set of attributes corresponding to all
those possible vectors that could potentially be used to mount an attack. In order to carry out effective
matching with attacks, a standardised form of naming has to be used for the operating and application
modules. Clearly any offensive information operation will have to take account of the defences that
might be in place in a target. In his futuristic cyber-punk novels such as Neuromancer, William
Gibson envisages visual reality active network defenses. It is unlikely in the foreseeable future that
this form of cyberwar will develop, although it is entirely possible that a Gibson-style virtual reality
interface for networks could evolve.
The effectiveness of an automated target/attack matching system depends to a large extent upon the
richness of its database of vulnerabilities. Vulnerabilities can be taken from public reports which are
available through web access or as automated email services. Examples of these include the BugTraq
listings (www.securityfocus.com) and other public domain and commercial vulnerability services.
They can also be identified and developed through research within the IW programme, a far more
effective basis for offensive IO attack. From whatever source, a vulnerability has to be researched and
turned into an attack compatible with the IO weapon launcher being used.
A vulnerability is usually limited to one or a small number of specific target configurations. These
configurations relate to the module of code containing the vulnerability, its version, and its service
pack or patch level. This can be clearly seen in BugTraq entries such as the following:
Issue: Buffer overflow in Shell32.dll via Net Monitor
Tested version: W2000 Server Sp3 Shell32.dll version 5.0.3502.5436
Vendor status: Microsoft was informed several months ago
Description:
Net monitor is a traffic analysis tool that ships with some versions of
Windows. Besides analyzing traffic you can open capture files (.cap). If you try to open
a capture file with a long file name (~252 bytes), Net Monitor will crash with an access
violation. Program instruction pointer EIP is overwritten with the file name converted to
Unicode, therefore the cause of the crash is a corruption of adjacent variables in the
stack. In order to execute code with this vulnerability you can place your code in a
system environment variable. That place your code in an address (~00010040) that can
be referenced from our controlled EIP converted to Unicode.
This vulnerability relates to a specific version 5.0.3502.5436 of the Shell32.dll code. In this case, a
Unicode heap overflow problem may have been present in the package for some time, and this
vulnerability may be relevant to earlier versions of the module. In addition, it may also have been
carried forward from Windows 2000 to other operating systems such as Windows XP and .Net Server.
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The vulnerability is likely to be relatively short lived though, as a patch for this vulnerability would
normally be included in the next service pack for all affected systems.
Similarly, the SmallFTP server has been reported to be vulnerable to a command buffer overflow:
Date Reported:

04/30/2003

Brief Description:

Small ftpd FTP command buffer overflow

Risk Factor:

Low

Attack Type:

Network Based

Platforms:

Small ftpd 0.99, Windows Any version

Vulnerability:

small-ftpd-command-bo

Research into this vulnerability has confirmed that it can be duplicated and used as a denial of service
attack, and it is used as part of the trials of the prototype IO weapon launcher detailed in this paper.
However, the attack is limited to SmallFTP 0.99 as later versions have been modified to correct this
vulnerability.
Attacks will need to gain access via either UDP or TCP. In the case of TCP, a connection needs to be
created and then, possibly, pulled down after the attack has been completed. The IO weapon launcher
must manage the appropriate protocol. Attacks may be able to achieve their objective using a single
packet, but more often than not they will need to have a set of packets created and launched
sequentially, possibly using different protocols. In this case the launcher may need to wait after
sending one packet for a response from the target before launching the next packet in the attack
sequence. Additional intelligence should be built into the launcher to confirm that the contents of a
response packet are as expected, and possibly to use information from this response in a subsequent
packet. The implementation of this kind of dynamic packet content, called smart packets, is outside
the scope of this paper.
Attributes of Attacks
The attributes held against an attack for the purposes of this prototype are given in Table 1. The attack
identifier can be a structured code, or can just be a sequence number. In the prototype, a unique
sequence number is used.

attack identifier
software module containing the vulnerability
version of the application
maximum service pack level against which the attack is effective
port used to gain access
objective
notes
file containing the first attack packet
response required flag
pointer to the next packet
Table 1: Attack Database Attributes
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The software module can be an operating system or an application processing system, and is identified
using a standardised name, the key for the target database, in order that targets and attacks can be
matched. The prototype does not differentiate at a granularity less than the full module - eg, it is in
most cases sufficient to identify the module at the level of Windows 2000, rather than at the specific
operating system file in which the vulnerability may exist (eg, Shell32.dll). The version of the
operating system is relevant, as many of the vulnerabilities that are found are specific to one version of
the software. Service packs are commonly used to apply security patches and need to be recorded, but
individual patches can, at this stage, be discounted as it is rare for these to be applied outside of a fully
tested service pack. This situation may change as the effectiveness of defensive IO increases.
Normally, a vulnerability discovered at a specific service pack level will be applicable to previous
levels; and sometimes it may be applicable to previous versions. His version of the prototype uses
informal unique software module names, but this could be formalised to comply to naming
conventions such as those promoted through the Common Vulnerabilities initiative (CVE 2002).
The objective of the attack (gaining intelligence, denial of service, or database corruption) is recorded,
as one vulnerability may be developed into a number of different attacks (using different payloads)
depending upon the objective. The port through which the attack is launched is necessary, as a
potential attack is of no use if it cannot be launched at the target. The notes are used to display any
information relevant to the attack, for consideration by the information warrior, at the time the match
between target and attack is made.
There are two types of entry in the database: primary attack packet entries and secondary linked packet
entries. Primary and secondary entries both have a pointer to the next secondary packet which is to be
sent (a null entry indicates that this is the last packet for the attack) and a flag as to whether a response
is necessary prior to launching the secondary packet.
Attributes of Targets
The target identification may be a complex identifier providing for addressing at a visible level as well
as addressing through one or more portals to targets connected to subnetworks. The prototype system
uses a direct IP address as the simple form of non-portal target. Targets will then have a series of
attributes recorded, including all open ports and details of each of its software modules. The prototype
tool uses a simple form of representation with a single software entry per record; while this proved
effective for the trials further research into an appropriate schema for the target database is necessary.
The schema used in the prototype tool is shown in Table 2.
target identifier (IP address)
protocol (TCP/UDP)
access port
software module
Version
service pack level
Table 2: Target Database Attributes

DEVELOPMENT OF A PROTOTYPE IO WEAPON LAUNCHER
The prototype IO weapon launcher was developed using Microsoft Access for target and attack
databases and Delphi 6 for the graphical user interface. Delphi 6 provides a rapid development
capability for graphical user interface software, complete with integrated access to common database
packages such as Access, dBase, Paradox and SQL. It incorporates a full IP protocol development
capability as well as access to Win32 low level functions.
The prototype IO weapon launcher tool interface is shown at Figure 1. Given the common
requirement for authorised operations, such as a warranted target, the tool incorporates the concept of
an authority code. The tool requires that the information warrior selects a target and an objective, and
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optionally a specific service, and that he or she considers any attack related notes before proceeding to
launch. The match function selects an attack, and displays any related notes for the attack. A known
target list can be maintained to assist this selection. The launch function then establishes a connection
with the target for TCP protocol attacks, picks up the attack packet file, and transmits it. The launcher
waits for one second and then checks to see whether another packet needs to be sent as part of the
attack, by checking the next packet pointer. If the pointer is not null, it will be used to reposition to
the next attack record, read its packet, and send that packet to the target. If the port is not the same
then the current connection will first be closed and a new connection established. In the event that the
port is not available, the attack will be aborted. This process repeats until all packets have been sent,
i.e. the next packet pointer is null, and the connection will then be terminated. The attack is then
complete. Of course, this whole process is automated.

Figure 1: Prototype IO Weapons Launcher

As confirmation of the action taken, any received packets are shown in real time on the screen. Some
attacks cause multiple packets to be returned, and it may be useful to extend the system to allow recall
of packets. An audit trail of sent and received packets is recorded for each launching. If the attack is
successful, a catastrophic connection termination event is displayed.
A series of trials as listed at Annex were run using this tool. These proved the feasibility of matching
attacks to targets and demonstrated the effectiveness of an advanced launch system to automate the
process. The use of a simple database structure was effective and allowed significant flexibility in
multi-packet/multi-protocol attacks. While low level packet display was included in the interface and
provided a comfort level to the more technical minded-operator, this was found to be unnecessary for
effective use of the launcher and a simpler interface would be appropriate for the information warrior.
However, it was also found that some attacks were not readily suited to the launcher – the DCOM
attack in particular requires that the connection be maintained at the end of the attack. Further
research into the characteristics of attacks would be useful in determining the requirements and
constraints of automated attack tools.
SUMMARY AND CONCLUSIONS
The emergence of cyberwarfare will see the development of military grade systems to support
defensive and offensive information operations. One such development will be that of automated
systems for matching information attacks against specific targets, encapsulating these mechanisms in
the form of operator-level IO weapon launchers. This matching process will be supported by a
comprehensive database of attacks, with attack packets formatted into a standardised structure
compatible with the IO weapon launcher.
A prototype IO weapon launcher, limited to target/attack matching, is described and has been used for
trials against a research target using a number of public domain attacks. The trials proved the
feasibility of automating the process of matching attacks to targets and demonstrated the effectiveness
of high level interfaces for IO weapons. The trials also highlighted some areas of further research into
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characteristics of attacks. Work is continuing on development and testing of a wider range of attacks
using these techniques.
Much more research is required in the area of offensive information operations and particularly in
advanced techniques for matching attacks to targets. The trials covered in this paper do not include
payload-carrying attacks, rather use vulnerabilities which could achieve the DENIAL objective
directly. Further trials based on payload carrying packets are under way. The trials also do not
include the use of smart packets, i.e. those which are modified based on receipt of information from
the target in response to earlier packets launched in the attack. Further research into the need for and
the methods of achieving smart packets needs to be carried out.
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Annex
PROTOTYPE SYSTEM TRIALS
Trials Environment
The trials were carried out on an IW research and development network at Canterbury University. The network
includes a .Net server, a Windows 2000 advanced server, and a Windows XP Professional workstation.
Trial Exploits
The following exploit database entries were used in the trials:
exid

packetfile

objective

port protocol

0 iishack.txt

DENIAL

80 TCP

1 chunk1.txt

DENIAL

2 chunk1.txt

app

sp

notes

exid2

IIS5

2 Reports unknown failure, recovers

0

135 TCP

WINNT

6 Two packet attack, remove recovery mechanism

4

DENIAL

135 TCP

WIN2K

3 Two packet attack, remove recovery mechanism

4

3 chunk1.txt

DENIAL

135 TCP

WINXP

1 Two packet attack, remove recovery mechanism

4

4 chunk2.txt

DENIAL

135 TCP

NULL

0

0

5 SmallFTP1.txt DENIAL

21 TCP

SmallFTP

1 Two packet attack, server terminates

6

6 SmallFTP2.txt DENIAL

21 TCP

SmallFTP

1

0
0

7 XPUDP.txt

DENIAL

135 UDP

WINXP

3 System locks up, controls disabled

8 Chunk1.txt

DENIAL

135 TCP

IIS5

3 Three packet attack, kill IIS

9 Chunk2.txt

DENIAL

135 TCP

IIS5

0

10 Chunk3.txt

DENIAL

80 TCP

IIS5

0

11 DCOM1.txt

INTELLIGENCE 135 TCP

WIN2K

3 Open Command Shell on Port 4444

12 DCOM2.txt

INTELLIGENCE 135 TCP

WIN2K

0

9
10
0
12
0

A number of attacks were crafted as a result of research into public domain vulnerabilities reported through the
BugTraq notification system. The details of this research is outside the scope of this paper, but in summary it
involved duplication of the vulnerability through penetration testing based on the details reported in BugTraq,
and development of the packet sequences in a form suitable to use with the prototype launcher.
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ABSTRACT
This paper looks into the security of fingerprint scanners. To do this, an example device is chosen and some
attempts to break its protection are made. We analyzed some vulnerability and then three different ways to
exploit these safety risks are studied and tried out. The scope of the tests is limited to fingerprints, leaving hardand software attacks aside. At the end there are some notes about defending against these attacks. With very
simple tools we managed to fool a scanner a few times out of a hundred. With more sophisticated equipment the
percentage is probably higher and the result shows that fingerprint scanner alone is not, without any other
security measures, secure enough to protect valuable assets.

Keywords: Fingerprint scanner, Biometrics, Authentication, Vulnerability.
INTRODUCTION
Ever since computers became containers for valuable information it has been a great task for engineers
to figure out a way to secure data against thieves. Different authentication methods can be divided into
three categories (Feltin, 2002): something you know (password), something you have (key, smart
card), and something you are (biometrics).
In the recent years an old technique for identifying a person using fingerprints has taken a major step
as it has become possible to digitize fingerprints. Fingerprint scanner is a new technology and it has
made its breakthrough in the PC environment during the last few years. In the same time the
technology itself has evolved to become more reliable and accurate. The scanners are used to log into
operating system, replacing password authentication but many other applications are also known to
consider fingerprints as an authentication method, automotive industry for one. When fingerprints and
their automatic recognition are trusted in more and more areas the reliability of these systems becomes
more important.
This paper gives a description about possible vulnerabilities of fingerprint scanners. The fingerprint
authentication is based on the fact that everyone has an own unique fingerprint. But just like keys to
your house, fingerprints can be copied and used by an unauthorized person. The procedure of such
reproducing is studied and analyzed here. It becomes clear that with a little effort a fingerprint scanner
can be fooled. Obviously, more effort must be put to improve the scanners before we can say goodbye
to passwords.
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FINGERPRINT SCANNERS

Figure 1 – Special points unique to every fingerprint

Fingerprint recognition is based on the fact that every human being has a unique pattern of ridges and
valleys on their fingertips. The scanner makes a copy of the fingerprint and compares its
characteristics to the ones stored beforehand. These characteristics are measured based on special
points (such as branches and loops) on a print. In Figure 1 can be seen some of these special points.
These points can be used as coordinates to navigate on the print. The scanner could, for instance, count
the ridgelines between two special points or define locations of other characteristic points relative to
the stored special points. This way the fingerprint generates a special kind of ‘password’, which can be
used in authentication just as well as a ‘normal’ password.
Basically, there are two kinds of scanners: optical and capacitive. The optical scanner works in the
same way as digital cameras. In the scanner, there is a matrix of photo sites (light-sensitive diodes).
This composition is called charged coupled device (CCD). The diodes in the CCD produce an
electrical pulse corresponding to the light it has received. When the finger is placed on the scanner, it
illuminates the finger and thus gets an image of the print (the ridges are light and the valleys are dark).
The capacitive scanner has a more materialistic approach. It measures the capacitance in different
points on the scanner. If capacitance is high, then at that point there is a ridge, if small, there is a
valley of the fingerprint. There is a circuit in the scanner whose voltage output depends on the
capacitance on the scanner surface. Therefore the voltage in the ridge area is different from that in the
valley area. For more information see (Harris, 2002).
TESTED VULNERABILITIES
Hardware and General Preconditions
The hardware used in the tests consisted of a fingerprint scanner made by Precise Biometrics (precise,
2003), a typical laptop and a valid smart card for the scanner. The scanner is based on capacitive
measurement. It is an USB connected device and has a smart card reader/writer, which it uses to store
the fingerprint characteristics and Windows logon information. Although these properties give a
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broader scale of possible attacking points, only biometric interfaces are taken into tests and analysis to
make the scope narrow enough and more generic approach for other capacitive scanners also.
Method 1: Using Grease Stains Left on the Pad
Typically, a human finger contains so much grease that it leaves a non-visible mark where it touches
and thus usually leaves a clear mark also on the scanner. This stain can be brought visible in many
ways and even a mere breath can show the print very clearly. The scheme is to use this stain by
breathing on the scanner and making the scanner think that there is a live finger pressed against its
pad. A variation of this idea is to use a finger-like substance that has a flat surface and press it against
the pad leaving the grease stain under it.
Grease is also known as a method of lubrication and corrosion guard. This is based on the fact that
grease rejects water and that it is not a very good conductor. When there is a grease stain left on the
surface of the pad, it can be used to prevent water or moist breath attaching that point. Water on the
other half has a decent conductance and approximately the same capacitance of the skin. When we
breathe, the moist gathers up in the valleys of the fingerprint and makes an inverted duplicate of the
finger. Despite this inversion, the relations of the characteristic points are the same as in the enrolled
fingerprint and so it could be detected as legitimate user’s print.
When substance (e.g. gummy bear (Leyden, 2003b) is pressed on the scanner’s pad, the grease stain
isolates the material from the pad and capacitance is measured at the same points as by breathing on
the scanner.
In our tests, either of the techniques described did not work in the way they were supposed to. The
scanner was very picky when detecting a finger, even with a live enrolled finger it was occasionally
hard to log in. For the breathing, the scanner notified “Finger is too wet” and for the gummy bear
attack there was also the “Invalid finger” error presented.
Method 2: Creating a Mold Using a Live Finger
Some typical household items carry the properties of a real finger when it comes to capacitance,
conductivity and flexibility. One of the easiest ways to imitate human finger is to create a gelatine
finger from gelatin sheets or powder. When using a mold, this material can be formed into a shape of
the legitimate user’s finger. The mold itself can also be manufactured using equipment commonly
available, such as hot setting adhesive.
This method is based on the fact that gelatine finger has about the same capacitance as a real finger
(~20Mohms/cm) and thus the scanner is unable to distinguish these two. Now all that is needed is a
gelatine finger that corresponds to the real finger at the accuracy level of the scanner. For the 100 SC
scanner this resolution is 500dpi, each dot representing a small point for measuring the capacitance. If
capacitance is high, then at that point there is a ridge, if small, there is a valley of the fingerprint.
First, the mold must be created. In our test we used hot glue. It is important to stick the finger in the
glue when it is still liquid but not too hot. It is a good idea to moisten the finger beforehand. After the
mold is ready and cooled down, some liquid gelatine is poured on it. To get the best result, it is
advised to use gelatine sheets mixed in hot water. Boiling should be avoided to reduce the amount of
bubbles. After the gelatine is congealed (to speed up the process, the mold with the gelatine on it, can
be cooled down in a refrigerator), the fake finger is ready to be used. Same rules apply here as it did
with the gummy bear; the right amount of pressure must be found.
This method was proven to be successful and thus security was compromised. After several tryouts
and many trial-error experiments a suitable way to manufacture a usable mold was found. As a result,
we were able to create a fake finger that was used to fool the scanner. The result is not a hundred
percent proof solution as only few times out of hundred ended up in a successful detection of the
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finger. With this success rate it is not easy to go and break into someone’s computer, because after a
few failed detections the scanner locks the smart card and PUK-code is needed to unlock the card.
This method is not very usable for real life situations, as it needs a live finger for the mold creation.
Though this method is further developed in the next method and thus brought into more usable form.
Yet, it shows that a fingerprint scanner can be fooled with a pretty simple scheme and a very low
budget.
Method 3: Creating a mold using a latent fingerprint
The most usable and also the most probable form of attacking a fingerprint scanner is by using a real
fingerprint left by the legitimate user. Now that security of the scanner has been compromised, it is
time to try preparing the mold without any help from the target. Typically we leave fingerprints
anywhere we touch, mugs, door handles, stair rails and of course keyboards. These latent prints can be
brought visible and then used to make a mold and a fake finger. The creation of the mold is different
than in the previous attack, but the usage of the finger follows the same path.
Fingerprints consist mainly of grease and are usually latent but with e.g. photocopier powder they can
be made visible. With a digital camera a visible fingerprint can be ported to a computer and retouched
to a suitable form. Using a technique that is widely used with do-it-yourself circuit boards, a negative
image of this fingerprint is printed on a transparency. A photosensitive layer of lacquer is applied to a
copper plated circuit board and transparency is placed over that. When UV-light hits the surface, the
black-printed areas of the transparency protect the lacquer and the rest react with the light. After a few
minutes the lacquer is washed off with a lye dilution and a fingerprint should be visible on the circuit
board. Now this board is corroded with ferric chloride and the result is a flat mold of the fingerprint.
Gelatine liquid can be poured on to the mold as a thin layer and after congealing we have a fake
finger. This finger is used between an intruder’s finger and a fingerprint scanner. A fake finger is
placed between the pad and a human finger in order to fool the scanner.
Compared to method 2 where a live finger was used to create a mold, this approach is very different.
A latent fingerprint is used and the procedure is divided into five sections, obtaining fingerprint,
making the transparency, creation of the mold, creation of the finger and using the finger.
First, a clear and flawless picture of the target’s fingerprint must be obtained. The fingerprint must of
course match the finger that is enrolled to the smart card. When a suitable print is found a good way is
to use photocopier powder to dust the print visible and then use a digital camera to take a snapshot of
it. It is important to make some measurements to get the scale of the print correct, i.e. measure the
distance between two characteristic points.
Making of transparency step-by-step:
1. Use image manipulation program to edit the fingerprint image.
2. Clear out the excess dust from the sides of the print.
3. Adjust contrast so that the print has a clear pattern.
4. Scale the image according to the measurements done on the actual dusted fingerprint.
5. Invert the image to negative.
6. Print the image on the transparency.
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The making of the mold step-by-step:
1. Spray the photosensitive lacquer on the circuit board and let it dry for a while.
2. Place the transparency on the circuit board with tape.
3. Expose the board through transparency with UV-light for 5-15 minutes.
4. Take off the transparency
5. Develop the lacquer using NaOH-solution. Use watercolor brush to brush the lacquer. Be
careful not to rub off all the lacquer.
6. When you see the fingerprint, wash the board with water.
7. Corrode the board using FeCl3-solution.
8. Once the copper is corroded off, wash the board thoroughly with water.
9. Use soap or alcohol to rinse any remaining lacquer off the board.
The creation of the finger:
1. Soften 40g of gelatine sheets in cold water for about 5 minutes.
2. Heat up the water (1/2dl) to boiling and take the kettle off the stove.
3. Put the softened gelatine sheets into the hot water. Be careful not to boil them.
4. Stir for 10 minutes.
5. Let the mixture cool down a bit. You can try to reduce the amount of bubbles with a gentle
stir.
6. Pour some of the gelatine mixture on the mold so that it covers the print completely. About
2mm is a good layer thickness.
7. Put the mold in the refrigerator and let it congeal for at least 15 minutes. The longer the
better, but keep the mold in a humid place or the gelatine will dry up.
8. After the gelatine has congealed you can separate it from the mold. Using a knife peel off a
bit from the corner and then slowly lift the rest of the finger.
9. The finger should now have a distinctive fingerprint.
10. You can handle the finger in room temperature but be careful not to warm it too much as it
will start to melt again.
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Figure 2 – Gelatine spread on the board as a thin layer

The usage of the finger:
1. You should now have a gelatine finger that feels like a soft real finger.
2. Ensure the smart card is inserted into the reader.
3. Wait for the login screen to prompt for the finger.
4. Place the gelatine finger on the tip of your finger.
5. Gently press the gelatine finger on the scanner.
6. If you press too hard you will get "Finger is too wet" error. Too light and the "finger" wont
be detected.
7. If you continually get "Finger detection failed!" then it is advised to stop trying after about
5-10 tryouts or you will get the smart card locked and thus increase the risk of getting
caught. Try again after the legitimate user has successfully logged on one time. This will
reset the fault counter.
This technique was proven to be successful and security was compromised although the success rate
was not that high. Only a few out of a hundred tryouts ended up in a successful detection of the finger.
But this is not a bad sign. It merely shows that the break-in can be done and improved. The most
critical part of the mold manufacturing is the transparency creation. It takes a skilled image
manipulator to create a usable fingerprint if the print itself is not of a very high quality. With a
professional dusting kit the fingerprint is probably much better than with a photocopier powder. With
a good mold this method could be extremely effective.
All this can be achieved within one day and thus the attack is not very expensive considering the time
used. If the contents of the target computer are very valuable, then this method can be very usable
indeed.
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INTERPRETING THE RESULTS
In the light of the tests done, it is shown that fingerprint scanners do not provide a completely secure
way to authenticate a user although together with the smart card and PIN it can be quite good indeed.
The protection that only a fingerprint would give is not sufficient at all.
The first method implicates that the 100 SC scanner can detect when there is a material that does not
have proper ridges and valleys in it, such as a real finger would. The breathing technique failed
probably because the moist breath spread all over the pad, whereas, a real finger would have made
only a round circle. In either case the stain was probably not voluminous enough to have the desired
effect.
The other two approaches show that the security of the scanner can be compromised with a fairly low
effort in a usable way. In our tests the rate of successful logins with the phony finger was rather low.
Only about one out of fifty attempts succeeded, but still a great danger lies beneath these results. It is
only a question of how much effort is put to the fake finger manufacturing. The better the mold, the
better the results are. Possible improvements are using a circuit plate with thicker copper plating,
measuring the gelatine dilution for capacitance and adding e.g. salt to it or a better fingerprint dusting
method.
There is always room for improvement in the scanner. The scanner can test the finger in many ways to
make sure that it is a real and live finger detection could be used to make it harder to make a phony
finger that passes the test (test for pulse, sugar percentage etc.). A relatively simple way to increase
protection is to define a number of failed attempts before the scanner locks the users account.
Something between three and ten could be a reasonable amount.
Some minor changes can also increase the safety significantly. A simple flap or cover over the
scanning surface can scramble the grease stain left on it. To require multiple fingerprints in
authentication prevents the re-use of the grease stain. It also decreases the probability of a successful
reproduction of phony fingers (since there are more prints to produce).
Some other basic ways to defend against these attacks is to avoid giving your prints for molding, not
to forget the smart card in the device, and keep an eye on possible fingerprint hunters (with a little help
from guards and surveillance cameras). Particularly interesting fact is that user leaves his fingerprints
just about everywhere and on to just about anything, including the smart card and the scanner itself.
The case covering of the Precise Biometrics scanner is good in the way that it does not gather prints
due to its matte surface. Instead the smart card has a glossy surface, thus being an excellent place to
look for fingerprints. This is very crucial as the card and fingerprint should be kept apart.
CONCLUSIONS
We made three attacks against a fingerprint scanner, two of which were more like testing an idea. The
third one was a real attack. Using simple equipment, we managed to pass a fingerprint authentication
in 2 % of the tries.
The tests done show that a fingerprint scanner does not provide the ultimate protection and it cannot
be trusted to guard a system by itself. As is the case with the tested 100 SC scanner, the additional
security comes in the form of a smart card that is required for every action. The fingerprint scanners
are typically used to replace passwords that users are unable to remember and, thus, write them visible
somewhere. Even so, the scanner can be set to a mode where it asks the user for the card’s PIN,
whenever it is used. This type of protection fulfills all three types of authentication, something that
you own (card), something that you know (PIN) and something that you are (fingerprint).
With the additional protection features, this scanner gives a pretty good level of security for a typical
user. This type of fingerprint scanner is not meant to protect a highly valuable computer all by itself.
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For instance, a malicious user can steal a laptop and then read the contents of the hard drive without
any difficulties. So the fingerprint protection in this case is suited for preventing “in and out” –
intruders that merely log on to the computer, do their business and leave. Also the smart card and
USB-interface provide more commonly known access points for break-in attempts that are not covered
here.
With all this in mind, fingerprint scanners cannot be thought as password replacements or a silver
bullet to security. Rather, they can be considered as additional security items by making it easier to
improve safety a bit.
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ABSTRACT
An overview of the use of network separation and unidirectional network bridges in an electronic commerce
environment as one component of a security mechanism. This paper also provides a high level explanation on
how the technology works, how it can offer protection and the limitations of the system.
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INTRODUCTION
Network security just is failing. Microsoft, Citibank, Optus Internet, AtomicPark.com, BT Telecom,
Rational and Coca-Cola have all been the victim of serious computer network breaches, each losing
confidential information only available from internal networks. This combined with trends indicating
that the Internet as the most likely point of attack for E-Commerce systems (AusCERT 2003,
Richardson 2003) is a cause for concern.
Security intrusions are a constant threat to e-business, and are capable of damaging even the largest
commercial enterprises. In the event of an unauthorized intrusion, the most significant immediate
susceptibility is in the loss or corruption of critical data. This data involves, but is not limited to
private user details, banking information, financial reports, business logic or anything that may be
stored permanently by a system. The loss of any of these could cause interruption with the operation
of the business (Pfleeger 1997). However, breaches in confidentiality have ramifications beyond site
availability. When a secure business is the target of intrusion, the loss of customer trust and the threat
of litigation can severely reduce the number of repeat customers to an Internet merchant or
marketplace.
Conventional security mechanisms can operate effectively to an extent, but as systems become larger
and more complex security mechanisms must allow a degree of flexibility whilst still blocking attacks
and unauthorized intrusions. There is no software system that is permanent, and can guarantee a
security perimeter, as software itself is vulnerable to attack (Security Focus 2002). To ensure a
system’s security against network attacks, the most effective solution is to introduce network
separation.
NETWORK SEPARATION
Network separation is a security technique used primarily in military and defence networks as a
method of ensuring that those without authorization do not access classified data. In the use of
separated networks, there is often one ‘insecure’ network - a network that is often connected to the
Internet or acts as an internal intranet, and a second network - the ‘secure’ network, which has a
repository of classified data or processes (Tenix Datagate Pty Ltd 2002). It is the data on this network
that must be protected. The basis of network separation is that the secure and insecure networks are
maintained separately, and are never connected in any form. With this solution, all data on the secure
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network is never at risk from activity on the insecure network. Whilst the user-base for the insecure
network may be large, especially if connected to the Internet or large Intranet, the secure network is
monitored and kept at a minimum.
The use of multiple networks poses operational constraints, as often users require access to two or
more separated networks. Users typically must use separate computers or use keyboard/monitor
switches to access each network. The other major constraint that separated networks impose is in part
the functionality that the system provides; no data can be transferred between networks. This
limitation is true for all data, and this poses the functional limitation that even authorized data cannot
be transferred between networks.
There are other limitations with separated networks; the isolation of a secure network not only requires
extensive knowledge, but also poses limitations on what that network is capable of. Access to the
Internet or other internal networks from a secure network would compromise the system.
UNIDIRECTIONAL NETWORK BRIDGES
Unidirectional network bridges are an extension of separate networks, and are designed to alleviate
part of the constraints that separated networks impose without compromising the security of the
system (Tenix Datagate 2002).
System Operation
A Unidirectional Network Bridge is a combination of hardware and software that is used to connect
two separated networks. What differentiates unidirectional network bridges from an intra-network
such as a router or firewall is that the sole purpose of a unidirectional network bridge is to only allow
data to flow one direction; specifically from one network into another (Tenix Datagate 2002,
Compucat Research 2000).
At a technical level, physical transfer can only occur in one direction, making it physically impossible
to transfer data back in the opposite direction. One method of achieving this is to use a modified fibreoptic link as part of the network cable; one cable end containing a data transmitter and the other a
receiver. The result is that it is physically impossible for data to travel in the opposite direction of the
system without additional hardware.
Challenges Posed by use of a Unidirectional Network Bridge
The absolute nature of the unidirectional transfer can cause technical challenges from a software
perspective; a unidirectional network bridge does not allow for transfer acknowledgements or session
creation used by TCP, one of the most common network protocols (Tenix Datagate 2002). Instead the
UDP Datagram protocol is used, as it will operate without session management or retransmission.
TCP is favoured for use over the Internet as it can guarantee packet ordering and retransmission;
however the circumstances for transmission over a unidirectional network bridge are different as
packet order and reliability are not problematic compared with Internet transmission. However, ‘Data
Pump Applications’ are used at each end of the unidirectional network bridge to navigate files from
one network to another (Tenix Datagate 2002, Owl Computing Technologies 2000, Compucat
Research 1999). User applications send to the server on their network, which sends through the
unidirectional network bridge to the server on the other network, which then distributes the
information to the client application at the destination end.
The Limitations of a Unidirectional Network Bridge
One major flaw with unidirectional systems is that they are limited by the very method that contains
the system functionality. The limitation is that data cannot be moved from the secret network into the
insecure network, even if it is authorized (Compucat Research 1999). Currently, only workaround
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methods exist for this problem – such as transferring data between networks via physical media, but
this solution has problems such as authorization, the security of the media used, the company
processes involved and tracking files that are moved.
A unidirectional network bridge also cannot protect a system on a secure network against other
machines on the same network. Whilst the unidirectional network bridge system can limit the attack
from an internal employee, they cannot mitigate them, and it is a known fact that this type of attack is
one of the most common suffered from commercial businesses (AusCERT 2003).
Unidirectional network bridges have only a limited uptake in the commercial world, and there are only
a small number of businesses producing them for the commercial market. There is no standards body
governing this, and the software is proprietary and specialist. The system also requires distributed
software on all system components; both the source and destination network require client and server
software. The system is also more complex than most network topographies.
E-COMMERCE APPLICATIONS FOR UNIDIRECTIONAL NETWORK BRIDGES
There are two practical uses for unidirectional network bridges, solutions that are designed for
different security implementation and cannot be used in conjunction. One is to use a unidirectional
network bridge to create a secure network with a traditional E-commerce system to upload completed
transactions/personal details into a ‘safe’ network. The other would make secure the broadcast point
for data streaming from a secure network into the Internet or some open network.
Electronic Payment Systems
There are several models of electronic commerce system that would benefit from the use of a
unidirectional bridge, linking the existing system into a secured network. One of the most obvious
benefits relates to the online retailer, or indeed any company that conducts financial transactions over
the Internet and takes payment in the form of credit card.
It is an accounting and security necessity that completed transactions from electronic retailers must be
permanently stored by the system for a period of time. This data conventionally is stored in a
Database system within the backend of a retailer’s online computer network. However, this storage
facility, containing customer details and payment information, provides a prime target to potential
intruders.
Network Topology Overview
An alternative proposal would be to store this information on a secure network. There is no legitimate
reason for customer details to be available over an insecure network such as the Internet. However, as
new transactions are finalized, the resulting customer information must be added to the records.
Traditionally this cannot be done, as the basic concept of a secure network is defined by its separation.
Yet, records and information may be transferred through the use of a unidirectional bridge between the
two separated networks without compromising security. Once a transaction has been completed, the
resulting information is sent by the programming logic through the UNB into the secure network
(Mraz 2000).
Security Analysis
In the event of an electronic attack, the front end of the system may be vulnerable to losses of
confidentiality or data integrity, but the components of the system that reside upon the secret network
are effectively invulnerable to attack due to the nature of the unidirectional network bridge and the
separated networks.
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This form of security is by no means limited to customer details. In reality, any component of the
system that need no be online should not be, so as to minimize the amount of damage that can be done
in the event of a system intrusion.
System Limitations
There are limitations to the effectiveness of a unidirectional network bridge implemented in this
manner. The system itself acts as one form of network security, rather than an entire security system
in itself.
Unidirectional network bridges will not explicitly stop malicious code such as viruses from
transferring between networks. One method of reducing this risk is to scan all incoming data between
networks for viruses; however this is outside the operations of a UNB. However, a Unidirectional
Network Bridge does effectively stop program Backdoors between networks, as although systems on
the secure network may be infected, there is no mechanism for transporting data into the insecure
network, negating the effectiveness of a security backdoor.
Unidirectional Network Bridges in conjunction with broadcasting systems
Unidirectional network bridges have more uses aside from acting as a protected repository for longterm data storage. At another level, separated networks can be used in conjunction with commercial
systems that provide streaming video without compromising the safety of an internal system. This is
achieved through use of a unidirectional network bridge between two strongly separated networks, as
given in the previous example. However, unlike the previous scenario, the unidirectional network
bridge only allows data to transfer from the secure network into the insecure network, not the other
way.
Network Topography Overview
Broadcasting from a secret network is another method of securing a system. In this case, the direction
of the unidirectional network bridge is reversed, the source network being the secret network and the
destination network being the insecure network. This allows a computer system on the secure network
to broadcast information such as video, radio or news whilst remaining secure.
Security Analysis
In the event of electronic intrusion, one or more of the servers on the insecure network may be
compromised, but the majority of the system is left intact, and is impenetrable. In this scenario only a
loss of availability in incurred; however system integrity and confidentiality is maintained.
The use of a unidirectional network bridge in this situation is a very effective blockade against several
known types of attack. Viruses, Trojans and application Backdoors cannot penetrate the secure
network from the insecure network, as there is no physical method to do so. This does not protect the
secure network completely from viruses; it will only protect it from viruses that originate from the
insecure network. Whilst this is a fine distinction, if the insecure network is connected to the Internet
(a likely assumption given the electronic commerce environment) this would be the most likely source
of a virus.
System Limitations
A unidirectional network bridge that allows traffic from a secure network into an insecure one has
different strengths and vulnerabilities than one built in the opposite direction. On the one hand it
composes an invulnerable barrier against viruses, but it cannot provide any protection against data
movement from a secure network into an insecure network. This exposes one flaw that exists with this
set up; it is entirely possible for users on the secure network to send any data down into the insecure
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network. This is not a flaw, but is a characteristic for the different and complementary uses for a
unidirectional network bridge.
These two scenarios give insight into the future potential of unidirectional bridges; although obviously
they cannot be used simultaneously between the same insecure and secure networks as two
unidirectional networks in opposite directions defeats the purpose of such a system. However, using
one insecure network, containing internet access and two separated secure networks, one containing
video feed or some broadcasting agent and connected to the insecure network via a unidirectional
network bridge allowing data transfer down into the secure network, and another secure network
acting as a protected repository for completed transactions and other data that should be secured off
the network.
CONCLUSION
Although separated network infrastructures add to the complexity of a network topology, and restrict
functionality, they have a potential to protect critical and core computer systems from the threat of
electronic attack. The restriction of functionality that this entails can in part be countered with the use
of a unidirectional network bridge between the two networks. Unidirectional bridges are still not
commonly built, and still pose problems that many cutting-edge technologies have contended with
during development, but do have uses outside of military domains.
The defence of a unidirectional bridge exists at a physical level, making it impervious to changes in
technology, new techniques, operating system vulnerabilities, and network threats. However,
unidirectional bridges have limitations; they cannot defend against viruses,
FURTHER WORK
Despite the large investment of research for military and defence networks, there is still a large area of
growth in the development of a system for separated network and unidirectional bridges. For
example, unidirectional bridges remain only useful when the joined networks are strongly separated,
and there could be future applications that alert administrators to rogue wireless access points or
devices on a network or the joining of two separated networks. Another flaw in separated networks is
that to transfer data in the opposite direction of the unidirectional network bridge, physical media must
be used – constituting a security threat. Devices that could allow asynchronous transfer from one
network to another would also be a valuable area for further research.
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ABSTRACT
The purpose of this paper is to determine if wireless networking security is a real threat to computer networks
within Adelaide, Australia. Specifically, it is the intent of this paper to determine the extent of the vulnerabilities
found in wireless networks, and to determine if these vulnerabilities are being exploited. The expected outcome
is that there are a number of networks within Adelaide that are susceptible to attack, and also the expectation is
that there will exist some evidence of people who are either intentionally or accidentally exploiting them.
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INTRODUCTION
There is no doubt that wireless networking is changing not only how businesses use networks, how
home users connect to the Internet and how computers interact, but also how network security must be
conducted. Using Radio-Frequency gives enormous flexibility, but may open a seemingly secure
network to new security threats, that, if not accounted for, may result in negative consequences.
It is the purpose of this research paper to determine whether wireless networking, relating specifically
to 802.11b systems, is of practical concern in the city of Adelaide. There are two areas that need to be
explored if a question as broad as this is to be answered. First, the level of vulnerability that is
currently exploitable must be determined, and second, the current amount of exploitation must be
discovered.
The methodology for collecting this data is twofold. To determine the number of vulnerable wireless
networks the intent is to use computer equipment equipped with a wireless network interface card and
software to analyse the number of broadcasting wireless networks on the 802.11b frequency and their
level of security.
To complement this, a ‘Honeypot’ wireless network system will be used in an effort to establish the
number of people who either accidentally or intentionally use a wireless network in a given time. This
will involve setting up a computer with a wireless card in a busy location for a certain time period and
logging the usage of the wireless network. As the network itself has no use, all users entering it are
potential threats, either intentionally or accidentally.
The expectation is that within Adelaide and surrounding suburbs, there will be a large proportion of
wireless networks that are found to be insecure and vulnerable to attack, and that there are users who
are exploiting this vulnerability.
Limitations of Research and Project Scope
There are limits to the amount of research that can be done. This is not a technical limitation, but a
legal one. This limits the security detail that can be done; only WEP, the wireless security standard,
can be discovered. The consequence of this is that any network perimeter scanning is incomplete, as
security such as Virtual Private Networks (VPNs) cannot be discovered. However, the complexity of
this would deter many from taking this course of action. The use of VPN systems limits the ease of
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which users may connect and disconnect from a wireless network, which may also influence the use of
any security measure.
There are also limits in the scope of the project and on the amount of data that we can gather. In
respect to the wardriving, the recorded results and the conclusions that we make are based only from a
small sample of Adelaide, although it is likely to be the most dense wireless activity zone, it still only
represents a possibly small percentage of wireless networks in the greater Adelaide area.
Both the 802.11b and 802.11g protocols operate on the same frequency of 2.4Ghz, and as the more
recent 802.11g protocol is backward-compatible, 802.11g networks are also shown on within this
report as 802.11b networks.
BACKGROUND INFORMATION
Legal Issues
The legality of wardriving has not been tested either in Australia or internationally, but very few
people believe that the act itself is illegal. In Australia, the radio frequency used by Wi-Fi cards is
unregulated, meaning that anyone may use it for non-commercial means without a Telecommunication
Company license (Department of the Attorney-General 1992). Internationally, the United States
Federal Bureau of Investigation has stated "Identifying the presence of a wireless network may not be
a criminal violation, however, there may be criminal violations if the network is actually accessed
including theft of services, interception of communications, misuse of computing resources, up to and
including violations of the Federal Computer Fraud and Abuse Statute, Theft of Trade Secrets, and
other federal violations" (Shore 2002).
In Australia, there is no legislation in place that specifically prevents the listening of Wireless
networks (Department of the Attorney-General 1992), but the act itself dates from 1992, before the
invention of wireless networking and the security concerns that arise from it. The Cybercrime Bill
(Department of the Attorney-General 2001) does not specifically mention the monitoring of wireless
networks, and only becomes relevant in the event that the communication medium is deliberately
made unusable or intentionally impaired (Department of the Attorney-General 1992).
However, South Australian State Law dictates that “A person who, without proper authorization,
operates a restricted-access computer system is guilty of an offence” (South Australian Consolidated
Acts 1953). This law would be violated if one entered a network without specific approval to do so.
Given this information, it seems there is no law specifically preventing wardriving, so long as no
network is accessed. It may seem a fine line to draw, but whilst monitoring existing networks is legal,
attempting to access them is not.
Internationally there is real concern over the legality of Honeypots, which are becoming common as
part of a security detection package on large commercial networks. However, in Australia, the
Telecommunications (Interception) Act states that interception of data is only illegal in the event
“Where a person lawfully on premises to which a telecommunications service is provided by a carrier,
by means of any apparatus or equipment that is part of that service” (Department of the AttorneyGeneral 1979). The interpretation of this Act is that any intruder on a network is there illegally, and
hence is not covered under the Telecommunications (Interception) Act. In South Australia, “A person
who, without proper authorization, operates a restricted-access computer system is guilty of an
offence” (South Australian Consolidated Acts 1953). This is covered under State Law, but all States
and Territories of Australia have the same or similar offences listed (Oznet Law 2001).
WLAN’s and SSID’s
The main part of a wireless LAN is the access point. An access point allows communication between
wireless users and a wired network. Currently there are 3 different protocols in which WLAN devices
can communicate, IEEE 802.11b, 802.11a and 802.11g. The most widely used is 802.11b due to the
low cost of equipment and the relatively good transfer speeds. All the results in this report are based
on WLAN’s that operate on this protocol.
An access point makes itself known to other devices by broadcasting a Service Set Identifier or its
SSID. An SSID is a 32 character unique identifier that distinguishes between wireless networks. All
access points by default broadcast their SSID’s to inform wireless nodes of their presence (Gomes
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2001). As soon as your wireless device detects a broadcasted access point you have enough
information to make a basic connection to the access point. All access points come pre-configured
with a default but changeable SSID for example ‘Wireless’ or ‘WLAN’,
WEP
It is well known that Wired Equivalent Privacy, WEP, the security mechanism defined in the 802.11b
standard, is flawed and vulnerable to decryption (Fluhrer, Mantin & Shamir 2001, Housley &
Arbaugh 2003). WEP operates at the two lowest levels of the OSI model; the data-link and physical
layers (Housley, Arbaugh 2003). Access points come by default with WEP turned off. Some vendors
also provide default WEP keys, which are easily discovered (Llieda Wireless 2003).
Despite its flaws, WEP is still useful in securing WLAN’s even if it just deters potential attackers. To
determine the WEP key of a network, approximately 4,000,000 packets are required. This is a timeconsuming process, and is based entirely on the amount of traffic that is being produced by the target
network. This narrows the field of potential attackers, as only those attacking a specific network will
attempt this.
Wardriving
Wardriving is the act of locating wireless networks through trawling a large area by car. A basic
wardrive consists of a car, a laptop with a wireless card and some form of wireless antenna to pick up
WLAN signals (Shipley 2001).
Honeypots
Honeypots have, in recent years, become part of the security arsenal of many corporate computer
networks as a detection measure and also to monitor techniques used by potential intruders (Honeynet
Project 2003). Proper use of a Honeypot can aid in better defences for the rest of a network, but
misuse can end with a Honeypot system acting as a springboard for attacks on other systems
(Sutherland 2002, Broucek & Turner 2003). Honeypots often consist of a single computer emulating
and entire network of computers and services. The aim of a good honeypot is to lure attackers into
their networks and monitor all the steps an attacker performs while on the network (Spitzner 2000).
The aim of the honeypot used in this project is to emulate a simple office network by providing simple
services but with no functionality. If an attacker were to enter the system and search for available
services they would appear to exist (Raikow 2000). The Honeypot system used for this project is
simple, but the basis remains the same for advanced systems (Broucek & Turner 2003).
DATA ANALYSIS
Wardriving
The results from the scanning discovered 53 wireless networks, 55 of which were situated in the
Adelaide CBD and 8 of which were found in residential areas. Of these, 51 were operating in
infrastructure mode and two were operating as a peer-to-peer network.
An analysis of the security on these wireless networks uncovered some disturbing results. Data
accumulation was achieved from public areas, and at no time was private property entered. This
indicates that businesses are not considering the perimeter of wireless networks, which extends far
beyond their building or office.
Of the 53 networks discovered, only 9 had WEP enabled, representing approximately 17% of all
networks. Whilst WEP does not guarantee a secure wireless network, it serves as a basic security
mechanism. Although many of the wireless networks that did not have WEP have undoubtedly been
secured using a different security mechanism, this is not apparent without accessing the network.
However, it is highly probable that many of the wireless Access Points discovered were completely
vulnerable to attack.
Another concerning statistic is that of the monitored networks, 28.3% of networks were operating
using a default SSID. This in itself means little, as a default SSID does not induce any vulnerability,
but does indicate that other settings may also be left at the default values. When this knowledge is
combined with the number of networks operating SSID values (Wireless 2600 Magazine 2001, Llieda
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Wireless 2003) and also operating with no WEP encryption, 22.64%, it is highly likely that there are a
large number of wireless networks that are extremely vulnerable to attack in the city of Adelaide.
Most Common SSID
AAA

15.09%

Aaa

9.43%
7.55%

Wireless

5.66%

Default

3.77%

Scotch

3.77%

Tsunami

3.77%

Table 1: A list of the most common SSIDs, and the percentage they represent compared with the
total number of networks
The most popular vendor is clearly Cisco, which is unsurprising given Cisco’s reputation for
networking product. However, Cisco products are not considered to be consumer-level networking
devices, indicating that some large commercial businesses are connected. It also indicates that a
company is either offering Cisco based solutions or Cisco product is extremely popular. Of these, only
10% are using their default SSID, indicating that there is some level of knowledge within large
companies – at least enough to change some default settings.
Netgear, the vendor of 15.09% of the total networks found, has a much higher rate of using the default
SSID. This indicates a lesser level of knowledge, possibly indicating it is used more by smaller
businesses, or by those who have tighter budgets. This may also explain the lack of expertise. The
unknowns represent a cross-section of APs, as Netstumbler cannot determine all Access Point
vendors. It seems Apple users are generally unaware of the finer details of SSIDs, or do not feel the
need to change them. Many Apple APs incorporate a portion of the MAC address into the SSID title,
giving a unique SSID for each. It also appears that many Agere users are not aware of how to set up
Access Points. Orinoco is considered to be one of the high-end consumer devices, so perhaps it is
being used by small business and consumers who do not know how to set up the finer details.
Surprisingly, it appears that the level of knowledge, represented with the amount of WEP encryption
and the percentage of Access Points using default SSIDs, is approximately the same between
residential and commercial systems.
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Popularity of Vendor and use of default SSID of each
Vendor

% Of Total Networks

% of vendor using default
SSID

Cisco

37.74%

10%

Netgear

15.09%

37.5%

Unknown

13.21%

14.29%

Apple

9.43%

40%

Agere (Lucent) Orinoco

7.55%

75%

D-Link

5.66%

33.33%

Compaq

3.77%

50%

BreezeNet

1.89%

0%

Enterasys

1.89%

0%

GST

1.89%

100%

SMC

1.89%

100%
28.3%

Table 2: Analysis of the most popular vendor of Access Point, the percentage of the total number
of Access Points, and the percentage of the given number that were operating using the default
SSID for that vendor.
It also appears as if one person or company is responsible for a large number of wireless Access Points
within the Adelaide CBD. There are currently four AP’s names ‘AAA’ and a further three named
‘aaa’. All of these AP’s are from the same vendor, operate on different channels and are evenly spaced
across Adelaide’s city centre to create a wireless mesh system. There are several explanations for this
setup, but the most likely is that a commercial company is operating wireless networking through the
CBD. It is most probable that this belongs to Airnet Inc, a commercial ISP in the Adelaide area
(www.airnet.com.au). The ‘AAA’ of the SSID may be an abbreviation for ‘Authentication
Authorization Accounting’, a Cisco Systems networking validation service similar in nature to
RADIUS (Cisco Systems Inc 2003). If this is the case, then these systems are protected by an
encrypted VPN system.
Overall, it appears that a high number of networks are editing the default SSID on their wireless
networks (73.6%). When choosing an SSID, a large number of networks are named after a business or
location. Whilst this makes a network easily identifiable to users, it also makes a network easily
identifiable to anyone else.
Honeypot
Over the two weeks the honeypot captured two connection attempts, one at 2pm on a weekday and
another one on a Sunday evening at 8:30pm. The first connection attempt lasted for 2 hours and 12
minutes and involved almost no information transfer. The only service that was accessed was the
DHCP to obtain an IP address. Once the user obtained an IP address there was no other activity until
the user disconnected 2 hours and 12 minutes later. The second connection was different to the first
due to the activity that was monitored. The intruder connected and immediately operated a port
scanning utility to discover what services were running on our network. The connection lasted for just
over 8 minutes and during that time the perpetrator scanned approximately 800 ports. After the port
scan was completed (or terminated) the person attempted to access the HTTP port, in an attempt to
access the Internet from the Honeypot network. Soon after the person found that the HTTP port gave
a null response the connection was terminated.
The results gathered prove that the vulnerabilities in WLAN’s are being exploited both purposely and
accidentally. The first intrusion seemed to be the result of an accidental connection to the network,
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which can be attributed either to the user accidentally accessing the wrong wireless network or
through use of an Operating System that automatically connected the user when in range of any
wireless network. This conclusion was drawn from analysis of the amount of traffic being passed
between the honeypot and the other wireless laptop.
The second intrusive access was intentionally perpetrated by someone looking to exploit a vulnerable
network, and specifically, access the Internet from a Wireless account. The use of a port scanning
program indicates the use of a level of expertise, and this precludes the accidental access to the
Honeypot system that was shown with the first intrusion.
CONCLUSION
It is apparent from the data collected that there are a large number of vulnerable networks in the city of
Adelaide, and that they are potentially already being exploited.
The reasons behind these vulnerabilities are varied; wireless networking is still a relatively new and
cutting edge field, the range from access points is underestimated by Information Security officers and
home users, and the technical information required for the construction of an effective solution is
beyond most users.
However, such reasons may explain the situation but the fact remains that there are a large number of
vulnerable networks, many of which are connected to commercial enterprises. Whilst it is
understandable that this creates vulnerabilities, implementing technology that is not understood can be
potentially dangerous to a company.
However, the evidence indicates that there is a level of knowledge associated with wireless networks,
shown by the changing from default SSID’s and the use of WEP on some networks. However, security
is still an issue that needs to be addressed. Whilst it is possible that some commercial networks
discovered have used some form of encryption or security, it is highly improbable that all are, or even
that many are. There is, however, a simple method to determine this legally, except through tracing the
networks back to their physical locations.
It would also appear that some wireless users are aware of the vulnerabilities of WLAN’s and are
exploiting them. At the very least, these companies may find unauthorised users are taking advantage
of computer resources such as Internet access. Potentially, however, large financial or legal issues
may be involved.
One of the most interesting issues that has arisen from this study was the evidence that indicates that
networks can be accessed unintentionally. This can be attributed to the Windows XP Operating
system feature that can automatically join wireless networks within range. This poses potential legal
consequences, as to enter a network is illegal (South Australian Consolidated Acts 1953) even if it is
done unintentionally. To avoid this problem, some form of encryption or security system should be
used, such as WEP, in order to curb these accidental intrusions.
Ideally, network and computer technicians would have a level of knowledge regarding new devices,
especially on the subject of security, and would be able to minimise the risks to a computer network
before installing them. However, it appears that a number of networks are vulnerable. Publicising the
vulnerabilities posed by wireless networks may have several consequences; it would alert a number of
computer technicians to the vulnerabilities found in their networks, but may also encourage more
people to utilize the security flaws in such a network.
FURTHER WORK
There are several areas for further investigation within this broad area of practical research. To expand
upon the ‘wardriving’ component of our report, the next stage would be to find the administrators of
the access points found within our report and enquire if any other security measures are in place to
secure these WLAN’s. This may be met with some resistance, as company policy generally does not
allow discussion of this nature. However, this is one method of discovering the existence of additional
security devices on a wireless local area network, such as Virtual Private Networks and filtering, that
our research has not been able to discover. It may also alert companies that there is a large security
hole in their network, which is something they may not be aware of.
Another possible topic to expand upon this research would be to expand the wardriving concept and
use it to determine which areas of the community are using wireless networks. Our preliminary
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findings indicate large commercial organizations, private secondary and tertiary educational
establishments appear to be most likely to utilize a wireless network. There has been very little
response from small commercial businesses, industrial businesses and home use. The periodic
rescanning of an area such as the CBD could be used to determine the growth of wireless networks,
and the areas where the growth is occurring.
Additional wardriving equipment, such as a GPS unit or a more powerful external antenna would give
a larger number of results and increase accuracy.
A more detailed Honeypot system would also be another area of future research, but there appears to
be a limited amount of Honeypot software available. A more advanced method would be to capture all
network traffic, including ‘wardriving’ scans. This would involve the use of two computers, one
acting as a Honeypot system for an Access Point, and another using a wireless card and a network
traffic monitor such as Ethereal (Ethereal 2003). In effect, this system would be a specialist wireless
honeypot, and would allow capture of all network traffic, not just traffic after a system has been
accessed.
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ABSTRACT
Currently we are seeing more and more universities avail themselves of information technology certification
courses to deliver in the University in place of or parallel to more tradition forms of University education. This
is occurring for several reasons none of which often have anything to do with sound educational practice. Some
of the factors responsible for this including perceived need from stakeholders and the vendor’s willingness to
offer substantial financial incentives. This paper will explore the educational nexus that this emergence of
industry based certification programs produces for universities in particular with a focus on security education.

INTRODUCTION
The rapid emergence of new security based certifications in the past two years coupled with their
general industry acceptance, places new focus on University level security programs in Australia.
Many universities have already aligned themselves with vendor based certification courses in other
curriculum areas that they now deliver either as part or full substitution for existing classes. So what
place do the new security certifications have if any within existing University based security courses?
If one were to believe the popular press IT industry based certifications are rapidly becoming be a
prerequisite for advancing your career or maintaining your current level of perceived expertise
(Roberts, 2002a, Piazza, 2002, George, 2002). Gartner Group estimates that by 2004 that certification
will be required for 60% of information security officers (Dugan, 2001). Much of the existing
literature has people in industry basically using the certification as a corporate weapon an example
from (Dugan, 2001) p.36 follows:
Certification was crucial to his postservice success. "A CISSP proves my
worth with senior executives," says the CISO, who also preaches the
certification's merits to staff.
The logic being applied here is no certificate = no credibility therefore, no credibility = no success,
therefore no success = no job.
Ray(2000) examined the role of certification in information systems with a particular look at its place
in University courses. In the article Ray identifies four areas of concern for educators. Firstly, the lack
of credible, truly neutral, objective examination within certain areas of the certification industry. It
also projects the spotlight onto the value of vendor-based certifications that are seen as extolling the
virtues of one product. The second concern is that the rapidly changing knowledge base required for
success in the area of information systems brings into question the sustainability of these
certifications. Thirdly, that educators themselves may be uncomfortable with the need to maintain
their own proficiency levels and certification status as required by many vendor certifications. The
final and most important issue is that the certification examinations, which are at best advanced
multiple-choice tests, will usurp theory and principles as the core drivers of academic programs.
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Building on the issues raised by Ray(ibid) this paper will examine the nexus that the new range of
security certifications creates within a University context.
THE CURRENT SCENE
Certification is here to stay for the interim and as such is a valid mechanism for many in the IT
industry to obtain vocational based training to enable them to progress their careers. There are a
myriad of certifications from vendor specific types such as MCSE - Microsoft, CNE - Novell and
DBA - Oracle and non-vendor specific types such as Network+ - COMPTIA, CISSP and GIAC.
The statistics from vendors such as Cisco states they have 296,443 Students Enrolled in 10,182 Total
Academies (Cisco, 2003). Granted, not all of these academies are university based but many are.
Universities globally are now offering vendor based training courses either as part of or replacement
of existing University units. Many of the courses allow universities to readily avail themselves of
shrink-wrapped content and some would posit shrink-wrapped customers. Universities are taking on
these courses and in doing so are taking them away from the more traditional avenues such as vendors
themselves, specialist commercial trainers, technical and community colleges.
CERTIFICATION DOES NOT EQUAL EDUCATION
In the article by Ray (2000) the first point made was that of credibility, objectivity and neutrality of
some the vendor-based certifications. Credibility is greatly lacking in some quarters, as is ethicality of
much of the practices that permeate this arena. An ethical point of view would have to question why
many vendors provide large incentives in the form of price inducements to academies or institutions
setting up vendor based training. The prices offered for products are often well below what even
distributors can acquire these products for. It can reasonably be argued that the vendors are
discounting product not out of corporate benevolence but to get advantageous placement by trying to
align their product with traditional education systems. Hence by attaining this placement, they, by
association, gain credibility for their certification and product. One has to ask where else does this
considerable inducement occur within a university environment.
In fairness to many of the vendors their certifications are meant to be lacking in neutrality, as they are
product focused. The purpose of these certifications is that they are meant to develop skills in product
use. They are not intended to be vehicles for the education of individuals but for certification to a
certain standard on a specific product.
Objectivity of examination is done as best can be given the constraints; with most vendors preferring
to have testing done by a third party such as Prometric. Before sitting examinations at these centers
one must provide similar evidence provided to obtain a passport i.e. one photo ID and other supporting
documents before being given the test which is often more stringent than similar university
examination requirements. Furthermore, most test centers who are run by third party operators
undergo certification themselves to become a center to ensure the integrity of operations.
The second point raised by Ray(ibid) is that many of the vendor based certifications have high levels
of knowledge obsolescence in them. If you take an average undergraduate student who is undertaking
a 3 or 4 year degree this is an extremely long time in IT product certification and vendor production
cycles. Due to the march of the technology, the products vendors provide either expire or eventually
move product to unsupported status, hence making the technology redundant. This makes for rapid
change of knowledge and supporting curriculum as it is necessitated by the changes in the product
revisions so that people can become competent operators of the product. The type of knowledge in
these certifications is operational. Largely, you do not have to have a theoretical understanding of how
the product functions or actually achieves interconnection for instance to be successfully certified.
There is also often debate about how good a metric these certifications are at assessing a person’s
knowledge of an area leading to derogatory terms such as “Textbook <insert vendor certification
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acronym here>”. Thurman (2001) relates similar problems “However, as the interview progressed, I
realized that this person had little real-world experience in security or systems administration. His
certifications were all gained through crash courses intended to teach you what you need to know to
pass the certification tests. I needed someone who could hit the ground running. I didn't have time to
train anyone.”
Even for vendor neutral qualifications there is some debate also ensuing about how good a measure
they are for assessing a person’s knowledge or expertise in an area. (Patilla, 2001) examines the
Certified Information Systems Security Professional (CISSP) qualification and makes the point that
“Practitioners disagree as to the applicability of some of the exam questions and on whether passing
the exam is a true measure of a person's real-world security expertise.”
Thirdly, Ray (2000) put forward that educators themselves may be uncomfortable with attaining
certification and the constant upgrading of skills required to maintain a vendor certification. To some
degree this is not what an academics function but it is clearly the role of a trainer. Furthermore, one of
the bigger issues is that Universities will have to engage in is proactive and expensive means of reeducation for their staff should they wish to pursue this path of embedding certification.
Furthermore, a university that engages in training staff in one particular platform is in fact narrowing
choices and opportunity for understanding of technologies. This lack of variety could be counter
productive to a University’s research and education obligations, binding the university too tightly to a
commercial enterprise or solution type.
The fourth point Ray (ibid) makes is that certifications will usurp theory and principles as core drivers
of University curriculum. As a small case example, several universities in Western Australia have
become aligned with various vendor certifications in the past 2-3 years. Upon investigation of the
universities web sites it became apparent that many of the “certification driven” units offered heavily
relied upon vendor’s course materials. Several of the units being offered were using the vendor’s
designated or approved courseware books as the actual unit textbooks.
The problem is that vendor based certification materials are made for one thing, that is, to get you to
pass the vendors certification. The passing of these certifications often has little to do with theory or
principles of operation. The material that the student learns is typically targeted at the use or
configuration of a vendor specific technology or product. The course content, rarely, if at all deals
with underlying theoretical concepts or principles of operation that a university education is supposed
to deliver to enable the student undertake life long learning in the area.
The Ray(ibid) article was pro-inclusion of certifications into a University curriculum. In response to
the article Brookshire (2000) cites the case of the student seeking admission to a University who stated
their prime reason for wishing to attend was to become a Unix administrator. The problem was that the
student had already attained such a qualification and hence it was a null proposition. What
Brookshire(ibid) did point out in the article it was a university’s mission “…to develop in students a
wide variety of less specific abilities: critical thinking, analysis, appreciation of the arts and diverse
cultures, foreign languages, the scientific method, and the history and politics of their own and other
societies. In addition, we inculcate more detailed knowledge in one or more major fields of study,
some quite technical”.
Brookshire(ibid) alludes to soft skills and other non-specific skills that can not be gained by reading a
manual and answering the multiple choice test. Soft skills and certifications are proving their worth in
marketplace with people who have both retaining higher salaries and employment prospects (Piazza,
2002, Choy, 2002).
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SECURITY NEXT?
There are several environmental factors that will see security based certification courses being
considered by universities currently and in the future. There is increasing industry demand for security
personnel to have certification(Roberts, 2002a, Choy, 2002, Clancy, 2002, Guzzo, 2002, Piazza,
2002). Some employing organisations are now also starting to use industry certifications as a simple
human resources filter for some IT related jobs that is by not having certification you are simply not
considered a serious candidate (George, 2002). There has been an increase in the number of security
related courses and certifications offered by vendors and non-vendor specific institutions in the past
few years (Roberts, 2002b, Savage, 2002). Computer and related security as a science is not mature,
and as such often has limited scope and exposure in university based computer science courses. Due to
this lack of maturity it may lead Universities to use the certifications as an external validatory
exercise. In Australia, universities are becoming more reliant on external funding of courses and need
to maintain or increase student numbers to retain government funding. As an avenue to attract students
some universities are using the duopoly of a university degree and technical certification.
The above factors would seem strong indicators and impetus for universities to consider offering
security based certifications. The prima-face question, which needs to be asked, is what does the
current range of certifications offer in terms of extra content or knowledge. The author would posit for
a student who has completed several units or a minor in security it should be very little at all. Should
we be training students in a vendor-based solution? Is not study at university a better vehicle for
teaching generic principles and theories than existing vendor curricula? Vendor based solutions give
you training on a specific product, which date readily. For example does, anyone still use the CP/M
operating system? However, if you understood the principles of operation and theory behind an
operating system such as CP/M you can readily adapt that knowledge to modern operating systems.
Even, non-vendor specific certifications offer no more than a relevant university security course
should.
One of the arguments put forward by (Ray, 2000) for certification is that “Educational institutions and
educators benefit through improved program content and assessment capability”. This argument is
largely null, as should this not be a part of a relevant and properly delivered university course?
There is no doubt that these certifications have some value for gaining employment. However, the
degree to which they make a difference in combination with an undergraduate degree could be
questioned. For instance would an institution employ a student who graduated cum laude or a student
with barely passing grades in the degree who holds 3 industry level certifications?
CONCLUSION
There is a definite place for industry level certifications instruction by technical colleges, high schools
and training vendors. However, the validity and need for industry level certification at university level
is contentious. The very courses themselves are often contradictory in approach to the goals and
mission of a university education. However, they may have a place being used as a complimentary
tool to existing courses but not as end in themselves.
Non-vendor based certifications do offer some advantages over vendor specific courses, as they do not
have such a narrow content focus. Granted, these certifications may cover the same generic content as
existing University courses but do they as a result of their pedagogical orientation equip students with
the higher level cognitive skills such as synthesis that allows one to think abstractly and understand
concepts. How do these industry certifications teach the soft skills and critical thinking that employers
rely on universities to impart?
Universities should consider with gravity what it is that they are trying to achieve by offering vendor
or non-vendor based certifications that replace existing courses that are well grounded in theory and
principles. This total curriculum replacement via industry certification substitution path is perilous and
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will see universities becoming vendor savants. Security based units will be no less immune to this
practise of curriculum via substitution if we as university security educators allow it.
As a closing thought some of us reading this article will have used at some stage a CP/M based PC or
PDP-11 to word process their first digital documents using WordStar or may even have created their
first marks spreadsheet with VisiCalc. These were then saved onto a 8 inch or 5 ¼ inch floppy disk or
disk drive and typically printed via a serial line to a daisy wheel impact printer so what you may ask?
Well what has got us this far, was it an intimate knowledge of vendor specific WordStar or VisiCalc
commands or was it an understanding of the key principles of operation of these technologies?
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ABSTRACT
There are various tools available on the Internet, which can help in determining the operating system of a host
by examining details in the way the TCP/IP stack was implemented within that operating system. This method is
called TCP/IP fingerprinting which has proven to be a reasonably reliable method of determining a victim hosts
operating system. This paper will examine the efficiency and performance of a new network defence tool called
honeyd which is a deceptive virtual honeypot system that uses deceptive OS fingerprinting.
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INTRODUCTION
To attack any system, it is very important to gather information about the target machine. There are
various methods, which can be used to gather information about the victim machine. One of the
important pieces of information that an attacker likes to acquire about the target machine is the type
and version of Operating System (OS) it is running. Armed with this knowledge an attacker can gather
information regarding the vulnerabilities related to that particular OS. This selective targeting then
allows the attacker to probe the victim device only for known vulnerabilities and hence lowers the risk
of detection.
A method to identify the operating system is to connect to open TCP/UDP ports that are running
services. Furthermore, these services such as Telnet (Port 23), FTP (Port 21) and World Wide Web
Servers (Port 80) by default will not only identify themselves but will impart information about the
operating system on which they are running. For example:
root%> telnet 10.10.1.1
Trying 10.1.1.1 …
Connected to honeyd.scis.ecu.edu.au
Escape character is ‘^]’
HP-UX hpux B.10.01 A 9000/715 (ttyp2)
Login:
In the above example, the probed telnet service informs the user that they are about to login onto a
Hewlett Packard 9000/715 Server running the HP-UX OS version 10.01. Such methods are often
enough to determine sufficient information about the operating system running on the target machines
to enable a successful intrusion by an attacker.
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Another technique for identifying the OS is a practise referred to as port sweeping or port scanning.
This technique enumerates TCP/UDP ports and identifies open ports and importantly the services that
are potentially running on the system. The returned list of open ports is often enough to identify most
operating systems.
The outlined techniques are aggressive in nature and most intrusion detection systems would routinely
monitor for such activity. In some cases the attack would trigger actions that would counter such
moves for example, a drop rule would added to a server’s firewall ruleset dropping all packets
received from the attacker’s IP Address.
To counter some of the problems with brute force or noisy attacks perpetrators now often use a
technique known as passive fingerprinting or TCP/IP stack fingerprinting. Every OS has a different
TCP/IP stack fingerprint, therefore each TCP/IP stack will respond differently in a TCP/IP
conversation. This is because each TCP/IP stack has different sequencing of the actual packet and will
have different TCP/IP flags set due to implementation on a particular operating system.
TCP/IP Fingerprinting with Nmap v 3.0
Nmap uses the technique known as TCP/IP fingerprinting and it was proposed and implemented by
Fyodor (1998). Nmap is a program designed to allow system administrators and curious individuals to
scan large networks to determine which hosts are operational and connected to the network. The
NMAP probes will enumerate the open TCP and UDP ports and services that are running on devices
within the targeted network.
Nmap supports a large number of device scanning techniques such as: UDP, TCP connect(), TCP
SYN (half open), ftp proxy (bounce attack), Reverse-ident, ICMP (ping sweep), FIN, ACK sweep,
SYN sweep (IP protocol) and Null scan. Nmap also offers a number of advanced features such as
remote OS detection via TCP/IP fingerprinting, stealth scanning, dynamic delay and retransmission
calculations, parallel scanning, detection of down hosts via parallel pings, decoy scanning, port
filtering detection, direct (non-portmapper) RPC scanning, fragmentation scanning and flexible target
and port specification. (Insecure, 2003)
Nmap achieves its remote OS fingerprint by interrogating the target device’s TCP/IP stack by sending
it only eight different packets and observing the response that is sent back. The packets sent are
“Tseq is the TCP sequenceability test
T1 is a SYN packet with a bunch of TCP options to open port
T2 is a NULL packet w/options to open port
T3 is a SYN|FIN|URG|PSH packet w/options to open port
T4 is an ACK to open port w/options
T5 is a SYN to closed port w/options
T6 is an ACK to closed port w/options
T7 is a FIN|PSH|URG to a closed port w/options
PU is a UDP packet to a closed port” (Fyodor, 1998)
The probe is specifically crafted to put the target device in a position where there is a high probability
that two events will happen. Firstly, that the target device’s operating system TCP/IP stack will
respond uniquely and, secondly that the target device’s operating system will be determined. A sample
output from a NMAP fingerprint scan follows:
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(The 1605 ports scanned but not shown below are in state: closed)
Port
State
Service
22/tcp
open
ssh
68/tcp
open
dhcpclient
111/tcp
open
sunrpc
723/tcp
open
unknown
5901/tcp
open
vnc-1
6001/tcp
open
X11:1
Remote operating system guess: Linux Kernel 2.4.0 - 2.5.20
Uptime 10.013 days (since Mon Jul 08 09:35:09 2003) TCP/IP stack will
respond in a consistent manner.

The level of signature granularity that can be achieved by this method is high. To illustrate this, the
following fingerprints are both for Microsoft NT4 machines taken from the default NMAP fingerprint
files.
Fingerprint Windows NT 4 SP3
TSeq(Class=TD|RI%gcd=<18%SI=<2A00DA&>6B73)
T1(DF=Y%W=7FFF|2017%ACK=S++%Flags=AS%Ops=M|MNWNNT)
T2(Resp=Y%DF=N%W=0%ACK=S%Flags=AR%Ops=)
T3(Resp=Y%DF=Y%W=7FFF|2017%ACK=S++|O%Flags=AS|A%Ops=M|NNT)
T4(DF=N%W=0%ACK=O|S%Flags=R%Ops=)
T5(DF=N%W=0%ACK=S++%Flags=AR%Ops=)
T6(DF=N%W=0%ACK=O|S++%Flags=R%Ops=)
T7(DF=N%W=0%ACK=S++%Flags=AR%Ops=)
PU(TOS=0%IPLEN=38%RIPTL=148%RID=E%RIPCK=E%UCK=E%ULEN=134%DAT=E)

Fingerprint Windows NT 4.0 SP 6a + hotfixes
TSeq(Class=RI%gcd=<6%SI=<40132&>290%IPID=BI|RPI%TS=U)
T1(DF=Y%W=2017%ACK=S++%Flags=AS%Ops=M)
T2(Resp=Y%DF=N%W=0%ACK=S%Flags=AR%Ops=)
T3(Resp=Y%DF=Y%W=2017%ACK=S++%Flags=AS%Ops=M)
T4(DF=N%W=0%ACK=O%Flags=R%Ops=)
T5(DF=N%W=C00|800%ACK=S++%Flags=AR%Ops=WNMETL)
T6(DF=N%W=0%ACK=O%Flags=R%Ops=WNMETL)
T7(DF=N%W=0%ACK=O%Flags=R%Ops=WNMETL)
PU(Resp=N|Y)

These two signatures are unique and identify different Service Pack and Patch levels of the Microsoft
Windows NT4 OS. This granularity of attack intelligence allows an attacker to refine attack
techniques and exploits dependent upon the information that NMAP reports. This attack intelligence
gives an attacker several key advantages. Firstly, the attacker can use limited attacks/probes on the
victim system as they now have a signature for the installed operating system often even down to a
specific service pack or patch level. Secondly, as a result of being able to use targeted attacks the
probability of detection by defensive systems will be reduced. Finally, the time taken to acquire this
knowledge is significantly lower due to the small packet payload of eight packets, when compared to
other intelligence gathering methods.
Concept of the Honeyd Virtual Honeypot
Honeyd is a low interaction virtual honeypot designed by Provos (2002). It can simulate arbitrary TCP
services through the use of scripts or proxy mechanisms. Honeyd also supports multiple IP addresses
on the one network card and enables the deployment of thousands of virtual machines. To enhance the
nature of the host deployment honeyd it is designed to adopt different operating system personalities
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for the virtual hosts. Honeyd achieves this host mimicry by reading an OS signature from a supplied
Nmap fingerprint file, it then loads this signature and assigns it to a virtual host. This virtual host now
responds to the attacker with the spoofed signature when probed. This bogus honeyd host now
deceives scanning utilities into thinking that the bogus host has the spoofed OS installed.
Honeyd is mainly dependent on 2 libraries: libevent and libdnet. Honeyd never actually intercepts the
network traffic, but all the traffic needs to be routed to the honeyd host. With the use of arpd a tool
that utilises unallocated IP addresses on an existing network in the deception and honeyd it is possible
to populate a network with seemingly legitimate hosts. Instead of just simulating flat network designs,
honeyd supports the creation of virtual topologies via configuration that allows for network latency
and routing an example follows:
route entry 10.0.0.1
route 10.0.0.1 link 10.2.0.0/24
route 10.0.0.1 add net 10.3.0.0/16 10.3.0.1 latency 8ms loss 1.5
route 10.3.0.1 link 10.3.0.0/24
route 10.3.0.1 add net 10.3.1.0/24 10.3.1.1 latency 7ms loss 0.5
route 10.3.1.1 link 10.3.1.0/24
This topology is logically diagrammed in Figure 1.
10.0.0.1
10.3.0.0/16

10.2.0.0/24

10.3.0.1
10.3.1.1

10.3.1.0/24

Figure 1: Logical Network Topology of Honeyd Ruleset

With the incorporation of packet delay and loss it is possible to create a network topology that would
further appear more realistic to the attacker. Delays and loss can be modelled to represent devices or
slow speed WAN links.
The actual implementation of Honeyd involves the central dispatcher that gets all packets and
performs callbacks for TCP, ICMP or UDP protocols; other protocols cause the network packet to be
dropped silently. All output packets then pass through the personality engine, where various
personalities are for held for the various OS’s as determined by the configuration file. TCP/IP packets
flags are adjusted according to the configured personalities in the NMAP fingerprint file and then
reinjected back into the network stream.
ICMP and UDP handlers are very simple in structure when compared to a TCP handler. An ICMP
handler replies to Echo Requests only and the UDP handler knows closed and open status of a port. A
closed UDP port will generate an ICMP Port Unreachable message.
The TCP handler requires modelling of a complete TCP state machine. The state machine tries to be as
correct as possible. Initially ports may be in a Listen or Closed state. Listen state causes a three way
handshake and all the other required TCP states, whereas closed state causes a TCP Reset to be sent.
TCP ports may be connected to an arbitrary service that runs custom script emulating the service:

366

4th Australian Information Warfare and IT Security Conference 2003

add template tcp port 80 “sh scripts/web.sh”
Honeyd forks child processes to execute and service any applications. STDIN/OUT is connected via a
socket pair to the TCP stream. STDERR is just a pipe and used for service syslog. Libevent handles all
incoming and outgoing data. New I/O channels just get added without extra complication for the
application.
While implementing honeyd, TCP ports may be proxied to connect to another machine by the
following configuration.
add template tcp port 23 proxy 10.23.1.2:23
This mechanism allows the honeyd administrator to simulate services for a given personality via proxy
redirection to a real host. In this honeyd opens a regular TCP connection, STDIN/OUT of that socket
and it is connected to the honeyd TCP stream and the Libevent takes care of the rest.
METHODOLOGY
The purpose of this study was to investigate which fingerprints when used with honeyd v0.2 would be
reliably detected as valid signatures by tools with OS fingerprinting capability such as Nmap. This
ability is one of the key functions of honeyd system and if the honeypot can successfully send faked
personalities then the required deception is achieved. However, if the fingerprint is detected as suspect
or incorrect then this may alert the attacker to the fact they are interacting with a honeypot and
significantly reduce the effectiveness of honeyd as a honeypot implementation.
Initially a deceptive environment was setup on a machine (assume M1) using Honeyd v0.2 running on
Redhat 7.2 Linux. The system used 3 different hosts IP in the range 10.21.19.102 – 10.21.19.104.
After the initial setup of Honeyd, arpd was configured. The ARP daemon moves the management of
the ARP (Address Resolution Protocol) table from kernel to user space. It is useful for sites with large
network segments (256+ systems per segment), because the kernel hash tables are not optimized to
handle this situation. On successful configuration of both Honeyd and Arpd, a small configuration file
was made which was used to create multiple deceptive hosts running virtual operating systems. An
example of such configuration file is given below:
annotate "AIX 4.0 - 4.2" fragment old
# Example of a simple host template and its binding
create template
set template personality "AIX 4.0 - 4.2"
add template tcp port 80 "sh scripts/web.sh"
add template tcp port 22 "sh scripts/test.sh $ipsrc $dport"
add template tcp port 23 proxy 10.23.1.2:23
set template default tcp action reset
bind 10.21.19.102 template
The configuration lines create a template for a virtual IBM AIX 4.0-4.2 server. The line set template
personality is where the signature is loaded from the NMAP file that corresponds to AIX 4.0 - 4.2 for
use in the personality engine. To further the strength of the deception services that would be expected
to run on an AIX 4.0-4.2 server are configured. In the configuration it adds http (Port 80) and ssh (Port
22) services as script files. The telnet (Port 23) function is proxied to a machine at 10.23.1.2:23.
Finally, it binds all this information to a virtual IP address of 10.21.19.102. All hosts in the NMAP file
were configured and tested in the same manner.
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SCANNING OF HONEYD HOST WITH NMAP
After creating the configuration files, both arpd and honeyd were loaded. Thereafter, from a different
machine (say M2), Nmap was used to carry out the scans on the virtual hosts created in the honeyd
configuration file. There was 458 device operating system’s signatures scanned from the Nmap
TCP/IP fingerprint database file called nmap.prints. Since the task was to find out the details of
operating systems running on the virtual daemon – honeyd, Nmap was used to carry out SYN Stealth
attack with fast scanning option along with Don’t ping and OS detection options. The representation
was
nmap –sS –F –O –PO <ip address>
Scan Types
-sS
TCP SYN scan: This technique is often referred to as “half-open” scanning. A SYN packet is send as
if it is going to open a real connection and waits for the response. A SYN|ACK indicates that the port
is listening. The primary advantage of this scanning technique is that fewer sites will log it.
-F
Fast Scan Mode: This specifies that the user only wishes to scan for ports listed in the services file
which comes with Nmap or the configuration file created. This is obviously much faster than scanning
all 65535 ports on a host.
-PO
Don’t Ping: Do not try and ping hosts at all before scanning them. This allows the scanning of
networks that don’t allow ICMP echo requests (or responses) through their firewall.
-O
This option activates remote host identification via TCP/IP fingerprinting. In other words, it uses a
bunch of techniques to detect subtleties in the underlying operating system network stack of the
computers which are scanned. It uses this information to create a fingerprint which it compares with
its database of known OS fingerprints (the Nmap.prints file) to decide what type of system is getting
scanned.
The –O option also enables several other tests. One is the “Uptime” measurement, which uses the TCP
timestamp option to guess when a machine was last rebooted. This is only reported for devices, which
provide this information.
For each entry in the fingerprint database a probe was conducted. The personality was deemed
successful if NMAP returned the matching OS fingerprint for the device. The results of the tests are in
Table 1.

NMAP Scanning Results
Operating System Fingerprints

Total Tested
Detected by Nmap as valid

458
231 (50%)

Routers/Switches/Hubs Fingerprints

Total Tested
Detected by Nmap as valid

70
39
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Printers/PrintServers Fingerprints
Total Tested
Detected by Nmap as valid
Firewall Fingerprints
Total Tested
Detected by Nmap as valid

25
14

(56%)

14
6

(43%)

Table 1: Nmap Scanning Results

CONCLUSION
The purpose of this investigation was to determine how many OS signatures of operating systems,
routers, switches, hubs or printers listed in the Nmap signature file could be detected as valid when
served by the honeyd system. The amount of fingerprints detected was around the 50% level for the
devices in the Nmap fingerprint database, which is impressive, when you consider that honeyd is still
developmental. Even with 50% of signatures being validated the Honeyd as a defensive tool it has
application as a virtual honeypot network design.
The investigation conducted has shown the need for testing of these signatures before deployment in a
honeypot design. By using tested and validated signatures it will allow a competent systems
administrator to provide a credible front-line deceptive honeypot network. This type of network will
provide valuable attack intelligence to the organisation. Such a honeypot will consume an attacker’s
time and resources in determining the configuration of virtual machines allowing the administrator to
monitor or take appropriate countermeasures.
The next phase of this research is developing honeypot systems based on the validated signatures and
testing these configurations for the ability to deceive commonly used network attack tools and
techniques.
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ABSTRACT
Network centric warfare (NCW) arose from a need for organisations to share information and assets. There is a
direct relationship between the concepts of network centric warfare and information superiority, which is itself a
goal of information warfare. Organisations use network centric warfare tactics to achieve information
superiority. This concept was used to great effect by the U.S. military in recent operations in Afghanistan and
Iraq. This paper discusses the role of wireless networking technology in network centric warfare, looking at the
advantages and security implications of using wireless technology, especially in military combat.
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INTRODUCTION
Network centric warfare (NCW) is a relatively new concept. It arose from a need for organisations,
especially military units, to share information and assets. NCW uses a network where information is
passed amongst sensors, decision makers, and actors. In NCW, the term ‘network’ refers not only to
the communications hardware, but also to the people, who act as sensors and decision makers. The
hardware provides the infrastructure needed for communication, and for the distribution of
information. What the information is, and who needs it are critical parts of the ‘network’ as a whole.
George Duchak, program director at the Defence Advanced Research Projects Agency, stated, ‘We are
getting to the point where the network itself is the weapon’ (in Salkever, 2002, p.2).
As concepts, network centric warfare and information superiority were first discussed in a document
called ‘Joint Vision 2010’. The document was the culmination of an effort by all U.S. military forces
(Army, Air Force, Navy, and Marines) to ensure that in future, the separate forces might work together
more effectively, and their communications and other systems, which were previously incompatible,
might be able to be networked together (Joint Chiefs of Staff, 1996).
There is a direct relationship between the concepts of network centric warfare and information
superiority. This relationship can be seen in the definitions of the two concepts.
Information superiority has been defined as:
‘a state of imbalance in one’s favour … that is achieved by being able to get the
right information to the right people at the right time in the right form while
denying an adversary the ability to do the same’ (Alberts et al 2001, pp. 53-54).
Network centric warfare has been defined as:
‘an information superiority-enabled concept of operations that generates increased
combat power by networking sensors, decision makers, and shooters to achieve
shared awareness, increased speed of command, higher tempo of operations,
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greater lethality, increased survivability, and a degree of self synchronization.’
(Alberts et al, 1999, p.2)
An organisation uses network centric warfare tactics to achieve information superiority, which is the
goal of information warfare. However, as Burke points out, information superiority alone is
insufficient to assure victory. It is not enough to have the information; you must be able to apply the
information appropriately in order to outwit your opponents (Burke, n.d.). The ability to use
information to outwit your opponents is known as having a ‘knowledge edge’. This is described by
Alberts et al (1999, p. 91) as the ability to take timely, accurate information and apply the tools and
expertise necessary to ‘put battlespace information into context and turn it into battlespace
knowledge’. NCW may deliver both the information and the tools necessary to gain a knowledge
edge.
INFORMATION TECHNOLOGY AND NCW
The impetus behind NCW was a need to use information technology to create ‘a more lethal fighting
force, as well as to avoid casualties from friendly fire’ (Salkever, 2003, p.2). By definition, the
fundamental weapon and target in information warfare [and therefore information superiority and
network centric warfare] is information (Hutchinson and Warren, 2001). The strategy of NCW is to
use the power of information by sharing data and ideas in real-time.
Information technology plays a crucial role in NCW because it allows for the real-time communication
of data and information. In many organisations, this communication may occur across fixed networks
because the organisation structure is itself (relatively) fixed. In other organisations, especially military
units, the dynamic and often mobile natures of the organisations do not allow for fixed or hard-wired
information networks. This has opened up an opportunity for wireless network technology to take up
a commanding position in NCW technology.
NCW and the U.S. Military
The United States are probably the most information-dependent and information-driven nation. They
are also the leader in ‘high technology that drives information warfare’ (Jones et al, 2002, p.308). The
U.S. military developed the concept of network centric warfare as described in this paper.
The first opportunity the U.S. military had to test NCW in a combat situation arose in Afghanistan.
The military were able to make real-time command and control decisions from as far away as Tampa,
Florida by viewing footage delivered via satellite. On the ground, the special operations forces were
able to maximise the effects of air and naval support by achieving a shared situational awareness
provided by the adoption of network-centric tactics (Ackerman, 2003).
In its most recent conflict with Iraq, the U.S. military used real-time video images to target missiles in
flight, while field medics used wireless PDAs to connect with medical records held in the U.S. The
systems used by the U.S. in Iraq have been described as ‘closed, highly secure military intranet and
wireless systems that speed audio, video and other data back to command and control systems’
(Tsuruoka, 2003, p.1).
Much of the success of the U.S. military in Afghanistan and Iraq has been attributed to the use of
network centric warfare tactics (Ackerman, 2003, Jackson, 2002, Salkever, 2003). There were
however technical hitches that prevented the U.S. military from making more use of NCW tactics.
There were ‘last mile’ problems caused by the lack of ability to create a network that was able to
deliver information from the fixed part of the network to the mobile part. This ‘last mile’ problem
meant that communication networks might not have been as dynamic as they needed to be.
The U.S. military are working on methods to combat the ‘last mile’ problem. One solution they are
looking at is turning all military vehicles into wireless nodes. They are also currently working on

372

4th Australian Information Warfare and IT Security Conference 2003

several new combat systems that employ wireless network technology. The research is focusing on
technology that ‘requires a minimum of fixed infrastructure, delivers secure voice, video, and data in
real-time, is small and highly portable, and is inexpensive enough to be standard issue for every
soldier’ (Kupetz and Brown, n.d., p.1). See the section below on Wireless Technology in Action for
examples of these types of systems.
Other countries apart from the U.S. are trying to solve this issue. A paper published by a Swedish
Army Major discusses using wireless network technology as the backbone of NCW physical networks
(Hassgard, 2002).
Wireless network technology may improve the timely delivery of information and the ability to deliver
information wherever it is needed, but may be vulnerable to attacks, which might affect the integrity of
the information and the confidentiality of the information.
WIRELESS TECHNOLOGY IN ACTION
The U.S. military are currently working on several new systems that employ wireless network
technology to create NCW communication networks. Two of these systems are the ‘Land Warrior’
integrated weapons and communication system, and the ‘Combat Service Support Automated
Information System Interface’ or ‘CAISI’.
Land Warrior is a system that is worn by individual soldiers in the battlefield. It is made up of several
subsystems: the weapon, integrated helmet assembly, protective clothing and individual equipment,
computer/radio, and software. The military claim that Land Warrior will make forces more effective
by ‘providing enhancements of lethality, survivability, mobility and sustainability’ (Fjelstad and
Murray, 2001, p.48). These are also goals of network-centric warfare.
The computer subsystem in Land Warrior incorporates commercial off-the-shelf 802.11b wireless
local area network (WLAN) technology. Ad-hoc networks are established between wearers allowing
them to share information and communicate silently. Voice over IP (VoIP) is used for audio
communication. Eventually, the military expect Land Warrior to participate in ‘extensive networks
linking command and control centres, logistics posts, ground vehicles, aircraft and other equipment
and facilities’ (Fjelstad and Murray, 2001, p.54).
Land Warrior has a weapon-mounted video camera that effectively allows the wearer to see around
corners. The 802.11b network is used to transmit images to other soldiers in the vicinity as well as
back to base. Having a front-line soldier attempt to describe a situation over a radio to base may not
be as effective as base being able to see the situation through real-time video.
The logistics posts and ground vehicles that Land Warrior may connect to might be using CAISI,
which is described as a tactical wireless LAN providing wide area connectivity between end users and
networks. The end users in this case are the support troops who provide the logistic support to field
troops during conflict. One of the most highly publicised events that occurred in the recent conflict in
Iraq was a support vehicle taking a wrong turn, which resulted in the support troops being taken
prisoner. Had this vehicle been equipped with CAISI, it may have had access to more accurate
navigational information that might have prevented the wrong turn.
ADVANTAGES OF USING WIRELESS TECHNOLOGY IN NCW
There are several advantages to using wireless technology in network centric warfare, especially when
used in military combat. The biggest advantage is of course mobility. In combat situations, most of
the components of the ‘network’ do not have fixed locations, apart from perhaps the main
headquarters. Traditional wired computer networks are difficult, if not impossible, to set up in mobile
units. Even in large structures such as warships, cabling may be difficult. Rear Admiral Kenneth
Slaght, in a keynote address at a technology conference, stated that the U.S. Marine Corps were
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concentrating their research on wireless technology, and that the Marine Corps had laid ‘6 million feet
of cable’ on their ships (Slaght, 2002, p.2). Mobility in wireless networks is achievable because the
network components communicate via radio frequency (RF) transmissions, rather than copper or
optic-fibre cables. Being free from cabling means the components may operate anywhere within the
radio-frequency range, which, with the addition of high-gain antennae and amplifiers, may extend to
32 kilometres (Maxim and Pollino, 2002 p. 48).
Wireless technology may provide situational awareness to individuals involved in combat. In May
2002, the U.S. Marines were testing wireless-enabled devices that are similar to PDAs. These devices
enabled each platoon member to know where all other platoon members were. In addition, the
position of each platoon member was known to the division command, stationed on board a vessel 48
kilometres away (Slaght, 2002, p.1).
Wireless technology might also be employed to feed false information to the enemy. This attack
method, known as deception, is often used in information warfare. The goal is that the enemy believe
the information to be accurate, and act on it. Honeynets are one method of creating this type of
deception. Wireless honeynets might be set up, transmitting bogus information with the intention that
the enemy receive and decipher the transmissions. A wireless honeynet would be considerably easier
to set up than a traditional, wired honeynet. By adding security measures such as WEP, which appear
to be genuine attempts to secure the transmissions but are known to be trivial (given available attack
tools) to break, the enemy might believe the transmissions to be genuine and act on the bogus
information.
SECURITY IMPLICATIONS OF USING WIRELESS TECHNOLOGY
The proponents of NCW admit that using advanced technology might make an organisation more
efficient, but that same technology might make it more vulnerable (Planning for the Next Cyberwar,
2003). This is especially true of WLAN technologies, which in their current forms have been shown
to have many security vulnerabilities. These vulnerabilities include weaknesses in the standard
encryption algorithm known as Wired Equivalent Privacy or WEP. Wireless networks are also
vulnerable to jamming, Denial of Service (DoS) and Man in the Middle (MITM) attacks. Attackers
have many tools available to them via the Internet that require little skill or knowledge to operate
successfully.
The following vulnerabilities must be countered to ensure that information resources are not
compromised; however, these same vulnerabilities might be exploited to attack an enemy’s
information resources.
WEP
Weaknesses in the WEP standard have been widely publicised, with tools to exploit those weaknesses
freely available on the Internet. In their original configurations, both Land Warrior and CAISI used
standard WEP encryption. Once the weaknesses in the WEP protocol were publicised, new encryption
methods had to be incorporated into both systems. CAISI currently uses Triple-DES, while Land
Warrior is looking at using AES.
Another solution to the WEP problem is to use VPN technology for both encryption and
authentication. This solution may not be viable in a combat situation however as the highly mobile
clients would need to keep associating with different networks as they move around. Traditional IPbased VPNs, which were designed for fixed networks, do not travel well.
Jamming
Jamming is performed by transmitting a signal to the receiving antennae at the same frequency as the
communications transmitter. It should be noted that it is not the transmission that is being jammed,
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but the receipt of the signal. The success of jamming attacks on wireless networks depend largely on
the modulation scheme used to transmit the signal.
802.11b technology, which uses frequency hopping spread spectrum (FHSS), is reported to have the
greatest resistance to jamming (Maseng, n.d.). When FHSS is used, the frequency of the signal hops
from channel to channel, transmitting short burst of data, for a set period of time.
In order to jam the signal, the jamming device would also have to hop but it would have to know
which frequency the transmission was hopping to, or try to find it after it has hopped. Depending on
the sophistication of the jamming device, it may be able to locate the frequency currently in use before
the transmitting device jumps to the next frequency. If so, part of the signal may be jammed, thereby
increasing the error rate of the transmission, but not jamming it entirely.
Denial of Service (DoS) Attacks
DoS attacks may be launched against individual clients or entire networks. They may also be
launched from a significant distance, using a high-gain directional antenna and an RF amplifier. DoS
attacks in WLANs may be triggered deliberately or accidentally. Jamming is an example of a
deliberate DoS attack.
Two additional ways that the wireless network may be deliberately rendered useless are by an attacker
flooding the WLAN with transmissions or by hijacking an access point. Accidental DoS events may
be triggered by having too many WLANs in a small area or by interference from other devices
operating at the same frequency, for example cordless phones and microwave ovens (Barnes et al.
2002, p. 226). DoS attacks are the most prevalent attacks against WLANs and they are the hardest
attacks to counter (Wright, 2003a, p.3).
Recent research has attempted to identify digital fingerprints or signatures left by wireless network
attack tools so that they may be countered by intrusion detection software (Wright, 2002). Kismet,
which is a software application used to discover WLANs, may be configured to act as a wireless
intrusion detection system though this capability is described as a ‘work in progress’ (Wright, 2003, p.
22).
Man in the Middle (MITM) Attacks
MITM attacks occur when an attacker poses as a legitimate network component. This occurs when a
legitimate client authenticates to a network, after which the attacker’s machine pretends to be either
the client machine or the network machine by spoofing the IP address of the victim. One readily
available MITM attack tool – AirJack – may be used to inject and collect packets. It comes bundled
with other attack tools such as Kracker-Jack, which may be used to attack IP-Sec based VPN
connections (Wright, 2003b).
MITM attacks may be countered by employing strong mutual authentication systems. These require
the client and the network device to authenticate to each other using digital certificates. This
authentication is then repeated at various points while the connection is active.
Electronic Warfare
Wireless technology might also be affected by electronic warfare tactics. High-powered microwave
(HPM) weapons, which use electromagnetic energy ‘travel at the speed of light, are generally
insensitive to weather, require only coarse pointing, and have the potential to negate target electronics
in fractions of a second’ (Schleher, 1999, p.476). It is believed that the U.S. Air Force used a HPM
weapon against an Iraqi television station during the recent conflict. This attack had limited success as
the station was back on the air within a few hours, albeit with a weakened signal (The ‘E-Bomb’ has
Landed, n.d.).
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One other security issue that must be considered is whether wireless transmissions might give away
the geographical location of a soldier, platoon or military vehicle. The enemy might not have the
capabilities to decipher wireless transmissions but the fact that they are being made might be enough
information for them to act.
CONCLUSION
The current security implications of using WLAN technology may directly affect one’s ability to
achieve information superiority. This depends on being able to deliver the right information to the
right person in the right form at the right time whist preventing your opponent from doing the same.
Jamming and DoS attacks may affect the ability to deliver the information at the right time by
preventing the information from reaching its destination. MITM attacks may affect the delivery of the
right information to the right person because the attacker may inject false information into the
transmission, or may divert the transmission to other attackers. WEP weaknesses can negatively affect
all aspects of information superiority and many off-the-shelf attack tools are available that take
advantage of these weaknesses.
Network centric warfare is an evolving concept. The conflicts in Afghanistan and Iraq have proven
that the theories of NCW may be applied with great effectiveness; however, a great deal of research
and development is needed to allow the networks to be reliable, and above all secure.
This paper has demonstrated that wireless network technology is already making a strong contribution
to NCW. In fact, NCW as it is envisioned would not be possible without the high mobility offered by
wireless technology. Though security is still a big drawback, the current research into the security of
wireless military applications should see these issues resolved in the near future.
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ABSTRACT
Mobile wireless technology has recently emerged as an area of innovation that is expected to grow substantial,
in both income and use, over the next decade. Media focus has been on the high prices offered for 3G spectrums,
and the hype surrounding these emerging technologies. 3G technologies offer the potential for more services,
greater bandwidths and previously only imaged mobility that could revolutionize the use of digital technology in
society. Advanced mobility and wireless connectivity brings with it additional security implications by expending
the scope of previous wired networks. Traditional network security issues, such as confidentiality, integrity,
availability, access control, scalability, interception remain, but also a new range of vulnerabilities exist that
could have serious privacy and reliability issues. This new technology whilst capable of carrying the previous
generations of mobile phone services and data networks will creating a solid platform for new services, that
have yet to be developed, but will expose the network technology to a whole new range of problems.
In this paper we undertake a literature review of the current status of research into the proposed solutions
offered by specific vendors and the underlying technologies they embrace with respect to known Australian
implementations. The focus is on the security properties, issues and other vulnerabilities that might become
potential issues as the network are brought on-stream. Primary information resources for this research have
been mostly based on independent review of vendor documentation and service provider justifications. When a
new technology gets implemented, the issues of functionality, competition and cost versus an acceptable level of
vulnerability generally shape the form the product takes in the market place. Our literature review attempts to
identify research into what might be the vulnerabilities in the 3G mobile wireless technology implementations.

OVERVIEW
Mobile wireless technology in Australia is currently a major focus of media and political scrutiny. It is
expected to grow substantially, in both income and use, over the next decade as enhancements are
made the existing system by the various main operators.
In this paper we undertake a literature review of the current status of research into the proposed
solutions offered by specific vendors and the underlying technologies they embrace with respect to
known Australian implementations of 3G networks. The focus is on the security properties, issues and
other vulnerabilities that might become potential issues as the networks are brought on-stream.
Primary information resources for this research have been mostly based on independent review of
vendor documentation and service provider justifications. Our literature review attempts to identify
research into what might be the vulnerabilities in the 3G mobile wireless technology implementations.
Identification of the technical solutions chosen by the various successful G3 network providers has
proven to be difficult. Not all the successful Australian spectrum purchasers have announced what
service they intended to offer and whose equipment they will be using.
In Australia the licenses for the 3G spectrum is held by various holding companies that are actually
consortiums of interested parties, rather than being held by the company that offer the retail services,
e.g. Optus and Vodafone do not actually own any G3 spectrum, they are members of a consortium that
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owns the spectrum. Vodafone Australia is part of the CKW Consortium. Ownership of parts of the
infrastructure is also held in various confusing ways, e.g. one company, “CrownCastle International”
owns all the communications towers that are used by Optus and Vodafone services rather than the
Consortium owning them. We have also found it difficult to identify who actually owns a lot of the
equipment, Hutchison Telecoms and Ericsson Australia have signed a seven-year agreement were
Ericsson will operate Hutchison’s paging, CDMA and WCDMA (3G) networks, as well as the
services platforms, but the publicly available documents do not identify who owns the equipment.
3G in Australia
The current Australian mobile phone system is based on the Global System for Mobile
Communications (GSM) and is referred to as a being second generation (2G) mobile phone
technology. The original analogue mobile phone system was the first generation of this technology [3].
GSM's is also the dominant mobile phone system in use in both Europe and Asia. It uses TDMA as its
radio transmission technology. In North America there are two different 2G mobile systems in use, a
TDMA-based system from AT&T Wireless, and a CDMA system from Sprint and Verizon [3, 20].
Current 2G phones send and relieve data at only 9.6 Kilobits per second (kbps). With the advent of
text and multimedia messaging the demand for improved data transfer has lead to improvements in the
technology offered. Some of these improvements have been implemented, and are generally referred
to as being 2.5G technology (half way between 2G and 3G). The 2.5G phones are generally
considered by the telecommunications industry to be a transitional stage on the path to the very
expensive 3G networks (partly caused by the very high prices paid for 3G spectrum licenses) [3].
2.5G radio transmission technology is radically different from 2G technology as it uses packet
switching networks. GPRS (General Packet Radio Service) is the European upgrade from GSM.
GPRS technology overlays a packet-switched architecture onto an existing GSM circuit-switched core
architecture.
EDGE (Enhanced Data for Global Evolution) is another architecture upgrade path to GSM. EDGE
uses the same TDMA (Time Division Multiple Access) frame structure, logic channel and 200 kHz
carrier bandwidth as today's GSM networks. This allows existing cell plans to remain intact. The full
EGDE standard is sometimes referred to as UWC-136. EDGE data rates are three times faster than
GPRS, though realistically; the maximum rate that EDGE will be able to achieve will be 150Kbps [3].
EDGE provides a cheaper alternative than a true 3G solution, which makes it attractive, especially for
operators who have not purchased a license to use the full 3G radio spectrum but wish to offer some
comparative services.
3G technology offer data rates significantly faster than those of the 2.5G technologies. Indeed more
than anything, a 3G device is defined by its data transmission rates, or speed. The International
Telecommunications Union (ITU) defines a 3G device solely in terms of its transmission speed. So if
a mobile device can transmit at 144 kbps or above, it is defined as a 3G capable device [3].
In Australia it is expected that most G3 systems will be implemented using a technology known as
Wideband-Code Division Multiple Access (W-CDMA). It is expected to be the successor to the
current GSM mobile phone standard in Europe, and is also know as UMTS. The main global
competitor to UMTS is CDMA2000, the 3G standard developed in the U.S. by Qualcomm. UMTS and
CDMA2000 look set to battle it out for global supremacy. However, other less-publicized standards do
exist, but seem to be unlikely to be implemented in Australia based in the current 3G
announcements[2].
In W-CDMA, signals are spread over a wide frequency range several hundred times broader than that
of conventional systems, allocating single time slots to each user. This spread-spectrum method allows
all users to share the broad-bandwidth, splitting up of the bandwidth are rendered unnecessary, and
transmission efficiency is dramatically improved. Spread data transmission is robust against
disturbance and noise, and use of a common frequency in all cells minimizes jamming and
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interference. This cancels the need for frequency-switching when the user moves from the coverage of
one station to another, and makes high-quality communications possible.[3] These technological
advances allow for potentially greater availability, even when under attack from service disruptioning
factors.
In Australia, Hutchison 3G has just launched their UMTS-based service called, simply, 3. They are
pushing video calls as their "killer app", with person-to-person calls possible from day one[16]. A
"walled garden" approach has been taken to content downloadable from the Internet - you can only get
content from 3's partners. This solution has been used for WAP services in 2.5G solutions, but offers
limited reason for people to use, or develop the technology, as only limited content is available [35].
Spectrum License Sales
In March 2001 the Australian Government auctioned off a portion of 2 GHz spectrum for use as 3G
mobile spectrum. The auction raised A$1.17 billion [2] and has lead some analysts to suggests that
some companies paid too much [2, 20, 22].
Details of the successful bidders is given in Table 1

Successful bidder
Cost
Telstra
A$302.02 million
Vodafone Pacific
A$253.55 million
Cable & Wireless (Optus)
A$248.87 million
Hutchison
A$196.10 million
Qualcomm
A$159 million
ArrayComm
A$9.45 million
Table 1: Details of total Australian spectrum sales – March 2001
Mobile Service Providers

At the time of this paper being written, the following companies have publicly announced that
they will offer retail 3G services in Australia.
3

Three is a full 3G service provider and is part of Hutchison Telecoms, a provider of wireless
communications and multimedia services, listed on the Australian Stock Exchange as HTA. 3
is a 3G W-CDMA based service.[2]
Ericsson will operate Hutchison’s WCDMA network, as well as the services platforms [16].
Telstra

Telstra's is yet to offer retail 3G services and yet to announce what their intended plans with
regards to architecture and services, instead they are concentrating of their existing CDMA
services. They have made claims that their current CDMA2000 1X network is 3G[31], but
this has been disputed by other observers in the mobile arena [2].
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Optus
Optus, owned by SingTel, has announced it will begin a 3G network trial in July 2003. The trial would
involve "hundreds, not thousands" of users and will cover Sydney CBD, North Sydney, and adjacent
suburbs St Leonards and Chatswood. Users for the trial would be drawn from the consumer, SME

and corporate segments. Optus' 3G network infrastructure will be W-CDMA provided by
Nokia.
Optus have chosen Nokia technology using EDGE [18].
Vodafone
Vodafone’s intentions in Australia appear to be rather confusing. They are reported as having
announced they will not be building their own 3G network in Australia due to financial difficulties [2].
This is despite spending A$253 million on the purchase of 3G license. Vodafone Australia chief
operating officer Graham Maher said the company would opt for a partial network build, or run a
wholesale service on a competitor's network [9].
Review of Freely Available Published Literature
The current amount of research into security and vulnerability of G3 phone systems appears to very
limited. An exhaustive search of various journals has failed to yield a large body of information.
Instead, the discussion of features and efficiency seems to take precedence over any discussion of the
vulnerability of 3G technologies. Most of the information that is currently available seems to be
announcements of the rollout of the 3G networks.
The authors assume this is due to the lack of implementations and the majority of resources being
generated by parties with vested interests in the performance and security of these networks.
3G Operator Literature
ArrayComm’s subsidiary CKW Wireless (now Personal Broadband Australia) is involved with mobile
operator Vodafone Australia, Australian ISP OzEmail, telecommunications project manager TCI, and
base station site owner Crown Castle Australia in a pre-commercial rollout of a 3G system in Sydney
[5] yet have failed to make any public statements about what security features the system will actually
offer. Instead they have concentrated on physical details. Hutchison Telecoms and Ericsson Australia
have made a heavy media presence with their signing a seven-year agreement to implement a
technical services business model [16]. The press releases discuss the increased efficiency, significant
cost savings ($40-45 million over 7 years), the sophisticated multimedia services that the environment
will offer and how it addresses both business and consumer needs for mobility, flexibility, efficiency,
quality of life and leisure, but fails to make any documentation of how good the security of the system
will be. Instead they concentrate on the expertise of the companies and the features available:
3 will bring together multi-media services including video calling, video streaming of
sport, news and music clips, photo messaging, graphic-rich services including games,
organiser and location-finder as well as voice into a portable, immediate and interactive
communications experience. Ericsson is shaping the future of Mobile and Broadband
Internet communications through its continuous technology leadership. Providing
innovative solutions in more than 140 countries, Ericsson is helping to create the most
powerful communication companies in the world [16].
Cable & Wireless Optus has produced similar announcements to Hutchison, yet have been more
forthcoming in releasing details of the technology that Nokia will implement on their behalf.
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Yesterday Nokia announced an agreement with Cable & Wireless Optus for the
sole supply of a comprehensive 3G mobile network in Australia. The agreement
covers the supply of 3G RAN (Radio Access Network), for both WCDMA and
EDGE, as well as the complete 3G Circuit and Packet Core Network. Nokia will
additionally be a key mobile Internet applications partner of Optus Mobile [18].
Some of the Optus publicity makes passing mention of security, but lacks any real depth of detail as
shown by the following excerpt from a press release:
Nokia will provide its full end-to-end 3G solution covering applications, charging,
security, network management, packet and circuit switched core infrastructure and radio
access network [18].
Some of the other companies involved in the implementation of 3G have made announcements, or
provide facilities that suggest a lack of consideration of the vulnerably of some of the system to attack.
Crowncastle International provides all the Australian mobile phone towers used by Optus and
Vodaphone tower in Australia [12]. On their web site (www.crowncastle.com) they provide extensive
information about each of their towers. An online application is provided that can be used to locate all
the towers within a mapped geographic area. It provided details of the tower location, hosted
infrastructure in addition to a picture of the tower structure. This application would be a great help to
anyone planning to instigate physical attacks on wireless equipment. It would easily to coordinate a
terrorist mass blackout of a region as the towers are all readily identified.
Standards Organizations
Various commercial standards bodies exist that have taken an interest in the development of 3G
standards. Probably the highest profile of these is “The 3rd Generation Partnership Project (3GPP)”.
3GPP is a collaboration of a number of telecommunications standards bodies that are known as
“Organizational Partners”. The current Organizational Partners are ARIB, CWTS, ETSI, T1, TTA,
and TTC. The standards documents produced by this organization are not well indexed & as none of
the current standards have security as part of their title, it is difficult to know how extensive 3GPP’s
investigation of 3G vulnerabilities really is.
Some action is being taken by groups such as “MeT initiative”[25], a group that was founded to
establish a framework for secure mobile transactions regardless of mobile device and network. This
group has the involvement of industry leaders, including Ericsson, NEC, Matsushita, Nokia, Siemens,
Sony and Toshiba, and has introduced a V1.0 specification for use by mobile devices involved in ecommerce. It is the ultimate intention of the “MeT Initiative” to enable mobile devices to deliver
mobile e-commerce for a wide array of services across various networks by setting common secure
standards in areas such as identification, authorization, credit and debit card payments, loyalty
schemes, and ticketing.
The current specifications assist the industry by providing a common platform for
developing secure mobile e-commerce services - particularly in the area of mobile
ticketing. The specifications and an associated roadmap of mobile transaction concepts
have been developed on the basis of what is the likely path to secure transactions and
how mobile commerce will look like in the near future. The leading mobile phone
manufacturers see mobile services enter a new era due to a combination of new
capabilities and functionality in mobile phones and networks [25].
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Technology Developers
As the worlds largest mobile phone producer [29], Nokia has a major influence on what technology
will used for 3G implementation. Its has estimate that volume shipments of 3G handsets will begin in
the second half of 2004, with demand for phone-based multimedia services growing at a rate that will
see it will ship between 50 and 100 million GPRS, or 2.5G phones, which bridge the gap between
current second-generation phones, before then [29].
Nokia has started commercial deliveries of the world's first dual-mode 3GPP compliant
GSM/WCDMA mobile phone, the Nokia 6650, [27] which is capable of seamless handovers. Claims
are made that the new handset brings to the users Nokia’s experience, innovation, user-friendliness
and a secure solution [27], yet Nokia fails to give any details about how that secure the performed. On
their web site (www.nokia.com) they do give some brief details about some methods for securing
internet communications, but they do not provide any technical detail about actual security
implementations[30].
Ericsson does provide more detail of some of their security solutions. They have developed a terminal,
the F2411m [14], for connecting security applications, such as monitored alarm systems, to a GSM
network. The terminal provides a secure channel for voice, video and data transmission independent of
fixed lines that are liable to be easily disrupted by burglars and climatic or other circumstances.
Compared to some other manufacturers, quite a reasonable amount of technical information about the
solution has been provided by Ericsson [14] including a basic list of security features supported.
Ericsson has also been involved in the “RSA Conference” on e-security [15] and in 2000 announced
that they would be working with RSA Security to develop mobile phones security for e-business [15].
Their collaboration with RSA was expected to deliver a mobile technology that provide native
authentication for secure corporate access.
IBM has also been involved in work on 3G security. They discovered a new vulnerability in
Subscriber Identification Module (SIM) cards, used in Global System for Mobile Communications
(GSM) digital cell phones, and developed a technology to protect them from hacker attacks[21].
The IBM Research team illustrated a class of side-channel attacks, called partitioning
attacks, which extract secret key information from SIM cards by monitoring sidechannels, such as power consumption and electromagnetic (EM) emanations. The attack
can get the key information within minutes. This is much easier than either breaking the
cryptographic algorithms used by the card or using intrusive attacks to extract the key
from the microchip. The team has also developed a new technique to protect SIM cards
from such attacks. [21]
As the base for authentication and billing exist with the SIM card, it is highly likely that these
developments will be embraced by the phone manufacturers and network builders,, along with a
number of similar flaws that will be rectified as they become apparent.
Some 3G vulnerabilities seem too relate to the need to develop appropriate trust models. One such
major vulnerability that has already been identified with 3G is the need for correct billing. It has been
reported in a number of places that some early implementers are experiencing problems with the
implementation of billing and full cost recovery[22, 36] as they open their networks to allow users to
roam from one country to another. This type of billing can becomes very complex, as frequently it can
involve more than one telephone company’s network and billing records. This introduces the need for
one company to trust the technology and procedures of another company.
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Lucent Technologies has a number of researchers that have published their investigations into wireless
security architectures. Blumenthal et al [6] have investigated how cellular bandits have exploited
security limitations of analogue technology and have present a paper on the weakness in the new 3G
architectures. Bluementhal focuses on how second generation [2G) standards organizations developed
techniques, and cryptographic methods, to protect the service provider from fraudulent use of network
resources and to provide user privacy. He then goes on to examine third-generation (3G) digital
wireless systems and concludes that they offer significant improvement over 2G systems. He does
make the claim that 3G security techniques address all known 2G deficiencies [6], without
acknowledging that this is unlikely to be true for all implementations.
Third-generation (3G) digital wireless systems offer significant improvement of security
techniques that address all known 2G deficiencies and allow strong service protection
for many years to come. This paper discusses in detail the wireless security architecture
evolution (voice and data) with special emphasis on the latest standards developed for
3G wireless systems, including 2G/3G interoperability issues. Both the Universal Mobile
Telecommunications System (developed by the 3rd Generation Partnership Project
[3GPP]) and CDMA2000* (developed by the 3rd Generation Partnership Project 2
[3GPP2]) architectures are addressed. [6]
While 3G, from the literature, appears to have addressed most, if not all, the shortcomings of 2G
networks security wise, it still remains vulnerable to the low tech methods such as subscribing to the
service using a false identity [34]. This is the same problem, 1G through to 2.5G has battled and no
technology provided by the market phone leaders can rectify. This is a major issue for companies
offering 3G services.
Independent Research
A small number of researchers have produced papers for various conferences that highlight the
security issues inherent in both 2G and 2G systems. In 2001 at the ninth international conference on
Networks, R Safavi-Naini et. al.[33] produced a paper identifying the basic issues involved in the
security G3 system from the perspective of some of the weaknesses that had previously occurred in the
design and implementation of existing 2G mobile phone systems. An earlier paper, in 1999 by Agrawa
& Famolari [4], had briefly describe the evolving status of wireless communications and its impact on
the future of mobile computing with a brief overview of some of the security implications. Whilst the
paper mainly focuses on the technology involved, it does present a historical perspective and elucidate
the technical challenges facing the next generation of mobile networks.
Some researchers have chosen to focus on the technology that has already been implemented in the
mobile arena. Brookson [7] has produced a paper that provides an overview of GPRS security and
provides details of the security offered by the 3GPP standard[1] (sometimes called GSM 03.20). This
paper looks that the security provided across the full mobile connection, including base stations,
handsets and other issues such as authentication, end to end security connections, internet security
issues, viruses and Trojans. Brookson provides a good all round analysis of the technology and issues
and concludes that:
GPRS security is relatively good, but only if to take the right management and technical
decisions. In the past some problems have been created not by the technology but instead
by poor management decisions.
An assessment of the vulnerability of Wireless Networks has been undertaken by Ronda Henning[19].
The paper mainly concentrates on the use of wireless network access points in an enterprise
environment, but does raise some issues about network vulnerabilities that are relevant to 3G stems,
including highlighting that mobile users pose new difficulties in authentication and confidentiality.
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The Security for IP multimedia services in the 3GPP third generation mobile systems have been
investigated by Furnell & Dowland [17] who have concluded that that the employment of IP transport
in the UMTS IMS (IP multimedia core network subsystem) and its connections to the public Internet
make the IMS system more vulnerable to attacks and significant more work will be need to reduce its
vulnerability.
Steve Lord has also investigated the various ways mobile systems are implemented [24]. He examines
the cryptograph systems and gives an excellent discussion about security and vulnerabilities. The
paper is targeted at security professionals who may be faced with a requirement to assess equipment,
and introduces the reader to the key concepts within this communications technology in addition to
highlighting the security issues currently affecting it. Whilst the paper concentrates most of its time
discussing the issues associated with GSM it does provide a good introduction into the issues
associated with SIM security, cryptography risks and threats and the issues for businesses,
organizations or individuals who have a requirement for confidential mobile communications.
With the developments of Elliptic Curve Cryptography (ECC) more security products are becoming
available for networks to implement. Handsets are almost certain to embrace ECC technology, without
users even being aware of the use of cryptography on their device. ECC developments are now
allowing network operators to offer highly secure transmissions over public networks to hundreds of
capable devices without effecting performance [8].
The location/tracking capabilities present within the mobile technology are raised as a potential
privacy concern for individual users, yet despite this companies such as Ericsson are pushing them as
part of the next major wave of killer applications [13]. Lord goes on to hope that most of the issues he
raises will be fixed prior to the 3G systems actually being implemented, but appears to remain
sceptical of this actually happening.
Laurent-Maknavicius and Dupont [23] have present a solution to the problems with Inter-domain
security for Mobile IPv6. Mobile IPv6 is a macro-mobility “universal” solution for third generation
cellular phone networks. The authors present a solution to inter-domain security problems by
presenting a new concept, known as AAA (authentication, authorization, and accounting) that has
been defined by the IETF.
The IETF is currently defining the Diameter protocol to support those three functions in
a Mobile IPv4 environment. Today's difficulty is to adapt the Diameter protocol to
Mobile IPv6. After introducing the Mobile IPv6, IPsec (IP security), IKE (Internet key
exchange) and Diameter protocols, this paper presents our solution and an alternative
for adapting Diameter to Mobile IPv6, and gives a comparison.[23]
Clarke et al [10] have taken a different approach to most security researchers and chosen to survey
subscribers about their opinions regarding the need for security in mobile devices. They examine the
current methods, such as four digit Personal Identification Number (PIN), and then compare
subscriber attitudes towards alternative approaches that could be employed in the future. It is
concluded that:
although the need for security is understood and appreciated, the current PIN-based
approach is under-utilized and can, therefore, be considered to provide inadequate
protection in many cases. Surveyed users responded positively towards alternative
methods of authentication, such as fingerprint scanning and voice verification. [10]
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Based upon these findings, the paper concludes that a non-intrusive, and possibly hybrid, method of
authentication (using a combination of techniques) would seem to be the best solution to satisfy the
needs of future subscribers. This view is echoed by many traditional network security reviews the
recommend the amalgamation of user physical attributes and something someone knows (password) to
make stronger authentication on devices.
One of the few papers to examine the issues associated with 3G authentication is “advanced subscriber
authentication approaches for third generation mobile system” by Clarke et al [11]. This paper looks
that the requirements for security within 3G networks, with particular focus upon subscriber
authentication techniques. They demonstrate the inadequacy of current subscriber authentication
technologies, by considering the results of a survey of 161 mobile users, and examining their attitudes
and practices in relation to PIN-based security. Building upon the findings from the survey, the paper
presents a conceptual architecture for non-intrusive subscriber authentication.
Nichols et al [28] talks about 3GPP handset authentication techniques, particularly the Authentication
and Key-Exchange (AKA). Each carrier has an independent implementation based on an example
algorithm, this example can be used, but networks requiring a more based service would produce their
own algorithm. The example algorithm is known as ‘Milenage’ and was proposed December 2000.
This paper only deals with the authentication techniques, as one of the sole purposes of UMTS is its
roaming ability. If UMTS’s roaming ability is to be maintained across networks, the same air interface
encryption must be used by all parties. This prevents each carrier from implementing their own
encryption algorithms..
Another short paper that explores subscriber requirements is “Non-intrusive security requirements for
third generation mobile systems” by RodWell et al[32]. This paper looks at the security requirements
of the Universal Mobile Telecommunications System (UMTS), with particular focus upon subscriber
authentication techniques, comparing them against the more basic measures that have been considered
satisfactory within second generation systems such as GSM.
3G Vulnerabilities
Distributed Interest
With consortiums owning services and creating the infrastructure and services it is likely that each
network may have varying security issues. When a solitary enterprise owns, designs, implements and
maintains the entire infrastructure it is assumed they are more focused on a holistic service. When
separate companies become engaged in a consortium, there motives may not be common; a trust must
exist between these companies.
Apply evidence from previous case studies in other genres, it is expected that some of the security
issues that may affect the Hutchinson consortium, , are likely to be a result of the different companies
having varying policies and practices.
Billing
Many issues exist with billing. If the company offering the services has poor accounting packages to
track users and the services they utilise, they will not be competitive.
A complete 3G solution may offer a more reliable billing solution, rather than the mix of 2.5G and 3G
services on one network. This requires complex billing routines to interface with both networks,
particularly when seamless handovers between the two occur.
Other billing concerns include one of the main benefits of the UMTS standard, global roaming. The
billing records from a provider in another country must be trusted by the all parties involved in the
billing processing (customer and local provider).
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Phone ‘freaking’ can become almost impossible on mobile phones, 2G onwards, with the ability to
apply accounting and other traffic out of band from users activity [34]. This requires the system
designers to implement these precautions, and is not guaranteed on all networks.
Targeted Mobile Device Disruption
The more powerful, the more interactive, and the more prevalent these mobile devices become, the
more susceptible they will be to harm from deliberate acts. Already Denial of Service (DoS) attacks
have been discovered on the Nokia 6210 handset, with Nokia not issuing a security patch for the flaw
as they claim networks could provide the security on their infrastructure [37].

The next generation of viruses are predicted to be aimed at mobile devices [26]. These viruses
now have greater scope to interact with the handsets, with most new phones capable of
downloading, among many services, executable java code that executes on the actual phone.
Currently no commercial virus protection software exists aimed solely at the mobile phone
platform.
Further Work
As 3G networks become more accessible, not only in Australia but worldwide, more literature will
exist into its vulnerabilities. Currently the literature is limited, conceptual and sometimes an untried
thought of the author. A review in 12-24 months of the then available literature may provide a greater
insight into 3G security, particularly in respect to Australian implementations.
CONCLUSION
The amount of publicly available information on the security and vulnerabilities of 3G systems is
currently very limited. The companies designing, implementing and marketing the technology and
services provide almost no public information about how vulnerable these systems actually are. This
itself poses concerns in regards to developers and major stakeholders providing marketing material
with the ability to overlook serious vulnerabilities.
Standards bodies have also seem to be concentrating more on the efficiency of services than security,
which leaves it to the independent researchers to fill the gap left by the industry. As the technology is
relatively new very little independent academic research has been published. This appears to be
following the lifecycle of computer networks where priority focus was allocated to the ability of
functions and features with an add on component of security – 3G has not evolved from this model
and poses questions whether developers have determined the currently method provides the greatest
profits.
Given that most 2G systems were exposed to number of major vulnerabilities and security weaknesses
once used in general mobile telephone networks – it appears the progression has occurred only on the
technological advances and not on the make up of the architecture with the precedence on the ability
not the security. We the authors feel it is highly possible, if not likely, that similar vulnerabilities
revealed in 2G systems maybe located in 3G systems in the short to near future. This poses greater
potential loses as 3G has been generated and marketed as not only a solution to mobile
telecommunications but also all IP switched network capable devices.
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ABSTRACT
This paper identifies a number of critical infrastructure applications that are reliant on location services from
cooperative location technologies such as GPS and GSM. We show that these location technologies can be
represented in a general location model, such that the model components can be used for vulnerability analysis.
We perform a vulnerability analysis on these components of GSM and GPS location systems as well as a number
of augmentations to these systems.

Keywords: Location, Security, Critical Infrastructure, Vulnerability Analysis, Trust, GPS, GSM,
SBAS, GBAS
INTRODUCTION
The requirement for Critical Infrastructure Protection (CIP) has received much attention recently due
to many government security initiatives. The national critical infrastructure spans across many sectors
of the economy including finance and banking, transportation, telecommunications and information
technology, energy, utilities, health, manufacturing, and emergency and other key government services
such as defence and law enforcement. The abundance of security vulnerabilities in the national critical
infrastructure has become increasingly apparent in recent years, prompting research efforts to
investigate these vulnerabilities.
This paper focuses on sectors of the critical infrastructure reliant on location services from cooperative
location technologies such as GPS and GSM. Security issues that can affect the survivability and
recovery of critical systems from attacks directed at these technologies are identified. This paper is
specifically focused at intentional disruption, not unintentional disruption such as those caused by
environmental affects. We propose a number of models that generalize location systems for the
purpose of identifying the components of these models where security vulnerabilities can occur. These
components of a candidate technologies are analysed for vulnerabilities, demonstrating that other
location technologies can be analysed using this technique.
This paper will provide a set of building blocks that can be used for assessing and mitigating the risk
of using both current and emerging location acquisition technologies in critical applications.
LOCATION SERVICES IN CRITICAL INFORMATION INFRASTRUCTURE
Homeland security initiatives have resulted in many efforts to use GPS and cellular technology for
security applications including tracking. In addition, it has become apparent that many existing
services are dependent on GPS and cellular networks from both defence and civil sectors. While there
are a number of military technologies that significantly improve the robustness and survivability of
attacks against these location services, it is not likely that they will be made available to the civil
sector. As such, this paper only considers civil uses of location technologies and does not discuss
military location technologies or augmentations.
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The following non-exhaustive list of location services in critical infrastructure:
x

Vehicle tracking: Vehicle tracking can be pertinent to critical infrastructure where there is the
need track vehicles carrying hazardous substances including chemicals, fuel and radioactive
waste, and collection of taxes for tolls;

x

Personal tracking / emergency response: Particularly relevant to the USA, where the E911
requirements have resulted in cell phones with an imbedded GPS functionality;

x

Electronic Commerce: An emerging trend can be seen in the use of location for electronic
commerce. An example is a small hardware device called a TAD (Transaction Authentication
Device) developed by WorldPay (WorldPay, 2001), using an embedded GPS chip to
determine the location of where a transaction is initiated. This device is used for identifying
the parties involved in large commercial Internet transactions. The integration of GPS
receivers in cell phones as part of the E911 requirements will inevitably result in the
widespread use of location for identification and security in M-commerce applications.

x

Control applications: There are many uses of location for control applications including the
following transport sector applications identified by (Volpe, 2001):
1. Railway traffic control and monitoring;
2. Aviation systems including civil monitoring and landing system augmentations for
precision and non-precision approaches; and
3. Marine systems including harbour approach and constricted waterways control.

x

Access control / auditing: Location can be used for the enhancement of access control and
auditing. There are many applications where location context information can supplement
existing security, assuming the location acquired can be trusted; and

x

Time synchronization: There are numerous critical applications that rely of location
technologies such as GPS for time synchronization. Such applications include:
1. Timing and synchronization of communication networks;
2. Authentication and access control, e.g. RSA SecureID, Kerberos, etc. using time
synchronization protocols such as Network Time Protocol (NTP);
3. Secure document timestamps (with cryptographic certification);

Because of the widespread use of location for critical services, it is imperative that the location
systems provide availability, integrity and trust.
RELATED WORK
Historically, military and civilian development of location technologies has been segregated. While
much effort has been focused towards security of location in military applications, there has been little
research to date in the development of secure and survivabe location systems and augmentations for
use in critical civilian applications.
The first GPS-based location authentication system was developed by (Denning & MacDoran, 1996),
the “Cyber Locator”, using a patented method of location determination (MacDoran, 1998) to provide
assurance of location integrity. This system uses raw GPS signals to derive a location signature, where
both the client and server have the same view of satellites. (MacDoran, 1998) states “The security
afforded by the invention is actually enhanced by the limitations placed on the broadcast GPS signals
known as Selective Availability (SA)…”.
Before May 1, 2000 the Selective availability policy was degrading the satellite pseudo ranging
signals by dithering the navigation data and introducing an error in the clock (The Epsilon bias
component), resulting in an approximate position calculation. For this reason it was improbable to
predict the pseudo range and consequently the proposed location signature (LSS). After May 1, 2000
Selective availability was no longer active. The only variation in the signal is due to atmospheric and
ionospheric affects that have very few variations and do not change within hundreds kilometres. As
such, we do not consider this architecture in this analysis.
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There have been numerous proposals for location stacks and frameworks for the use of location data
transparently using different technologies with a common coordinate system. Recent proposals,
(Hightower, Brumitt, & Borriello, 2002) and (Lara, 2003) do not provide a mechanism for qualifying
assurance or trust of acquired location results. As such, existing location frameworks are not suitable
for critical or security-based applications.
GENERALIZED MODEL FOR VULNERABILITY ASSESSMENT OF LOCATION SYSTEMS
The crucial elements of location systems, common to all location systems are detailed in terms of a
number of generalized models, thus enabling us to focus on the vulnerabilities of these models.
We define a location system to be composed of the following components:
x Location infrastructure: The supporting architecture except the mobile device;
x Location device: The device whose location is estimated;
x Signaling: The signals that the infrastructure or location devices observe for the purpose of
calculating location;
x Observation: The method utilized to measure the location from the signaling;
x Calculation: The computation of the position using the observation measurement;
x Communication: The transfer of observations and calculations between the infrastructure and
device, and the transfer of location data results to the application; and
x Application: The system that will request / receive the location data.
In the following sections, we show that common location technologies can be generalized to the
following four location acquisition models. In addition, we apply a general augmentation model to
augmentation systems of these location technologies.
LOCATION DEVICE OBSERVED AND CALCULATED MODEL
This model, as illustrated in Figure 1, generalizes location systems where the location is both observed
and calculated by the location device. In this model, the location device communicates the calculated
location result, or other data such as time, to the location application.

Figure 1: Location device observed and calculated

The following technologies correspond with the location device observed and calculated model.
Global Positioning System (GPS)
GPS corresponds to the Location device observed and calculated model, as illustrated in Figure 1. The
GPS Infrastructure consists of 24 satellites that each transmit two bands, the L1 (1575.42 MHz)
frequency and the L2 (1227.60 MHz). The signalling is broadcasted on the L1 band in two channels, a
narrowband channel occupied by the C/A code and a wideband channel that is intended for precision
measurements with the classified P(Y) code. The L2 band contains only the P(Y) codes and serves
mainly to act as an ionospheric effects calibrator for the L1 band. (Hoffmann-Wellenhof,
B.H.Lichtenegger, & J.Collins, 1994) The GPS receiver (location device) measures its distance from
the satellite’s by determining the time of arrival (TOA) in the so called “pseudo-range acquisition”,
from which it calculates its position. The receiver typically communicates the location data to an
application though a serial communications interface.
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Global System for Mobile Communication (GSM) – Enhanced Observed Time
Difference (E-OTD)
GSM is a cellular network technology providing second generation voice and data services. As
location is inherent in the operation of GSM signalling, a cell phone’s location can be calculated using
a number of location methods based on signal timing. There are two types of E-OTD based on
different measurements and calculation methods (ETSI, 2000b):
1. Hyperbolic Type: This type of calculation requires the MS (Mobile Station) observe the OTD
(Observed Time Difference) of signal bursts from different Base Transceiver Stations (BTS).
This information is used in combination with the relative synchronization difference of the
BTSs to for hyperbolic trilateration of 3 geographically separate BTSs.
2. Circular Type: This type of location calculation requires the MS observe the time (MOT) at
which signal bursts from BTSs arrive at the MS using its internal clock. Based on the
observed time at which the same bursts arrive at a Location Measurement Unit (LMU), the
MS clock can be synchronized and hence provide Time of Arrival (TOA) measurements for
circular trilateration.
E-OTD can operate in two modes. One of these modes corresponds to the location device observed
and calculated model. The MS is able to calculate the location based on assistance data provided by
the location infrastructure. Rather than a location request being initiated by an LCS client, the MS
performs the calculation and can provide the result to an application via a proprietary interface on the
MS and a communications link between the MS and an application.
GSM - Assisted GPS (A-GPS)
There are two methods of GSM assisted GPS. The method corresponding with this model provides
assistance data to cell phone-embedded GPS receivers using the GSM infrastructure. In this model, the
MS contains a fully functional GPS receiver. The MS location is calculated by the MS, and can be sent
to the destination application via a proprietary communications interface.
LOCATION INFRASTRUCTURE OBSERVED AND CALCULATED
This model, as illustrated in Figure 2, generalizes location systems where the location is both observed
and calculated by the location infrastructure. In this model, the location infrastructure communicates
the calculated location result to the location application.

Figure 2: Location infrastructure observed and calculated

The following technologies correspond to the location infrastructure observed and calculated model.
GSM - Timing Advance (TA)
Timing Advance-based location acquisition is specific to GSM, where the round trip propagation
delay is measured by the Base Transceiver Station (BTS) as part of the Time Division Multiple Access
(TDMA) adaptive frame alignment process for ensuring a Mobile Station (MS) transmits in the correct
time slot. The TA is observed by the BTS in the GSM location infrastructure and may be used to
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calculate the location in the infrastructure or MS. In the method of obtaining the TA that complies
with this model, the application (an authorized LCS client) makes a request to the Gateway Mobile
Location Centre (GMLC). The cell-ID and TA are obtained by the Serving Mobile Location Centre
(SMLC) where the MLC-PCF (Positioning Calculation Function) calculates the position based on
knowledge of the serving BTS coordinates.(ETSI, 2000b) The calculated location is returned via the
GMLC to the application.
GSM - Time of Arrival (TOA)
The TOA is observed by the GSM location infrastructure and may be used to calculate the MS
position in the location infrastructure. The application (an authorized LCS client) makes a location
request to the Gateway Mobile Location Centre (GMLC). The cell-ID, TOA values and TOA
measurement quality are obtained by the Serving Mobile Location Centre (SMLC), where the
Positioning Calculation Function (MLC-PCF) calculates the position of the MS based on knowledge
of the Real Time Differences (RTD) and the Location Measurement Unit (LMU) coordinates.(ETSI,
2000b) The calculated location is returned via the GMLC to the application.
LOCATION DEVICE OBSERVED, LOCATION INFRASTRUCTURE CALCULATED
MODEL
This model as illustrated in Figure 3, generalizes location systems where the location is observed by
the location device, communicated to the location infrastructure, and calculated by the location
infrastructure. In this model, the location infrastructure communicates the calculated location result to
the location application. The following technologies correspond to this model.
GSM – A-GPS
There are two methods of GSM assisted GPS. In this method, MS-Assisted GPS, only minimal GPS
receiver functionality is provided at the Mobile Station (MS) and the majority of the GPS functionality
is supported by the network infrastructure in order to save power and reduce computational
complexity. As defined in (ETSI, 2000b), the MS (location device) makes GPS measurements aided
by assistance data transmitted by the network which facilitate significantly faster GPS acquisition
times. The measurements are sent to the network infrastructure, where the Serving Mobile Location
Centre (SMLC) calculates the position of the MS.

Figure 3: Location device observed, location infrastructure calculated

GSM – E-OTD
There are two methods of E-OTD location acquisition. In this method, the application (an authorized
LCS client) makes a location request to the Gateway Mobile Location Centre (GMLC). For hyperbolic
calculation, the Serving Mobile Location Centre (SMLC) obtains E-OTD measurements from the MS
the where the MLC Positioning Calculation Function (MLC-PCF) calculates the position of the MS
using its knowledge of Real Time Differences (RTD) , the BTS coordinates and other supplementary
data. For the circular calculation, the SMLC obtains the Mobile Observed Time (MOT) from the MS,
the Location Measurement Unit (LMU) TOA measurements and other supplementary data and
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calculates the position using the MLC-PCF.(ETSI, 2000b) The calculated location if returned via the
GMLC to the application.
LOCATION INFRASTRUCTURE OBSERVED, LOCATION DEVICE CALCULATED
MODEL
This model as illustrated in Figure 4, generalizes location systems where the location is observed by
the location infrastructure, communicated to the location device, and calculated by the location device.
In this model, the location device communicates the calculated location result to the location
application.

Figure 4: Location infrastructure observed, location device calculated

This model is shown for completeness. While there are no standardized location methods for this
model, an example of this model can be shown in GSM. The infrastructure observed measurement of
the Timing Advance (TA) is communicated to the MS in layer 3 messages for adaptive frame
alignment. The MS could calculate its location based on the coordinates of the BTS of the active cell.
The coordinates could conceivably be sent via cell broadcast messages to the MS.
ASSISTANCE DATA AUGMENTATION MODEL
Assistance data can be augmented with basic location devices as shown in Figure 5, to provide better
location accuracy. This model generalizes two modes of assistance data augmentation:
x

Mode 1: Assistance data is communicated to the location infrastructure. In this model, the
location infrastructure performs the corrections based on the assistance data received from the
3rd party observer. An example of this mode can be seen in GSM MS-Assisted GPS.

x

Mode 2: Assistance data is communicated to the location device. In this model the location
device performs the corrections based on the assistance data received from the 3rd party
observer. It is also feasible that assistance data is communicated through the infrastructure to
the location device as in a number of location acquisition methods in GSM. An example of
this mode is a GPS receiver that applies corrections received from a satellite-based
augmentation system such as EGNOS.
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Figure 5: Assistance data model

The following augmentation technologies correspond to this model.
Augmented GPS Positioning
Differential GPS (D-GPS) is a type of GPS augmentation system. D-GPS versions can be shown in
terms of this model, where position corrections and integrity information are derived from
observations at one or more monitoring stations (3rd party) at known locations. As the 3rd party in this
case is another GPS receiver, the 3rd party can be modelled by the location device observed and
calculated model. The correction information from the 3rd party is then broadcast to the user location
device or an application for improvement of its location calculation. This broadcast corresponds to the
(mode-2) communication of assistance data depicted in this model.
Ground and space-based augmentation systems can also be shown in terms of this model. The
information from the monitoring stations (3rd parties) is signalled to a master control station
(infrastructure), as depicted by the first part of communication of (mode-1) data. The control station
pre-processes the information in order to compress data to reduce data rate and to improve data
consistency, then signals this processed information to the user location device. The signalling for the
various functions may be either ground based (GBAS) or space based (SBAS). The latter usually
allows the service to cover wide areas of service and use a standard protocol (RTCA). Examples of
these satellite services are the American Wide Area Augmentation Service (WAAS), the European
Geostationary Navigation Overlay System (EGNOS), the Japanese Multifunctional Transport Satellite
Augmentation Systems (MSAS), the planned Indian GPS and Geostationary Augmented Navigation
(GAGAN) and a number of commercial services such as OmniSTAR. Examples of GBASs are the
Australian GRAS system as proposed by Air Services Australia(Crosby et al., 2000), the future
VICNET of the State of Victoria, and Trimble's virtual base station network.
GSM - Broadcasted Assistance Data
GSM augments its A-GPS and E-OTD location systems using assistance data broadcast to the MS via
the Cell Broadcast Channel (CBCH) and Short Message Service Cell Broadcast (SMSCB) (ETSI,
2000b). The Serving Mobile Location Centre (SMLC) creates a LCS broadcast message containing
the assistance data to be broadcasted as well as parameters indicating the target BTS and the time at
which it is to be broadcasted (ETSI, 2000a). The assistance data is obtained from various sources
from within the infrastructure and communicated to the SMLC. This communication can be
represented by the first (mode-1) communication from the 3rd party to the infrastructure (SMLC). On
receipt of the message, the SMLC sends the message to Cell Broadcast Centre (CBC). The CBC
transfers message to BTS, and from the BTS to the MS as detailed in (ETSI, 2000c). This
communication can be represented by the second (mode-1) communication from the location
infrastructure (CBC/BTS) to the location device (MS).
VULNERABILITIES IN LOCATION SYSTEMS
For the analysis of vulnerabilities, we make use of evaluation levels to assess the ability of location
system components to withstand direct attack. All the components derived from the generalized model
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are assumed to be security critical components, (i.e. those mechanisms whose failure would create a
security weakness) and therefore must be assessed for each technology. The strength of each
component of a location system shall be rated high risk, medium risk or improbable as follows:
1. High Risk: Attacks require few resources and could be performed by knowledgeable
attackers;
2. Medium Risk: Attacks require moderate resources and could be performed by highly
motivated attackers; and
3. Improbable: Attacks require significant resources and could be performed by attackers
possessing a high level of expertise, where successful attacks are judged to be beyond normal
practicality.
If the location system has vulnerabilities in its components, the location system’s rating will be based
on the component with the lowest rating. The generalized models discussed in section 4 can be
reduced into four primitives for the purpose of vulnerability assessment.
1. Location infrastructure;
2. Location devices;
3. Signalling; and
4. Communications.
Observations and calculations are operations that are embedded within location devices or
infrastructure. As such, these operations are omitted from the above primitives. This is because
vulnerabilities in either location devices or infrastructure result in vulnerable observations and
calculations. In addition, applications are not included in these primitives, as applications are assumed
to be trusted and this paper is not concerned with the privacy of acquired location. The following
subsections outline the vulnerabilities for the location technologies discussed in the generalized
models in terms of the above primitives.
Location Infrastructure
The attacks that have been identified as most critical to location infrastructure are:
1. Physical Disruption: This includes physical attacks such as removal of power, physical
damage, unauthorized access, hacking, theft, etc.; and
2. Tampering: This includes attacks on observation and calculation functions performed within
the infrastructure, etc.
It is assumed that location infrastructure is managed by telecommunications companies and
government, and is physically secure. In addition there can be a higher level of trust placed on the
operations performed in the infrastructure due to the increased level of physical security present. Table
1 summarizes the vulnerabilities in the infrastructure.
Disruption
Tampering
1. GPS
2. SBAS / GBAS
3. GSM

Improbable
Medium
Medium-High

Improbable
Improbable
Improbable

Table 1: Location Infrastructure Vulnerabilities

1. GPS: Physical disruption of a Satellite system is improbable due to the difficulty of accessing
satellites in space. The GPS ground infrastructure is geographically distributed, making the
feasibility of a physical attack on all control stations very improbable. While a physical attack
on the satellites is improbable, it is stated in (Adams, 2001) that the US Space Command does
not have an operational anti-satellite weapon. As such, it is feasible to attack the satellites
using the methods detailed by (Adams, 2001). General Thomas Moorman is cited in (Caton,
1995) as identifying that current launch vehicles and their associated processes do not provide
the responsiveness needed to rapidly replace or augment satellites. In addition, he states that
the U.S launch infrastructure is vulnerable, inflexible and expensive. Tampering with the GPS
infrastructure is also improbable due to the inaccessibility of satellites and the high security of
monitoring station installations.

398

4th Australian Information Warfare and IT Security Conference 2003

2. SBAS / GBAS: Physical disruption of space and ground-based augmentation systems are
assumed to be a medium risk. This is because augmentation data is sourced from ground
monitoring stations in both technologies. Where ground stations are distributed, an attack on a
single ground station would result in a denial of service of augmentation data in the area it
observes. Tampering with the SBAS/GBAS infrastructure is also improbable due to the
inaccessibility of satellites for SBAS and the assumption that there is high level of security at
the monitoring station installations for both SBAS and GBAS.
3. GSM: Physical disruption of GSM infrastructure is possible with medium to high risk,
depending where the attack is performed. While Base Transceiver Stations (BTS) are quite
vulnerable to physical disruption, the benefits of denial of service attacks against individual
BTSs is limited due to the number and distributed nature of BTSs. If a Base Station Controller
(BSC) is attacked, it will result in denial of service of all BTSs controlled by the BSC. An
attack on a Mobile Services Switching Centre (MSC), will result in denial of service to
associated BSCs, and intern the BTSs they control. Tampering with the GSM infrastructure
depends on the physical security of the sites. The physical security of an MSC is considerably
higher than that of a BSC, which typically has better physical security than a BTS. For
tampering to be affective, it would require access to a BSC or MSC, presumably with
moderate physical security. It is assumed that tampering is improbable; however this assumes
adequate physical security in all components of the infrastructure.
The infrastructure of location systems used in critical applications should have a sufficient level of
physical security to protect from the threats of tampering and disruption. Vulnerabilities in location
infrastructure can be mitigated through the diversification of location acquisition technologies. While
it is improbable that physical disruption will occur in satellite-based location infrastructure,
diversification of technologies will increase survivability for critical applications reliant on accurate
location. For example, the use of GPS-calibrated sensors to monitor location in addition to the
standard use of GPS would result in survivability for medium outages of GPS.
Location Device
The attacks that have been identified as most critical to a location device’s integrity and operation are:
x

Disassociation: This is where the location device is physically removed and placed in an
alternate location in order to cheat the system;

x

Cloning: This is where a location device is duplicated undetected, such that an adversary’s
location is seen to be in the location of the device that was cloned;

x

Mafia Fraud: This is where the device acts as a “Mafia agent” and relays all information
between the participants in a communication exchange, causing misidentification for example.
This attack requires the location device be compromised;

x

Disruption: This includes attacks such as removal of power, blockage of antenna, physical
damage, etc.; and

x

Tampering: This type of attack could be performed on the device hardware or firmware
causing the device to behave improperly.

It is assumed that a location device is not trusted, and as such operations performed in the device
cannot be trusted. Table 2 summarizes the vulnerabilities in the location device.
1. GPS Receiver
2. SBAS / GBAS Receiver
3. GSM MS

Disassociation

Cloning

Mafia Fraud

Disruption

Tampering

High
High
High

Not Relevant
Not Relevant
Medium

Medium
Medium
Improbable - Medium

High
High
High

High
High
High

Table 2: Location Device Vulnerabilities

1. GPS Receiver: Disassociation is a high risk, as the removal of the receiver from a ship for
example, cannot easily be detected. The risk of cloning is found to be irrelevant, as GPS
receivers do not have any methods of authenticating themselves to an application, and as such,
cloning would not be beneficial. If the GPS receiver was uniquely identifiable, the risk of
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cloning would be classified as high risk unless mitigated with some form of tamper-resistant
module (e.g. smartcard), where cloning of the receiver’s identity would be intractable. Mafia
fraud attacks are medium risk, as a receiver must be compromised and must cooperate with
another device with a communications path that can be intercepted. There is a potentially high
risk for disruption of GPS devices by removing the power supply or physically damaging the
unit. An attack based on tampering with the receiver is also high risk, as the device is not
typically physically secure, and there are no standardized mechanisms to authenticate the
firmware integrity to an application.
2. SBAS / GBAS Receiver: An SBAS / GBAS receiver is typically integrated into or attached to
a GPS receiver. The vulnerabilities of an SBAS/ GBAS receiver are same as the GPS receiver
as detailed above.
3. GSM MS: Disassociation is a high risk, as the GSM Mobile Station (MS) can be removed or
separated from the associated subject. This risk can be reduced to a medium risk using the
association protocol proposed in (Wullems, Looi, & Clark, 2003). The risk of cloning is high
due to the vulnerabilities of the COMP128 authentication algorithm and the ability to recover
the secret key in approximately 8 hours (Briceno & Goldberg, 1998). There is improbable risk
of mafia fraud for infrastructure observed / calculated location, as the infrastructure must be
compromised. For location where observations or calculations are performed on the MS, there
is medium risk as it requires the MS to be compromised and another MS to cooperate. There is
a high risk of disruption by the removal of the power supply or physical destruction. An attack
based on tampering with the receiver is also high risk, as the device is typically not physically
secure, and there are no standardized mechanisms to authenticate the firmware integrity to an
application.
Where location devices are used in critical applications, it is imperative that the device can be trusted
if it performs any observation or calculation functions. The use of tamper-resistance and trusted
computing methods could facilitate a higher assurance of trust in location devices. In addition, the
problems of disassociation may be remedied through the use of tamper-resistant mountings that
protect the location device from disassociation.
Signaling
The attacks that have been identified as most critical to signalling are:
x

Spoofing: This involves interception, alteration and/or retransmission of a signal or data in
such a way as to mislead the recipient;

x

Jamming: This is the deliberate radiation or reradiation of electromagnetic energy for the
purpose of disrupting electronic devices and causing denial of service; and

x

Meaconing: This involves receiving radio signals and rebroadcasting them on the same
frequency to confuse navigation.

Table 3 summarizes the vulnerabilities in the signaling used to derive location.
1. GPS (C/A)
2. GSM (E-OTD)
3. GSM (TOA)
4. GSM (TA)

Spoofing
Improbable – Medium
Improbable
Improbable
Improbable

Jamming
High
High
High
High

Meaconing
Improbable
Improbable
Improbable
Improbable

Table 3: Signaling

1. GPS (C/A): Spoofing of GPS signaling is considered improbable to medium risk, depending
on the nature of the application. This is because the C/A code of GPS is based on a
pseudorandom number which is not cryptographically protected. GPS signal simulators are
expensive but readily available. These simulators can reproduce GPS signals and navigation
data, allowing the GPS signal to be easily spoofed. However, the simulation equipment
required for a spoofing attack is expensive, and as such the attack is improbable. For
applications such as banking transaction authentication, an expensive attack such as this may
be viable, and as such could be considered medium Risk. The risk of a jamming attack is
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considered very high, as the C/A code transmitted on the L1 frequency is very weak (typically
–130dBm at the antenna) and as such, easy to jam. GPS jammers generate noise on the L1
band and corrupt the original signal, making location estimation (and time synchronization)
impossible, causing denial of service. (DOD, 1993) states that current GPS receivers are
vulnerable to jamming in acquisition mode at very long ranges from low-power jammers and
will loose moderate range for reasonable jammer threats. This risk is quantified in (Adams,
2001) to the effect that a 100-watt jammer can affect a standard GPS receiver as far away as
600 miles (960 km) during initial GPS acquisition. In addition, it is stated that even when a
GPS receiver has acquired the GPS signal and is using it for tracking, tracking could be
interrupted within 28 miles (44.8 km) of the jammer. A 1-watt (cellular phone-size) jammer
than can be built from schematics that are readily available on the Internet, and can prevent a
good quality civilian receiver from acquiring the C/A code from 37.5 miles (60 km). This is a
significant threat for critical applications reliant on GPS. A meaconing attack, while
potentially feasible, is considered to be improbable, as there is little evidence of successful
low-cost technologies to perform the attack. The GPS signals can theoretically be captured
and retransmitted in the same way an indoor GPS system does, with the exception that the
signal is buffered, specific time delays on certain channels introduced, and the new signals are
retransmitted confusing the GPS receiver.
2. GSM (E-OTD): Spoofing of signaling used to measure the E-OTD is considered improbable,
as the OTD value is calculated from the time difference of the arrival of signal bursts from
neighboring BTSs. An attack would require simulating the signals for at least one fake BTS in
proximity of the MS. To spoof a significant distance would require the simulation of at least
three neighboring BTSs. Jamming is considered high risk, as it is possible to jam a MS or BTS
as shown in (Stahlberg, 2000). In addition, GSM jammers have become readily and cheaply
available for purposes such as denying service to MSs in cinemas, hospitals, etc. Meaconing is
considered improbable, as the signals would have to be buffered and retransmitted for at least
one neighboring BTSs, such that the signals were delayed when received at the MS antenna.
This would require the attacker be in proximity of the MS. Meaconing in general would have
a poor affect on spoofing location, as the location area of the MS is at greatest the intersection
of the effective circular areas of the neighboring BTSs.
3. GSM (TOA): Spoofing of signaling is considered improbable, as a single signal burst from an
MS is used to measure TOA at 3 geographically separate BTSs. Spoofing the signal would
have little or no affect on the location. Jamming is considered a high threat for the same
reasons detailed in GSM (E-OTD). Meaconing is considered improbable for similar reasons to
those detailed in GSM E-OTD. The affect meaconing would have on the MS location would
be minimal.
4. GSM (TA): Spoofing the signaling is considered improbable, as the signals would have to be
simulated from a fake BTS, posing the problem of returning the TA measurement to the
SMLC. Jamming is considered a high threat for the same reasons detailed in GSM (E-OTD).
Meaconing the signaling is considered improbable, as the TA measurement is critical for
TDMA adaptive frame alignment processes, and is calculated in the BTS. Any value other
than that representing the MS’ propagation distance may result in a collision of signal bursts
with an adjacent slot. As a result, it is very improbable that TA location obtained from the
GSM infrastructure could be spoofed.
Communications
The attacks that have been identified as most critical to communications are:
x

Repudiation: This is the denial of an action having occurred;

x

Sniffing: This is the unauthorized monitoring of information over a communications link;

x

Spoofing: This involves interception, alteration and/or retransmission of a signal or data in
such a way as to mislead the recipient; and
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x

Denial of Service: This is where a malicious attack results in partial or total deprivation of a
service.

Table 4 summarizes the communications vulnerabilities:
1. GPS (NMEA 0183)
2. GPS (RTCM-104)
3. SBAS (RTCA)
4. GSM (MS-BTS(Um))
5. GSM (Assistance Data Broadcasts)
6. GSM (BTS-BSC (Abis))
7. GSM (A / Lb / Lc / Le / Lg / Lh / Lp / Ls)

Repudiation
High
High
High
Improbable
Improbable
Improbable
Improbable

Sniffing
High
High
High
Improbable
Improbable
Medium
Improbable

Spoofing
High
High
High
Improbable
Improbable
Improbable
Improbable

Denial of Service
Medium
Medium
Medium
Medium
Medium
Medium
Improbable

Table 4: Communications Vulnerabilities

1. GPS (NMEA 0183): This is the defacto standard for marine navigation data communication.
The NMEA 0183 Interface Standard(NMEA, 1997) defines electrical signal requirements,
data transmission protocol and time, and specific sentence formats for a 4800-baud serial data
bus, without providing any message integrity or encryption. As a result, there is a high risk of
repudiation, as there is no mechanism in NMEA to support non-repudiation. There is a high
risk of sniffing and spoofing, as there is no integrity or encryption. Spoofing can also be easily
achieved through the use of simulator software available on the Internet. Denial of service is
considered as a medium risk, but this depends on how the data is communicated to an
application. The risk of denial of service for wireless transmission is high compared with the
risk of denial of service on a cable, where a remote attack would not be possible. While denial
of service at the communications layer is possible, it is easier to perform jamming on the
signalling used for location acquisition to achieve the same result.
2. GPS (RTCM-104): This is the defacto standard for marine navigation correction for the
transmission of D-GPS data (RTCM, 1998). This protocol does not make use of message
encryption or integrity, and as such is vulnerable to the same attacks as NMEA. The affects of
a spoofing attack on a GPS receiver’s reported position depends on the rejection
characteristics of the GPS receiver. Inevitably some GPS receivers will accept virtually any
correction data, regardless of how erroneous it is.
3. SBAS (RTCA): Satellite Based Augmentation systems such as WAAS use the standard
protocol RTCA for communications of D-GPS data via satellite. This is a standard protocol
that integrates WAAS, EGNOS and MSAS. This protocol does not provide message integrity
or encryption, and as such is vulnerable to the same attacks as NMEA. Similarly to RTCM,
depending on the GPS receiver, it may be possible to spoof location though the spoofing of
RTCA correction data.
4. GSM (MS-BTS(Um)): The risk of sniffing transmissions is high due to encryption using the
A5 cipher. (Barkan, Biham, & Keller, 2003) propose a method of obtaining the A5 key in a
few milliseconds, after which the transmissions can be sniffed. There is a medium risk of
denial of service by jamming the MS or BTS based on methods detailed in (Stahlberg, 2000).
5. GSM (Assistance Data Broadcasts): Where the non-mandatory enciphering option is used,
sniffing and spoofing of the location data and or assistance data is improbable. The assistance
data broadcasts are vulnerable to the other vulnerabilities of GSM (MS-BTS(Um))
transmissions.
6. GSM (BTS-BSC(Abis interface)): There is a medium risk of sniffing where link-level
encryption is not implemented over this link. In GSM there is no requirement for the use of
encryption for communications between the BTS and BSC, and as such it may be possible to
sniff data. The risk of a denial of service attack is deemed as medium, as it is possible to jam
the microwave links when the BTS-BSC links are not cabled, to prevent transmission of
location and assistance data.
7. GSM (A/Lb/Lc/Le/Lg/Lh/Lp/Ls interfaces): These communications occur within the
infrastructure over the A/Lb/Lc/Le/Lg/Lh/Lp/Ls interfaces (ETSI, 2000b). It is assumed that
these interfaces link systems that are within physically secured locations, and are physically
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secure themselves. It is therefore considered improbable that any of the attacks occur due to
the lack of accessibility.
Secure communication of both location data and augmentation data are critical to the security and
reliability of critical applications. There is need for research into secure protocols to replace the
currently insecure NMEA, RTCA and RTCM protocols. Critical applications can utilize existing
technologies such as GSM A-GPS for its security services such as encryption of the D-GPS
corrections, providing a workable solution to the absence of a secure augmentation data service. The
other GSM location mechanisms can provide a redundant location backup should there be a GPS
outage.
EMERGING TECHNOLOGY
GALILEO constellation is under development and will be operative from 2008. It will be composed of
27 active satellites + 3 spare satellites in Medium Earth Orbit. It has been projected “service oriented”
on 6 bands: the E5a (1176,45MHz, the GPS L5) and E5b(1207,14MHz, the Glonass L3),the band E6
(1278,75MHz) and the GPS L1 (1575,42MHz) 8 MHz wider (extension E2 and E1) as detailed in
(Hein & al, 2002). The interoperability with GPS is realized by having two common frequencies in
E5a/L5 and L1.
As Galileo is still under development there are not detailed specification on signals and cryptography.
There few technical descriptions from the European Space Agency (ESA) documents, as detailed in
(ESA, 2001) and (ESA, 2003). Galileo will broadcast different services of which some utilize
cryptography. The Open service will be broadcasted in 2 signals with no cryptography.
The Galileo Safety of Life (SOL) service will have cryptographic integrity check broadcasted with the
signal. The commercial service provides 3 signals for navigations and data, one of which will be
encrypted (ESA, 2001). We are currently exploring the Galileo proposals and intend to submit in a
future paper how these new services can be used in critical applications.
In addition to the Galileo project, Europe is testing a Satellite based augmentation system, EGNOS,
which will provide integrity and coarse location acquisition services as well as GPS/Galileo correction
data. The system is expected to be fully operational by 2005, providing redundancy through a course
location acquisition not dependant on GPS. This will be beneficial for critical applications that
currently rely solely on GPS.
Australia relies on GPS without a service agreement from the United States of America. The proposed
GRAS augmentation system does not provide redundancy or integrity services, and as such, GPSbased critical applications in Australia require the augmentation of other location / timing technologies
to supplement a critical system in case of a GPS outage.
CONCLUSION
In this paper, we have proposed a generalized model for the vulnerability assessment of active location
technologies with cooperative infrastructure, grouping the characteristics of GSM, GPS and various
augmentations to these location systems. The model reduced the technologies to the fundamental
characteristics of Infrastructure, Devices, Signaling and communications. Based on these
characteristics, we have performed a vulnerability assessment of these technologies, and demonstrated
how other cooperative location technologies can be applied to this model.
The significance of this generalized model and of the related vulnerability assessment is to create an
instrument to build trusted location services for Critical Infrastructure. Any active location technology
with a cooperative infrastructure can be modelled using this method.
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ABSTRACT
Deception has been practiced for as long as the natural world has existed. Deception is an essential element of
effective security that has been widely used in networks to understand attack methods and network intrusion
often with little thought as to the type and effectiveness of deception. In this paper, anecdotal evidence and
illustrative cases will be researched to determine deceptive origins, implementation, and the impact of external
factors in order to devise a hierarchy of deceptive characteristics that can be linked into a structured
framework. A deceptive honeypot will provide a network environment for testing if network countermeasures
and attacks may be mapped to deceptions identified in the framework. The result is a series of structured
deceptions that will be deployed to improve understanding of network security.

Keywords: network security, deception, network countermeasures, network attacks, honeypot

INTRODUCTION
This paper describes research in progress and primarily explains the framework being used. The
purpose of the research is to ascertain the potential effectiveness of deceptive strategies for network
security. Various deceptions will be identified and defined in order to devise a framework that
establishes pathways of deceptive execution. Establishing a conceptual basis for the application of
deceptions will then enable deceptive parallels to be associated with network security strategies.
The network used in this research implements the deceptions in a honeypot that employs Honeyd and
FakeAP. This will be used to mimic a typical modern day wired and wireless integrated network.
Honeypots and Honeyds are deceptive security resources that appear as real computer systems to
attackers; honeyd in particular emulates networks of operating systems and services at the network
and application level. FakeAP is configurable software that allows a single access point to beacon
802.11b wireless packets that deceptively appear from multiple access points. Network services
provided by honeyd and FakeAP can utilise a number of deceptions to implement defence
countermeasures. Similarly, network attacks can also use deceptive tactics to target the network
countermeasures.
Common network penetration and attacking tools such as Nmap and Nessus are typically used by
unsophisticated attackers (Conry-Murray, 2001). They are easy to use yet often yield highly
destructive outcomes (Spitzner, 2003). Additionally, wireless access points using 802.11b can easily
be sniffed with downloadable tools such as Kismet and Netstumbler that identify the presence of a
wireless network (Nanda, 2002; Webb, 2002). Furthermore, a probing attacker that identifies network
weaknesses can exploit vulnerabilities through targeted buffer overflow attacks that are used to crash
systems and are consequently a significant threat to network security (Aleph One, n.d.; Cowan, Wagle,
& Pu, n.d.; Grover, 2003; McClure, Scambray, & Kurtz, 2001).
In this project the honeypot that encompasses Honeyd and FakeAP will implement the deceptive
countermeasures. An Intrusion Detection System (IDS) and Syslog-ng are logging programs that will
record the network activity on the honeypot. Network sniffing, probing, scanning and penetration
(through buffer overflow) testing tools will implement deceptive attacks that are mapped from the
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Framework for Deception (see Figure 2 below). A matrix will illustrate how each security strategy
implemented on the honeypot is mapped to the specific deceptions.
It is then essential to investigate the origins of deception and the diverse definitions that identify the
unique characteristics in order to understand how deception may be applied to defence strategies in
network security. Several descriptions and classifications of deception have been observed and
theorised by various authors that will be examined in the following literature. This will lead to the
subsequent development of the Framework for Deception.
A definition of deception
Rue (1994, p.v) provides a definition of deception that is wide in scope, area, and application:
“[Deception is] the problematic distinction between appearance and reality”. However a single
statement cannot convey all the fundamental characteristics of deception. Therefore, the nature and
properties of deception may be described as:
“[To occur] when the designs embedded in the morphology and/or behaviours of one entity defeat the
designs embedded in the perceptual structures and/or strategies of another entity” (ibid,1994)
Taxonomy of deception based on biological case study
Bowyer (1982) stipulates two levels of deception, which are dissimulation - hiding the real, and
simulation - showing the false demonstrated in Figure 1.
THE STRUCTURE OF DECEPTION
(with process defined)
Deception
(distorting reality)
DISSIMULATION Level 1
(Hiding the real)

SIMULATION Level 2
(Showing the false)

MASKING
Conceals one’s own
Matches another’s

Characteristic
spectrum

MIMICKING
Copies another’s characteristic
spectrum

REPACKAGING
Adds new
Subtracts old

Characteristic
spectrum

INVENTING
Creates new characteristic
spectrum

DAZZLING
Obscures old
Adds alternative

Characteristic
spectrum

DECOYING
Creates alternative characteristic
spectrum
(Bowyer, 1982, p.61)

Figure 1: Structured deception framework

Through the structure of deception, Bowyer defines deception as “the advantageous distortion of
perceived reality” (1982, p.47). Bowyer states that all deceiving and cheating involves hiding, which
is the first level of deception and is divided into three categories: masking, repackaging and dazzling.
A second level of hiding the real is showing the false: which is mimicking, inventing, and decoying.
According to Bowyer, all deceptions fall into either of these categories.
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Similar to Bowyer’s structure of deception, Gerwehr & Glenn (2003) specify three deceptive effects
which are sought from a deception: masking, misdirecting and confusing. The deceptive ‘effect’ refers
to a “specific type of disadvantageous misperception the deceiver is seeking to produce in the mind of
the target” (ibid, p.36). Table 1 identifies the deceptive effects sought, giving definition, and examples
of possible implementation.
Deceptive Effect

Definition

Common Examples

Masking

Concealing signal

Camouflage
Concealment
Commingling with non-combatants
Signature reduction
Reducing signals, ideally to the point of
undetectability

Misdirecting/
Misleading

Transmitting clear and
unambiguous false signal

Feint/demonstration
Decoy/dummy
Disguise
Disinformation
Divert attention, resources away from real
assets/activities

Confusing

Raising the noise level to
create uncertainty, degrade
perceptual capabilities

Generating additional commotion, traffic,
movement, etc.
Shoot-and-scoot to disorient foes
purposeful departure from
established pattern (also called
conditioning/exploit)
Randomisation
Create ‘noise’, over saturation unpredictability, or
the need for haste
(Gerwehr & Glenn, 2003, p.37)

Table 1: Major types of deceptive effects sought

Evaluation of Deceptive Effects Sought and the Structure of Deception
Gerwehr & Glenn’s major types of deceptive effects sought show that masking, misdirecting and
confusing deceptive effects also encompass the deceptive outcomes defined by Bowyer’s structure of
deception. A summary of deceptive effects sought is expressed in Table 2.
Deceptive
Effect Sought

Other Distinguishing forms
of the Deceptive Effect

Description of the Deception

Mask

Camouflage, Repackage

Attempting to blend with the environment without attracting
attention.

Mislead

Misdirect, Mimicry, Decoy

Luring attention by creating a different scenario.

Confuse

Dazzle, Invent

Obscuring presence with exaggerated actions.

Table 2: Summary of deceptive effects sought
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Upon defining various forms of deceptions, the purpose of executing a deception can be identified and
further applied to any deceptive source. Consequently, humans and any human instructed system such
as computer networks may implement deceptions that may be masked, mimicked, or confusing in
nature.
Levels of deceptive sophistication
US National Security Research and Development organisation RAND, aim to improve policy and
decision making through research and analysis of several governmental issues including military
deception. One focus area of RAND’s research in deception is military adaptation from plant and
animal deceptive models and precedence (RAND, 2003).
According to RAND (2001) and researchers Gerwehr and Anderson (2000), deception can be
classified into four exclusive groups: static, dynamic, adaptive and premeditative. Each group is
representative of a level of sophistication that an organism can exercise over the deception identified
in Table 3.
Category of deception
Static
Dynamic
Adaptive
Premeditative

Description
The deception method is in place irrespective of state, activity, or history of
either deceiver or target
The deception method is employed by the deceiver when circumstances trigger it
The deception method is triggered as in DYNAMIC above, but the method or
triggering event may be modified by feedback (i.e., trial-and-error)
Blending with each unique environment or adapting to each situation
Designed and implemented based on experience, knowledge of friendly
capabilities and vulnerabilities, and moreover, observations about the target’s
sensors and search strategies
(Gerwehr & Anderson, 2000, p.3; RAND, 2001)
Table 3: Levels of sophistication

Defensive and offensive stances and active or passive postures
RAND researchers Gerwehre & Glenn reason that a defensive deception is an effective method of
protection and an offensive deception is an effective method of attacking (2000). Therefore, in
network security, defensive deceptions are implemented as a reactive behaviour or counter-response to
an action and an offensive deception uses proactive conduct to initiate some event (College of
Aerospace Doctrine Research and Education, 1997). Alternatively, deceptions that are actively
executed are actions that directly provoke the target. A passive execution does not make direct or
specific strike at the target, rather all deceptive activity resides on the defending side (Schneier, 2001).
A Framework for Deception
Collating the deceptive characteristics identified in the preceding literature, a Framework for
Deception was constructed to encompass all the possible mentioned categories of deception examined
in the form of an attack tree (Schneier, 2000). Figure 2 characterises the Framework for Deception
from an offensive or defensive stance for any single deception. Both account for active and passive
actions that may implement a static, dynamic, adaptive, or premeditative level of sophistication and
resulting in a masked, misleading, or confusing deceptive effect. A single deception may assimilate
one or many deceptive pathways.
Deceptions encompass several levels of complexity that can achieve deceptive effects. Implementing a
network based defensive deception requires varying levels of sophistication to respond to the shifting
intensity of attack capability; such as the behaviour of many modern day interactive attacking tools.
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Additionally, an effective deception should consider the combination of social and cultural conditions,
physical infrastructures, and all other unique characteristics of the surrounding (Gerwehr & Glenn,
2000) as external factors that may influence the effectiveness of a deployed deception. Humans may
apply perception, reasoning, intuition, and knowledge as part of the deceptive selection process and
can thus, relentlessly change and adapt deceptions to the circumstance. Therefore, deceptive
countermeasures and attacks tested on the honeypot will be based on an assessment of the technical
ability of the software and hardware, experimental environment and relevant attack tools available.

OFFENSIVE OR
DEFENSVE
DECEPTION

Active

Static

Mask,
Mislead or
Confuse

Dynamic

Mask,
Mislead or
Confuse

Adaptive

Mask,
Mislead or
Confuse

Passive

Premeditative

Mask,
Mislead or
Confuse

Static

Mask,
Mislead or
Confuse

Dynamic

Mask,
Mislead or
Confuse

Adaptive

Mask,
Mislead or
Confuse

Premeditative

Mask,
Mislead or
Confuse

Figure 2: Framework for Deception – offensive or defensive stance

Application of the framework for deception to networks
For this project, a constructed matrix of deceptive countermeasures and attacks may be expressed in a
diagrammatic table of how network countermeasures and network attacks are mapped to the
Framework for Deception. The deceptive countermeasures and attacks have been categorised through
the same levels identified in the framework. Deceptive defences and deceptive offences are described
independently as two matrixes for each countermeasure and attack. The remaining deceptive
categorisations are maintained in each matrix. This includes an active or passive state, followed by a
static, dynamic, adaptive, or premeditative approach to implementing a masked, misleading, or
confusing deception.
Table 5 is the matrix of deceptive defence countermeasures and encompasses network defence
strategies from the Honeyd virtual networks and the Intrusion Detection System (IDS) and Syslog-ng
logging facilities. Each of the defence strategies are only executed after the attacking machine has
initiated a probe or intrusion on the targeted machine (thus being defensive through reaction), which is
the deceptive wireless honeypot.
The Honeyd executes active deceptions through manipulating the TCP/IP stack of an Operating
System (OS) with network probing tools. Honeyd can dynamically mimic and mislead the attacker by
showing active services, application level banners, and buffer overflow outputs. The IDS and Syslogng will deceptively log network probes and scans that are concealed from the attacker and do not
affect the attacker directly. The Honeyd faked network topology, Operating System (OS) personality
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(a name defined by an NMAP style fingerprint) and platform vulnerabilities are passive defences as
they are routinely enumerated after the initial TCP/IP handshakes.
Legend

g

Mask, Camouflage, Repackage
Mislead, Mimicry, Decoying

V

Confuse, Dazzle, Invent

Table 4: The legend used in Tables 5 to 8
Deceptive Defence
Active

Deceptive Countermeasures for
the Wireless Honeypot

Static

g

Dynamic

V g

Passive

Adaptive

V g

Premed

V g

Static

V g

Honeyd faked OS personality

Dynamic

V g

Adaptive

V g

Premed

V g

V

9

Honeyd OS platform vulnerability

9

Honeyd faked network topology

9

Honeyd faked TCP/IP stack

9
9
9
9
9

Honeyd TCP/IP fingerspoofing
Honeyd faked buffer overflow
Honeyd faked services
Honeyd faked banner scripts

9
9

Central logging syslog-ng

9
9

IDS logging
IDS alerting

9

Table 5: Matrix of deceptive defence countermeasures

Table 6 implements FakeAP as an offensive countermeasure that instigates wireless probing through
deceptively beaconing 802.11 wireless signals and misleading an attacker into believing an access
point exists. An attacker would capture the wireless signals through wireless sniffing tools and
potentially discover a wireless network that may be probed and scanned for vulnerabilities.
Deceptive Offence
Active

Deceptive Countermeasure
for the Wireless Honeypot

Static

g

Dynamic

V g

Passive

Adaptive

V g

Premed

V g

Faked AP beacons

Static

V g

Dynamic

V g

Adaptive

V g

V g

Premed

V

9

Table 6: Matrix of deceptive offence countermeasures

The deceptive countermeasures are security strategies that aim to strengthen the wireless honeypot by
exercising the deceptive characteristics that were identified in the Framework for Deception.
Consequently, the next stage is to identify deceptive attacks performed on the wireless honeypot that
also utilise deceptive characteristics outlined in the framework.
Table 7 identifies the deceptive defence attacks that are principally active and hence aim to target the
wireless honeypot with deceptive force. Address resolution protocol (ARP) poisoning, IP spoofing and
MAC spoofing are all methods of attack that deceptively hide the real identity of the attacker with a
faked identity. Defence attacks are often used as a preliminary technique of gaining ingress to the
network to then execute offensive deceptive attacks.
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Deceptive Attacks on
the Wireless
Honeypot
ARP poisoning
IP spoofing
MAC spoofing

Deceptive Defence
Active
Static

g

Dynamic

V g

Passive
Adaptive

V g
9

Premed

V g

Static

V g

Dynamic

V g

Adaptive

V g

Premed

V g

V

9
9

Table 7:

Matrix of deceptive defence attacks

Table 8 exemplifies the deceptive offence attacks that may be performed on the wireless honeypot.
Buffer overflows and other variants of Denial of Service (DoS) attacks are aimed to take out the
victim and are therefore active deceptions. Brute force DoS attacks including buffer overflows
produce many continuous hits that confuse and dazzle the victim, whereas stealth DoS attacks will
execute a single masked hit that will result in a system crash. Other stealth attacks or intrusions, such
as a man-in-the-middle and packet sniffing are passive deceptions employed by the attacker. Passive
tools that intercept and gather wireless packets are captured and retained by the attacker for
investigation of wireless network configurations and information. The attacker will then use this
information to tailor an active attack.
Deceptive Offence
Active

Deceptive Attacks on the
Wireless Honeypot

Static

g
Brute force buffer overflow
Man-in-middle
ICMPflood (DoS)
Stealth DoS
Packet sniffing

Dynamic

V g

Passive
Adaptive

V g

V g

Premed

Static

V g

Dynamic

V g

Adaptive

V g

Premed

V g

9
9
9
9
9

Table 8: Matrix of deceptive offence attacks

Deceptive attacks are strategies that aim to test the strength of deceptions employed on the wireless
honeypot. The network countermeasures and attacks that have been mapped from the Framework for
Deception now present testable grounds for experimentation of each deception identified in the
matrices.
DISCUSSION
The Framework for Deception illustrates a constructed matrix of network countermeasures and attacks
on a wireless honeypot demonstrating possible implementation of conceptual deceptions.
It was found from the framework and the matrices that it is first necessary to implement the active
deceptions before the passive deceptions for network countermeasures. Additionally, passive
deceptions should be employed before active deceptions for network attacks. This presents a method
for carrying out the experimental deceptive countermeasures and attacks on the wireless honeypot.
The experiment employs the deceptive countermeasures and attacks identified in the matrices as
testable variables. This will research the correlated relationship different types of deceptions and the
outcome of attacks. The evaluation of data includes evidence of detection and penetration of FakeAP
and Honeyd through generated log files of the deceptive wireless honeypot. This will be triangulated
with output reports of the sniffing, scanning, and probing tools used against the honeypot.
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More purposefully, the framework for deception is utilised to ascertain what deceptive countermeasure
can draw parallels with precise network attacks, given the particular pathway of deception followed.
Subsequently the next stage will be to experiment with such attacks on those deceptions to test the
research question:
Can a framework of deception be applied to common network countermeasures to reduce the
effectiveness of attacks?
CONCLUSION
Deception can be a powerful instrument for gathering attack intelligence and maintaining the
advantage in warfare (College of Aerospace Doctrine Research and Education, 1997; Gerwehr &
Glenn, 2003). Network security can utilise deceptive strategies as a proactive approach to
understanding attacking methods and implementing effective countermeasures. Deceptive network
countermeasures are aimed to maintain initiative and subdue the attacker into a reactive position.
Therefore providing the victim with control over the situation, knowing what the attacker knows.
However, network deceptions have limitations. The framework itself does not consider external
factors, such as the attacker’s ability and knowledge. Furthermore, the deceptive strategies used by the
network countermeasures may be limited to fixed capability of the tools and technology. Attackers
may use any combination of methods for a deception. Hence, a deceptive countermeasure requires
intricate attention to how the deception is deployed and how the attacker will react. This involves the
attacker’s perception of the victim’s deception, which is an element of deception that requires further
investigation.
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ABSTRACT
The study of culture can be approached with different perspectives - anthropology or management. In this paper,
the management perspective has been chosen to understand the culture in the organisation. In approaching the
organisation as subject for understanding the culture, it is crucial to know a variety of implicit and/or explicit
assumptions that play a crucial role in charting the direction and providing the guidance for the information
security culture development. A set of these assumptions is often viewed in various terms such as paradigm,
perspective, mindset and way of thinking. The understanding of organisational paradigms had emerged as
important element in organisation theory. The organisation culture was always being associated with the
success of Japanese companies in which culture of the employees had substantially contributed to the
improvement of productivity. The awareness of these assumptions plays a part for those with a technical
background to understand how a social science theory such as organisational theory and organisation culture
can be applied into information security management.

Keywords: information security culture, organisational culture, paradigm, functionalist,

interpretive
BACKGROUND
Schlienger and Teufel (2002: 197) states that information security culture is “a subculture in regards to
content. Security culture should support all activities in a way, that information security becomes a
natural aspect in the daily activities of every employee”. The culture of information security should be
treated like an attitude to the road safety or food hygiene. Martins and Eloff (2002) defines the
information security culture as something that can be regarded as acceptable and unacceptable in
relation to the information security. We believe the information security culture has to be established
as a strong connection with organisation in shaping the way that employee feel, behave, perform,
contribute, require and interact especially towards the information security.
The ultimate goal of information security or information systems security1 is to preserve the
confidentiality, integrity and availability of information at tolerance level (Zakaria and Mat Kiah,
2002). Tolerance level means that the management agrees to accept certain risks (not significant
impact) and a cost-effective countermeasure. In order to establish an effective information security
policy, it is important to cultivate an information security culture in the organisation and understand

how the culture can be integrated with the security policy (Kluge, 1998).

1

There is confusion about the use of terminology in the security literature. The terms ‘computer security’,
‘information security’ and ‘information systems security’ are often used interchangeably. However, in this
article, the author will restrict on usage of information security term.
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This paper exemplifies the assumptions for the development of information security culture. In
addition, this paper also suggests the most appropriate assumptions including paradigm, perspective on
organisational culture and management control for the information security culture approach.
INFORMATION SECURITY CULTURE AND ORGANISATIONAL CULTURE
A number of researchers have pointed out in the literature that information security should be viewed
as a holistic or entire issue (Le Grand and Ozier, 2000), (Martins and Eloff, 2002) and fit in within the
organisation culture or corporate culture (Hone and Eloff, 2002) such as training, security practices,
communications, processes and people. In Huczynski and Buchanan (2001: 625), organisational
culture is “the collection of relatively uniform and enduring values, beliefs, customs, traditions and
practices that are shared by an organisation’s members, learned by new recruits, and transmitted from
one generation of employees to the next”.
Organisational cultures can be presumably involved with something more complicated than the
information security cultures. It focuses on how the security requirements can be naturally performed
by organisational staff. Either the information security culture or the organisational culture, both are
dealing with the organisational members and contexts. In addition to the above-mentioned definitions,
Deal and Kennedy (1982: 4) defines organisational culture in a simple meaning that is “the way we do
things around here” (organisation).
Huczynski and Buchanan (2001) explain some reasons why it is essential to relate information security
culture to organisation culture:
i) Successful Japanese organisations were always being related with their establishment of
team-based organisation culture.
ii) Soft skills such as beliefs, values and norms (cultural concept) had a great impact on
organisation performance.
According to Furnham and Gunter (1993), a correlation between strong organisation culture and its
performance is a major reason that produces higher morale amongst staffs; increases productivity,
performance and organisational commitment (at organisational level, group level and individual level).
Therefore, information security practices (culture or subculture in content) should be integrated into
daily work routines in order to create an atmosphere of security that becomes a concern amongst the
staff. When creating an information security culture, commitment from the management and strong
leadership are necessary at an initial stage (Gaunt, 2000). Another author connects the information
security culture with the organisation culture and the relation of these two theoretical backgrounds
such as paradigms and perspectives must be considered.
ASSUMPTIONS AND PARADIGMS
It is widely acceptable notion that a theory is based on various and different assumptions may lead to a
number of theories. These assumptions can be considered as implicit and/or explicit. A set of
assumptions is generally referred to as a paradigm, which is an accepted design or model that
consisting of different rules. These rules within the paradigm govern all respective research and
development. The understanding of paradigm behaviour provides a clearer picture on issues of human
behaviour, society, business and economic. Kuhn (1962) claims that a paradigm is an approach to
inquiry that can be used to share similar perceptions among the member of professional community.
The use of appropriate paradigm, as a result, will be importantly required whenever the understanding
of organisational cultures is crucial.
Burrell and Morgan (1979) define two sets of assumptions on organisational theory concerning the
nature of social science (sociological paradigms): within subjective-objective continuum and society
within regulation-radical change continuum. These two sets of assumptions are useful in guiding the
knowledge acquisition and understanding the complexity of physical and social world. There are four
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main assumptions in term sociological paradigms: ontology (reality), epistemology (knowledge),
methodology (method) and human nature (human ethics). Words in the parentheses indicate the easiest
way to understand these terms (see also table 1.)
Assumptions
Ontology
Epistemology

Methodology
Human nature

Subjective
Nominalism that looks this world
only exists in perceptions of an
individual.
Anti-positivism that assumes this
world can only be understood by
involved individual

Objective
Realism that looks this social
world has an objective reality.

Positivism that seeks what
happens in the social world can
be found through regularities and
causal relationships
Ideographic that emphasises Nomothetic that emphasises
method on qualitative data
method on systematic techniques
such as quantitative data
Voluntarism that assumes humans Determinism determines that
can make choices without their genes and environment
influence of the environment
shape humans

Table 1. Two set of assumptions on four assumption aspects in sociological paradigms
When these entities are mapped onto two axes, they yield four paradigms: functionalist; interpretive;
radical humanist; radical structuralist. These four paradigms have fundamental differences in
sociological aspects that can also be seen as subjective or objective. We now consider these four
paradigms in more detail.
Functionalist paradigm is rooted in the sociology of regulation and views issues of nature of science
in an objective way. It is an objective view of the cosmos towards stability orientation that concerns
with the successful regulation and control of social affairs (Burrell & Morgan, 1979: 26). In addition,
it can be used to understand the reality through observation and objective ways without involvement
of participants in the process. Assumptions in this paradigm are problem-oriented and measurable
cause-effect relationships, which provide practical solutions for practical encountered or problems. For
example, it deals with the end-user functions but not the end-user (participant) itself.
Interpretive paradigm is rooted in the sociology of regulation and views issues of nature of science
in a subjective way. It is a subjective view of the cosmos towards stability orientation. This cosmos is
an emergent social process, which is created by the individual concerned (Burrell & Morgan, 1979:
28). Realities are developed through social relationships. Assumption in this paradigm is only
measuring the cause-effect relationships as we found in functionalist paradigm. Moreover, the
assumption in this paradigm only solves issues in terms of “human-entities” instead of dealing with
other aspects. For example, it deals with the end-user or customers and their needs but not the
organisation that does not exist as tangible entity.
Radical humanist paradigm is rooted in the sociology of radical change and view issues of nature of
science in a subjective way. It is a subjective view of the cosmos towards radically changing
constructed realities orientation. This paradigm is committed to a view of society as anti-human,
which emphasises the importance of overthrowing or transcending the limitations of existing social
arrangements (Burrell & Morgan, 1979: 32). Therefore it seems to change the existing social world by
a change in mode of consciousness and cognition. For example, it deals with everybody’s requirement
regardless of organisational staff or people with no connections with the organisation.
Radical structuralist paradigm is rooted in the sociology of radical change and view issues of nature
of science in an objective way. It is an objective view of the cosmos towards radically changing
constructed realities orientation. This paradigm stresses the role of social forces that produce
fundamental conflicts, which generate radical change through political and economic crises (Burrell &
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Morgan, 1979: 34). Assumption in this paradigm can be considered as measuring cause-effect
relationships, as it is related to owner power and wealth. In other word, it is based on autocratic
perspective, since it emphasises structural relations within a realistic world as a source of conflict
rather than matters of individual consciousnesses. For example, it deals with the productivity of
bottom-line-oriented end-user rather than the user or organisational needs.
Although there are some criticisms about the suggested classification (Burrell & Morgan, 1979), it is
still commonly used as reference in various literatures. For instance, in the information system
development written by Hirschheim and Klien (1989), and Dhillon and Backhouse (2001) who were
applied this classification into the information system security.
DIVERSITY OF PERSPECTIVES
As we previously mentioned, the assumptions and paradigms are always being associated with social
studies in order to understand the human behaviours and the organisational contexts. Regardless of
any organisational cultures, assumptions and paradigms it seems to be essential to the organisational
culture developments that may be applied to the development of smaller scale such as, information
security culture. With this respect, we now discuss about the diversity of perspectives concerning
organisational culture and information security culture in more detail.
The diversity of perspectives can be categorised in three competing perspectives on organisation
culture and three methods of management control. Lebas and Weigenstein (1986:259) define
management control is “the process by which an organization ensures that its sub-units act in a
coordinated and cooperative, so that resources will be obtained and optimally allocated in order to
achieve the organisation’s goals”. The evolution of management control system is also towards an
increased reliance on controls imbedded in the organisation culture (Lebas and Weigenstein, 1986:
259).
Burrell & Morgan’s Framework and Organisation Culture
Research in the information security culture cannot be confined to any paradigm in the Burrell &
Morgan’s framework. However, some of the discussions are still in the superficial level of
explanation (Martins and Eloff, 2002), (Schlienger and Teufel, 2002) and still lacking of application
from the organisational culture theory. Organisation culture is now the current perspective in the
organisation theory (Brown, 1998: 5)
In Smircich (1983: 339) paper, there are two cultural aspects in the context of organisation: variable
and root metaphor. In the managerial perspective, organisation has its own culture that comprises a
number of entities such as staff, technology, information system, structure, planning and strategy
(Huczynski and Buchanan, 2001). The culture is referred as a tool or mechanism containing
controllable and measurable variables. It views cosmos in an objective way biased toward functionalist
paradigm.
In social science perspective, an organisation is a culture in which every organisational staff is
supposed to adhere to organisational contexts. In this context, culture is referred as a root metaphor
(Morgan, 1986). On the other hand, culture is something not tangible and difficult to control. It views
cosmos in a subjective way. This perspective “is to explore the phenomenon of organisation as
subjective experience and to investigate the patterns that make organised action possible” (Smircich,
1983: 348). This view is biased toward interpretive paradigm.
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However, in organisational contexts, there are no views of culture directed towards radical humanist
paradigm or radical structuralist paradigm. Subsequently, there are two views of culture (interpretive
and functionalist paradigm), which will guide the development of information security culture.
Three Competing Perspectives on Organisation Culture
Martin (1992) classifies three perspectives on organisational culture: integration, differentiation and
fragmentation. The integration perspective views the cultural manifestations (artefacts, shared values
and basic assumptions in Schein’s model) are organisation-wide consensus, consistent and clarity. All
members of an organisation are sharing a common culture. In contrast, the differentiation perspective
that views cultural manifestations is not really consistent. This is because an organisation consists of
subcultures, which localised consensus or sub-cultural consensus. In the managerial point of view,
leadership is the way to bring all subcultures into line with organisation (Huczynski and Buchanan,
2001: 640). In fragmentation perspective, its viewed cultural manifestations are complex, since there is
multiplicity of views, which obtains no consensus at all. Furthermore, this perspective “sees
organisation as being in constant flux, with reality constantly being constructed and reconstructed due
to human interaction and environmental changes” (Huczynski and Buchanan, 2001: 643).
Three Methods of Management Control
Ray (1986) suggests three methods of management control: bureaucratic control, humanistic control
and culture control. The Bureaucratic control focuses on controlling (overtly) employees through
procedures, rules, close supervision, promotion, rewards and appraisal. However, this control is
expensive because it requires manpower of supervision. The Humanistic control focuses on employee
satisfaction by providing them “a satisfying work task or a pleasant working group” (Huczynski and
Buchanan, 2001: 646). The rationale of this control was by satisfying employees’ needs and then will
create their willingness to meet the organisation goals (Van Maanen and Barley, 1984). The Culture
control focuses on manipulation of culture (culture as a tool or mechanism) (Deal and Kennedy,
1982), (Schein, 1992). Managers can choose any selected application of artefacts and shared values for
directing the employees’ behaviour. Examples of artefacts are rituals, ceremonials, courses, heroes,
mottoes, myths, norms, physical layout, rites, rituals slogans, stories and symbols (Huczynski and
Buchanan, 2001). Examples of shared values are strategy, structure, systems, style, staff and skills
(Peters and Waterman, 1982). This is depicted in Figure 1.

Bureaucratic Control
Manipulation of rewards Æ Loyalty Æ Increased Productivity
Humanistic Control
‘Satisfying’ task or work group Æ Loyalty Æ Increased Productivity
Culture Control (Organisation Culture)
Manipulation of culture Æ Love firm and its goals Æ Increased Productivity
Fig. 1: Three Methods of Management Control
Source: Ray, C. A. (1986). Corporate culture: the last frontier of control? Journal of
Management Studies. 23(3). 294.
APPROACHES TO INFORMATION SECURITY CULTURE DEVELOPMENT
From section 4.1, section 4.2 and section 4.3, we have seen that there are different approaches to the
development of information security culture. This is depicted schematically in figure 2. In order to
understand how the functionalist paradigm and interpretive paradigm can be used within an
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organisation, this has to be related to the Schein’s organisational culture model (Schein, 1992). This
model is amongst the most widely referred in organisational culture literature (Huczynski and
Buchanan, 2001). It manifests in three levels: artefacts, shared values and basic assumptions.

Information Security Culture

A1

A2

A3

Paradigm:
x Functionalist
x Interpretive

Perspective:
x Integration
x Differentiation
x Fragmentation

Management Control:
x Bureaucratic Control
x Humanistic Control
x Culture Control

Key:
Approach 1 (A1) = Burrell and Morgan’s Framework
Approach 2 (A2) = Three Competing Perspectives on Organisation Culture
Approach 3 (A3) = Three Methods of Management Control.
Fig. 2: Different approaches on information security culture development.
Artefacts. It is a first level of the Schein’s model. Being the surface elements, they are most visible
organisational structures and processes. Artefacts include the visible products and the visible and
audible behaviour patterns. Examples of visible product are physical environment and layout,
technology and product, appliances, clothes (company uniform) and so on. Examples of visible and
audible behaviour patterns are norms, rituals, slogans, rituals, rites, ceremonials, language, courses,
and heroes. These behaviours (visible behaviour) are made routine in the organisational processes.
Now, we try to relate these artefacts with the information security culture examples. Examples are the
physical environment like office layout, building access with physical security and visible behaviour
patterns with personnel security.
Espoused Values. It is a second level of the Schein’s model. Situated underneath the artefacts, the
espoused values are not directly visible. These values are the elements that distinguish the organisation
from other companies (Huczynski and Buchanan, 2001), (Schein, 1992). Examples of espoused values
are the 7-S framework proposed by Peters and Waterman. The values are including the strategy,
structure, systems, style, staff, skills, and a shared value, that is the culture, which actually binds the
values together (Peters and Waterman, 1982). Subsequently, we try to relate these espoused values
with the information security circumstances such as an organisational strategy with information
security strategy, a management style with information security management style, and development
of skills with development of information security awareness, training and education.
Basic Assumptions. At the third level of the Schein’s model and being overshadowed by the espoused
values, the basic assumptions are hardly visible. As complex as it is, a basic assumption is very much
related to human behaviours. Consequently, we try to relate these with the information security
examples, which are aimed to guide human (employee) behaviours towards information security
attainment. Furthermore, the aspects of human behaviour on how to inspect, protect, detect, react and
reflect things can be used to understand these basic assumptions. This is depicted schematically in
figure 3.
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Functionalist Paradigm

Artefacts

Visible

Examples:
Physical security and any visible
/audible security implementation

Functionalist Paradigm/
Interpretive Paradigm

Interpretive Paradigm

Shared Values
Examples:
Strategy, structure, systems, style,
staff and skills that information
security-oriented
Basic Assumptions
Examples:
Guide employees behaviour
towards information security
(On how to inspect, protect,
detect, react and reflect things)

Partially
Visible

Hidden

Fig. 3: Schein’s organisational culture model (Schein, 1992: 17) with information
security culture examples and suggested paradigm
If functionalist paradigm is chosen, then the culture is viewed as variable. In artefacts level in Schein’s
model, there are various variables that can be deciphered. Practically, try to relate these variables with
information security variables. Some of information security variables have been shown in Figure 3. If
the shared values level in Schein’s model takes examples of 7-S framework (Peters and Waterman,
1982), then it contributes variables like strategy, structure, systems, style, skills, staff that being
integrated into shared values. However, if the shared values do not have variables, then functionalist
paradigm is not appropriate.
If the culture is viewed as a root metaphor, then the interpretive paradigm would be an appropriate
paradigm that is suitable at the shared values level and the basic assumptions level in Schein’s model.
If the information security culture takes an integration perspective on organisational culture, then this
culture will appear as the only culture in the organisation. Thus, this perspective views information
security culture as an organisation-wide consensus, consistence and clarification. In the differentiation
perspective, the information security culture is viewed as a subculture within an organisation. In order
to bring all subcultures into the same line with organisation, the differentiation perspective needs
leadership. It is not advisable that information security culture takes a fragmentation perspective due
to the reasons that it is complex and do not have consensus at all.
There are some researchers such as Deal and Kennedy (1982), Schein (1992) and Ray (1986), who
agree that the culture control is the best method in the management control. An example of culture
control is the organisation culture. It is a symbolic management that can be adopted as guidance for
managers to determine direction of their employee behaviour. As this control manipulates culture,
information security culture variables (see examples on Figure 3) hence can be used to shape
employee behaviour. However, it depends upon a researcher to decide whether to choose bureaucratic
control, humanistic control, or culture control.
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DISCUSSION
In this paper, we conclude that functionalist and interpretive paradigms, differentiation perspective and
culture control would appear to be the most suitable approach when developing information security
culture (it is depicted schematically in figure 4). There are three reasons why an eclectic approach is
suitable. First, a functionalist paradigm can be used in the artefacts level and the shared values level (if
appropriate) while interpretive paradigm is adapted in the shared values level and the basic
assumptions level. A functionalist paradigm is suitable to examine any level of culture that views
culture as variable. Adversely, an interpretive paradigm is appropriate to examine any level of culture
that views culture as root metaphor. Second, it can be perceived that the organisational cultures
involve with something more complicated than information security cultures that focus on how
security requirements can be naturally performed by organisational staff. Therefore, it is suitable to
choose the differentiation perspective where the information security culture is viewed as a subculture
in the organisation. Third, the organisation culture is always being related to the organisational
performance and productivity, an effective organisation and visioning the future direction (Furnham
and Gunter, 1993). Therefore, it is appropriate to choose a culture control as the method in the
management control (Deal and Kennedy, 1982), (Schein, 1992), (Ray, 1986). One example of culture
control is the Schein’s organisational culture model that author has adopted as a conceptual framework
in research methodology within information security culture.

Information Security Culture

A1

A2

A3

Paradigm:
x Functionalist
x Interpretive

Perspective:
x Differentiation

Management Control:
x Culture Control
(Organisation
Culture)

Key:
Approach 1 (A1) = Burrell and Morgan’s Framework
Approach 2 (A2) = Three Competing Perspectives on Organisation Culture
Approach 3 (A3) = Three Methods of Management Control.
Fig. 4: Suggestion on approaching information security culture within organisation
CONCLUSION
As previously discussed, the adaptation of organisational culture to the information security is
relevant. This is because the organisation culture always be related to high performance, productivity
and commitment among staffs. The understanding of organisational culture leads to the appropriate
management of information security culture, in which organisational staff performs the security
requirements. It can be said that in order to enforce information security policies and practices to the
organisation, the understanding of information security cultures will be inevitable if there is an
expectation of effective use of such disciplines. However, the information security cultures will not be
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easily understood if knowledge that regarding the organisational culture is not well represented. This
paper has given an overview on the paradigms, the perspectives and the management controls in
organisation. Apart from this, it also represents a theoretical concept and suggested a paradigm on how
to develop (cultivate) the information security culture. The combination of social science theory
especially the organisation culture theory and the information security can improve the performance of
security operation in the entire organisation. In future, the author will focus on the methodology of
information security culture development.
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